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BBeaeHue

O nporpamme CommView

Mporpamma CommView npeaHasHayeHa AN MOHUTOPWHIA CeTEBOW aKTMBHOCTM MyTém cbopa w
nocaeAayloLLero aHaa13a naketos B ntoboit Ethernet-cetu.

C nomowbto CommView Bbl MOMKeTe BMAETb CMUCOK CETEeBbIX COeAMHEeHWM, IP-CTaTUCTUKY, a TaKKe
nccnenoBatb OTAeNbHble MNakeTbl. |P-nakeTbl AeKOAMPYHOTCA BNAOTb A0 CaMOro HU3KOrO YPOBHS C
MO/IHbIM  aHa/M30M  PacMpPOCTPaHEHHbIX NPOTOKoA0B. [pegocTaBnseTca MNOAHbLIA  AOCTYNn K
HeobpaboTaHHbIM AaHHbIM. [epexBayeHHble MNakeTbl MOryT ObITb COXpaHeHbl B Buae dalina gnn
nocnefyloLIErO aHaNM3a, a TaKXKe 3KCNOPTUPOBaHbI B Apyrne dopmatbl. TMbKkaa cuctema GpunbTpos
Nno3BossfeT oTbpacbiBaTb HEHYKHble BaM MaKeTbl WAM MepexBaTbiBaTb TOJILKO Te€ W3 HUX, KOTOpble
HeobxoaMmbl. Bbl MoO)KeTe nosiyvyaTb M3BELEHUS CUCTEMbI CUTHAAM3ALMU O TaKUX CODOLITMAX, Kak
Hannume B TpadmKe NOA03PUTENbHbBIX NAKETOB, NOABMEHNE B CETM Y3/10B C HEWTATHbIMW agpecamn Uam
NoBbILLIEHME CETEBOM HArpysKu.

B coctaB CommView Bxoaut moaynb VolP, npegHasHayeHHbIN gnsa yraybneHHoOro aHanusa, 3anucu u
BOCMPOM3BEAEHWNA rOI0COBbIX KOMMYHMUKaUKI cTaHgapTos SIP u H.323.

CommView - 3TO No/e3HblA UHCTPYMEHT A1A afiMUHUCTPATOPOB NIOKa/ibHbIX CETEel, CneumanunucTos no
6€30MacHOCTM, CeTeBbIX MPOrPamMMMUCTOB MU ANA N060ro Kenawlero HarnsgHo BUAETb MOJIHYIO
KapTUHy TpaduKa, NPOXoAALEro Yepes ero KOMMbIOTEP WMAU CErMEHT JIoKanbHOW ceTu. Ansa paboTsbl
Heobxoaum cetesolt Ethernet unm Wi-Fi agantep, wan ctaHgapTHbIM agantep yAanéHHOro AocTyna
(dial-up). CommView BbIrOAHO OTAMYAET HA/IMYME COBPEMEHHOMO AeKohepa NPOTOKO/I0B, CNOCOBHOro
aHann3MpoBaTh bosiee cTa WNPOKO PacnpoCcTPaHeHHbIX Ha CEeroAHALWHUNA AeHb NPOTOKO/I0B.

Kpome TOro, HoBaa TEXHO/IOTMA YAANEHHOTO MOHWTOPWHIA MO3BOJIAET nonb3osatenam CommView
HabnoaaTh ceTeBoM TpadMK KOMMbOTEPA C YCTaHOBAEHHbIM Ha HEM CommView Remote Agent, rae 6bl
TaKol KOMMbIOTEP HWU Bbin pacnonoxeH ¢usmyeckun. Mporpamma CommView Remote Agent aBnsaetca
BeCcbMa nosie3HbiM gonoaHeHnem CommView.
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Y10 HOBOTO

Bepcusa 6.5

L MonHocTbio nepepa60TaHHbu71 AeKoaep nNpPOTOKOJIOB: AOﬁaBJ’IEHa noaaepixka 60nbLWOro
KO/IMYeCTBa HOBbIX MPOTOKONOB. [NnA KaXOoro nakeTa Tenepb MOKa3biBAaeTCA KpaTKoe
cogepxummoe.

Bepcua 6.1

e [loaaeprkka HOBbIX onepaumMoHHbIX cuctem: Windows Server 2008 32-bit u 64-bit Editions.

e  ONTMMM3MPOBAHO MCNO/b30BaHME NamsATU Npu pabote ¢ VolP-aHanusatopom. Hosasa Bepcusa
nporpammol NoAAepKMBaeT 6o/bllee KOMYECTBO OAHOBPEMEHHbIX 3BOHKOB, B TO BpeMA KaK
Harpyska Ha NamATb CTa/la 3HAYUTE/IbHO MEHbLUE.

e HacTpanBaembln bydep AKUTTEPA ANA CUMYAALUM U OLEHKM KayecTBa 3BYKa peasibHbix VolP-
3BOHKOB.

e YayyweH auanor "Mouck". Tenepb NOAOEP!KMBAIOTCA HaMNpPaBieHME MOWUCKA U BO3MOXKHOCTb
noucka B popmate Unicode (UTF-8, UTF-16).

e bonee rMbkue onuun agepesa AeKkonepa: NOABUAACL BO3MOXKHOCTb YCTaHAB/ANBATb KOJIMYECTBO
pacKpblBaeMbIX y3/108.

e [lpyrve yayylweHna n ncnpaBaeHns ownobok.

Bepcusa 6.0

e Moaynb VolP pgna yrnybneHHoro aHanusa, 3anMcuM UM BOCNPOU3BEAEHUA T[O/10COBbIX
KOMMYHMKaLmMi cTaHgapTos SIP 1 H.323.

e Bwu3yanbHbIt aHanus ceccnin TCP ¢ rpaduyeckmm otobparkeHnem gmarpamm ceccuit.

e Bu3yasnbHbI KOHCTPYKTOP MNAKeToB, MOMOraloWwmMii Npu co3gaHnn naketoB B [eHepatope
MNakeToB.

Bepcua 5.5

e [lonHaa noapepkka IPv6 BOo Bcer nporpamme (AekoaupoBaHue, GUABLTPLI, MOWUCK,
npegynpexaeHus).

o [opaeprkka UTF-8 B pekoHCcTpyKLmn TCP-ceccuii.

e B03MOXXHOCTb NOBTOPHOM "cbopkM" PpparmeHTMpPOBaHHbIX IP-nakeToB.

e HoBblli BMA nNpeaynpexaeHuin: nporpamma MOMKEeT BOCMNPOMU3BECTM COOBOLEHMA BCAYX C
nomolLbto BcTpoeHHoro B Windows mexaHM3ma peyeBOro BOCNPOM3BEAEHUA TEKCTA.

e HeKoTopble yayylleHnsa U HacTpamBaemble ONuMK B 3aJa4ax AeKOANPOBAHUA U PEKOHCTPYKLUMKU
ceccun.

e YcTpaHeHa npobnema c yteykon pecypcos B Windows Vista B cnyyae yctaHOBKM 3HayYeHusa DPI
oT 120 v BbilWe, a TaK*Ke nNpobsiema ¢ BO3MOMKHbIM KpaxoM CUCTEMbI NPU MOHUTOpUHre dial-up-
NOAKAKOYEHMUA.

BeegeHue | CommView



Bepcua 5.4

o [Mopaeprkka Windows Vista.

Bepcua 5.3

e B peasibHOM BpeMeHM NOKa3bIBaOTCA CTPAHbI, COOTBETCTBYOWME IP-agpecam.

e [lna 6onbliero yaobcrtea paboTbl U3MeHEH AM3aliH KONOHOK B 3aKfaaKkax "Maketwl" u "Log-
dannbl". MopAJOK PaCNONOMKEHMA 3aKNAJOK B [IABHOM OKHE MNPOrpamMmbl Tenepb MOXKHO
U3MEHATb.

e BO3MOXXHOCTb OTKPbIBaTb MHOMECTBO HOBbIX OKOH W3 Tekyuiero 6ydepa nakeToB, 4TO
3HaUUTENIbHO ynpowaeT paboTy C NakeTamu Mpu CUNbHOWM 3arpyske cetu. C bypepom Tenepb
MOXHO paboTaTb B pasHbIX OTAENbHbIX OKHax 6e3 pucka NoTepaTb CTapble MNakeTbl U 6e3
HeobXxo04AMMOCTM UCKaTb Te MNaKeTbl, KOTOPble HAXOAATCA BHE BUANMMOCTM.

e YnyyweHHaa cucTema npeaynpexaeHuii No3BoAsSET BaM HACTPamMBaTb TEKCT OMOBELLEHMIA NO
3NEKTPOHHOW nouTe.

e Pasmep oKkHa "CTaTUCTMKA" MOXKHO U3MEHATb.

e [lopaboTaH auanor "Mounck".

e [lna HarnsaaHocTM paboTbl ¢ NakeTamu Ao6aBiaeHa BO3MOMKHOCTb BKAHOYATb/BbIKAKOYATL NNHK
CETKM.

e HekoTopble gpyrve yay4lieHus.

Bepcua 5.1

e bbicTpble dMALTPLI, KOTOPbIE NO3BONAIOT OOHAPYKMBATL MNaKeTbl, Nepegasaemble mexay MAC-
n IP-agpecamu, a Tak:Ke NopTaMu. ITU NakeTbl 0TOOPAKAOTCA B HOBOM OKHE.

e (Crana BO3MOXKHOM GMUNbTPALMA NO MMEHM NpoLecca.

e O6HoBneH cnucok MAC-agpecoB npousBoauTesieit ceTeBoro obopyaoBaHus.

e Jlo6asneHa ¢pyHKLMSA aBTOMATUUYECKOTO OOHOB/IEHUS NPOrPamMmbl.

e BonblIoe KOMYECTBO APYrMX UCMPABAEHWUI U YYYLLEHUN.

Bepcua 5.0

e [lnA nakeToB OTODOparkaeTcA Ha3BaHWE NPOrpaMmmbl MX MNPUHUMAIOWENA WAM NepesatoLLeit
(dyHKUMA gocTynHa B Windows NT/2000/XP/2003).

e BpemeHHble OTMETKM MOBbILWEHHON TOYHOCTHU (A0 MUKPOCEKYHA,; CBOMCTBO A0CTyrnHO B Windows
NT/2000/XP/2003).

e Hosbilt popmar log-dbainnos, KOMNAKTHbIN, OTKPbITbIN.

e [padunyeckme maTpuubl, NpeacTaBaAAOWME NPOLECC Nepesadm AaHHbIX MeXAy y3n1amu ceTu.

e [lobaBneHo gekoampoBaHue MS SQL, LDAP n YMSG. YaydweHo gekoanposaHue SMB u ICQ.

o TNopaeprkka Windows XP 64-bit Edition Ha npoueccopax AMD Opteron u Athlon64.

e OpHoBpemeHHan paboTta c Heckonbkumm Remote Agent.

e Yny4yuweH reHepaTop NaKeToB B NaaHe yA06CTBa MCNO1b30BaHMA WabIOHOB.

e OTtuéTtbl B popmaTte HTML Tenepb moryT cogepaTb rpadpuky.
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e HosBble TUMbI NpeaynpexaeHni.
e CHMKeHa 3arpyska npoueccopa.

Bepcua 4.1

L ,£|,06aBneHa BO3MOXHOCTb aHa/in3a Tpacbm(a yepes JIOrMYeckuii agantep obpaTHOW cBA3U, TO

ecTb naKkeTbl, nocblnaembie/nonydyaemble Ha 127.0.0.1 (pyHKuma poctynHa B Windows
NT/2000/XP/2003).

e Bepgétca cnucok URL, KoTopbie 6bI1M NPOCMOTPEHbI.

e [lobaBneHa noaaep:Kka npotokonos IMAP, NNTP, SSH, TLS.

o UHTtepdeiic ¢ plug-in, NO3BONAOWNIA BbINOAHATL AEKOANPOBAHME MPOTOKOI0B COOCTBEHHbIMM
MeTo4aMu.

e B oKkHe peKoHcTpyKunm TCP-ceccum Tenepb MOXKHO pasapxmBMpoBaTb cKaTble GZIP-gaHHble, a
TaKKe n3obparkeHus, Kotopble Bo Bpema HTTP-ceccuit.

e OKHO peKoHCTpyKumn TCP-ceccnmn Tenepb NO3BOASAET NEPEKIOYATLCA MEXKAY CECCUAMM PA3HbIX
XOCTOB (B MpeablayLinx BEPCUAX NPOrpammbl MOXKHO Obl10 NEPEKNOYATbCA MEeXAY CeCcCUamU
TO/IbKO ABYX M3HA4Ya/IbHO BbIOPaHHbIX XOCTOB).

e [porpamma byaet coobuiatb 06 MU3MEHEHMAX B CMMCKE CETEBbIX 34aNTEPOB.

e  ®yHKUMA nepexBaTa MaKETOB aBTOMATUYECKM BO30OHOBAAETCA MPWU BbIXOAE KOMMNbOTEPA U3
"cnawero" pexxnMma n pexnuma oxxugaHus.

e [lobaBneHa noaaepxka agantepos Token Ring (moctynHa 8 Windows 2000/XP/2003).

o [oaaeprkka yBenmyeHHbix naketos Ethernet (Jumbo frames).

e MOXHO nOoay4aTb CTAaTUCTMKY HA OCHOBE JaHHbIX, COBpaHHbIX paHee (B AOMONHEHWE K
CTAaTUCTMKE PeasibHOro BpemeH#).

e  YayyweHa bYHKUMOHANBbHOCTD npeaynpexaeHuin. Bo3morkHa nepepaaya
napameTpoB/nepemeHHbIX  yXe  3anyweHHbIM  MporpammamM UM Mpeaynpexaaroum
CoObLLEeHNAM.

e HeKoTopble Apyrue yayylieHus.

Bepcua 4.0

o [IpeaynpexkaeHua: Nporpammy MOXKHO HacCTPoOUTb TakMm obpasom, YTobbl OHa coobuwana ob
onpeaeneHHbIX Naketax, HemssecTHbIx MAC-agpecax U T. 4.

e [lobaBneHa noaaepkka npotokonos: DAYTIME, DDNS, H.323 (H.225, Q.850, Q.931, Q.932),
HTTPS, NTP, RMCP, RTP/RTCP (G.723, H.261, H.263), SNTP, TIME.

e  MHOrossbl4HbIl UHTepdeliC.

e K nporpamme MOXHO NOAKNOUYNTb NOSIb30BATENBCKUIA MOAY/b LEKOAMPOBAHMA NPOTOKO/IOB.

e HoBble MapameTpbl KOMaHAHOM CTPOKM MO3BOMAIOT 3anycKkaTb MNpoOrpaMmmy C YKasaHHbIM
Habopom npasua U/Mnm c ncnosb3osaHuem Tpebyemoro aganTepa.

e B OKHe peKoHcTpyKuum TCP-ceccum noasmnace GpyHKuma "Mounck".

e B reHepaTope nakeToB gobasneHbl WabnoHbl naketos TCP, UDP 1 ICMP.

o OyHKkuma "[ekoampoBaTb KakK.." MNO3BOMAET [AEKOAMPOBATb W3BECTHbIE MPOTOKOMbI C
NCNONb30BaHMEM HeCcTaHAAPTHbIX NOPTOB.

e [lo6aBneHO HECKO/IbKO HacTpanMBaeMbIX OMUMIA.

BeegeHue | CommView



Pa6oTa c nporpamMmmou
KpaTkuii 0630p

WHTepdeiic nporpammbl COCTOUT M3 MATU 33KNALOK, MNO3BOMAIOWMX NPOCMATPUBATL AaHHble U
BbINO/IHATL Pa3/iMyHble AENCTBMA C NepexBavyeHHbIMM nakeTamu. YTobbl HadyaTb c6Op NaKeTos,
BblbepuTe ceTeBoe YCTPOMCTBO M3 CMMCKA Ha MaHenu ynpaB/ieHWa U HaxXmuTe KHoMKy HauyaTtb 3axeaT
unn BbibepuTe ®aitn => HauaTb 3axBaT M3 MeHt. [pu NpoxoxkaeHun ceTeBoro TpaduKa uepes
Bbl6paHHOe ycTpolictBo CommView HauHET oTobpaXkaTb MHGOPMALMIO.

I'naeHoe meHI0

daiin

HauaTtb 3axBaT/3aKOHUMTb 3aXBaT — HauMHaeT/npeKkpallaet c6op NakeTos.

PexXnm yaaneHHOro MOHUTOPUHIa — OTKPbIBAET IMBO CKpbIBAeT AONONHUTE/bHYIO NaHe b ynpaBaeHus
Y/A3/1€HHbIM MOHUTOPUHIOM.

CoxpaHuTb TeKywiue IP-coegUHEHUA KaK... — NO3BO/IAET COXPAHUTL COAEPHKMMOE 3aKNaaku "Tekyuime
IP-coeanHenna" B8 popmatax HTML nnam CSV.

CoXpaHUTb NAKeTbl KaK... — MNO3BO/IAET COXPaHWUTb COAepKMMmoe 3aknaskum "Makerbl" B HyKHOM
dopmare. 3aknagka "Log-dainnbl" npenoctaBaseT Ha BbIBOp HECKONbKO GPOpPMaTOB coXpaHeHus ¢annos.
MpocmoTp Log-¢dainnoB — oTKpPbIBAaET OKHO NpocmoTpa Log-daiiios.

MpocmoTtp VolIP log-daiinoB — oTKpbiBaeT HOBoe OKHO npocmoTpa VolP log-dainios.

Ounctutb Tekywue IP-coeguHeHna — cTupaer cogepxumoe Tabauubl "TeKkywme IP-coeamHeHmna"
(nepBasn 3aknaaka).

Ouunctutb 6ydep nakeToB — CTMpaeT cofepruMmoe bydepa nporpammbl U 2-i 3aKNagku (cnmcok
nakeTos).

OunctuTb gaHHble VoIP — cTupaeT cogepmmoe 3aknagku VolP.

MpousBogutenbHoctb — oTOOpaXkaeT MNPOU3BOAUTENIbHOCTb MNPOrpamMmbl:  KOAMYECTBO YCMEewHOo
nepexBayeHHbIX M MPONYLWEHHbIX ApaliBepOM NaKeToBs.

Bbixog — BbIX0A, U3 NPOrpamMmmbl.

ITouck

HaiitT naker — Bbi3blBaeT AMANIOr MOMUCKA MaKeTa, KOTOPbIM MO3BOAAET HalWTWU MaKeT, cogep:Kalumit
onpenenéHHbI TEKCT.

MepeiiTn K NaKeTy ¢ HOMEPOM... - BbI3bIBAET AMa/Or, B KOTOPOM €CTb BO3MOXKHOCTb Nepexoa K nakerty
C YKa3aHHbIM HOMEPOM.

Buo
CTaTUCTMKA — OTKPbIBAET OKHO CTAaTUCTUKM MPOTOKO/I0B U AaHHbIX.

MHdpopmauma o nopTax — N03BOAAET MOCMOTPETb MHPOPMALMIO O NOPTaX.

Katanor log-¢aitnoB — oTKpbIBAaeT ANPEKTOPUIO, FAe NO YMOYaHUIO COXpaHsatoTcs Log-dainbl.

KonoHku Tekywux IP-coeguMHeHUM — MOKa3blBaeT/CKPbIBAeT KONOHKM B 3aKnaake "TeKyuwue IP-
coeguHeHuna".

KONoHKM naKeToB — NokasblBaeT/CKpbIBaeT KOIOHKM B 3aknaake "Maketbl"”.
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HHcmpymenmul
FeHepaTop NaKeToB — OTKPbIBAET OKHO reHepaTopa NakeTos.

PekoHcTpyKumna TCP-ceccuM — no3BOASET peKkoHCTpympoBaTb TCP-ceccuio, HauyMHas C BblbpaHHOro

nakeTa (OTKpbIBaeTca HOBOE OKHO, oTobpakatoLee Becb NpoLecc obmeHa mMeKay ABYMA XOCTamMu).
PekoHcTpyKuua UDP-noTtoka — no3BosiAeT pekoHcTpyuposaTb UDP-noTok, HadMHas c BblbpaHHOro

NaKeTa (OTKprBaETCFI OKHO, 0To6pa>Karou.|,ee BeCb npouecc obmeHa mexay ABymA XOCTaMVI).
Onpep,enel-me usrorosutena NIC — OTKPbIBAET OKHO, rge MOXHO Onpeaesintb dUPMYy-N3roToBUTENSA

cetesoro agantepa no MAC-agpecy.

3axBaT NO pPacnNUCaHUI0 — MeHeAKep pacnucaHus, AobasnseT UAM yaanseT M3 pacnucaHus HOBble
paboTbl.

Hacmpoiika
W pundTbl — OTKPbIBAET NOAMEHIO YCTAHOBKM LWIPUGTOB, UCMONb3YEMbIX B MHTEpdEce Nporpammbl.
MAC-nceBgOHMMbI — BbI3bIBAET OKHO, A€ MOXHO Ha3HauuTb MmeHa (anvackl) MAC-agpecam pns

obneryeHma ob63opa TpaduKa cetu.
IP-nceBAOHUMDI — BbI3bIBAET OKHO, F4e MOMKHO HAa3HAUYUTb JIerKo 3anomMuHaemble MmeHa (anvacebl) IP-

agpecam.
YCTaHOBKM — OTKPbLIBAET OKHO, B KOTOPOM MOKHO OMNpesenTb A0NOJAHUTEIbHbIE CBOMCTBA NPOrpammbl.
fIsblku wuHTepdeiica — u3IMeHeHWe fA3blKa WHTepdeica (TpebyeT nepesanycka nporpammel).
MHCTannauMOHHbIM nakeT CommView MOXKET He cofep)kaTb Bce AOCTynHble ¢alinbl A3bIKOB
NoNb30BaTeNIbCKOrO WHTepdeiica. [na 3arpyskM HeobXoAMMbIX A3bIKOB BblbepuUTe B MEHIO OMNUMUIO
Apyrue asbiku. OTKpoeTca Be6-CTPaHMLA C A3bIKOBbIMU MOAYNAMM 1A AaHHOK BEPCUM NPOrPaMMbl.
YcraHoBUTb gpaiiBep Dial-up — ycraHaBanBaeT apaiisep ana cbopa nakeTtos ¢ agantepos dial-up. Ecam
ApanBep y»Ke yCTaHOBAEH — MYHKT CTAHOBUTCA HEBUAMMbIM.

YcraHoBuTb gpainsep Token Ring — yctaHaBauBaeT apaliBep Ana cbopa naketos ¢ agantepos Token
Ring. Ecnu apaiiBep y»Ke yCTaHOBAEH — MYHKT CTAHOBUTCA HEBUAMMbIM.

IIpasuaa

CoxpaHuTb TeKyLuue KaK... — N03BOAAET COXPAaHUTb B KOHOUTYPALMOHHOM daiifie TEKYLME HACTPOIKK
npasun cbopa NnakeTos.

3arpy3uTb M3.. — MO3BO/AET 3arpy3nTb HACTPOMKKM npasun cbopa MakeToB M3 paHee CO34aHHOTO
KOHUrypaumoHHoro damnna.

OTMeHUTb BCé — OTMEHSET BCe NPaBW/a (ecau TakoBble BblIM YCTAaHOB/EHBI).

Cnpaeka

CopepikaHue — oTKpbIBaeT ¢paia-cnpasky CommView.

WUcKaTtb B cnpaBKe... — NOKa3blBaeT ornasneHune ¢amnna-cnpaskm CommView.

OHnaiiH y4ebHUK — OTKPbIBAET OKHO ¢ y4ebHMKoM no paboTte c CommView B 6paysepe.

MpoBepuTb HannumMe O6HOBNEHMWA — OTKPbIBAET MacTep O6HOBAEHWWA. Ons TOro, Ytobbl CKayaTb M
YCTaHOBMUTb NocseaHee obHoBAeHMe gns CommView c caitta TamoSoft, cneayinte MHCTPYKUMAM.
AKTMBAUMA — MO3BO/ISET aKTMBMPOBATb Bally KOMWIO AAHHOTO MPOAYKTAa WAM MNPOBepUTb daKT ee
aKTUBALMMN.

O nporpamme — BbIBOAUT MHPOPMALMIO O BEPCUM NPOTPaMMbl.

MpaKTUYeCKM KarKabll 3nemeHT nHTepdeinca MMeeT KOHTEKCTHO-3aBUCMMOE MEHID, KOTOPOE MOMKHO
BbI3BATb HaXXaTMEM NPaBON KHOMKM MblILIKN; MHOTME KOMAHAbI AOCTYMHbI TO/IbKO YePE3 3TO MEHIO.
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MepBan 3aknagka otobparkaeT NoAPO6HYIO MHPOPMALMIO O CETEBLIX COEANHEHUAX BALLEro KOMMNbIOTEPA
(tonbko no IP-npoTokony). Ana 6onee noapobHolt MHPopmaumm obpatutecb K rnase Tekyuine |P-

coeanHeHUA.

BTopaa 3akfagKa MCNosb3yetca Aas NPOCMOTPa MepexBayeHHbIX CETeBbIX MAKETOB W OTOBparkeHus
AeTtanbHol MHGopmauum o BbibpaHHOM nakete. Ans 6onee noapobHol MHPopmaLmM obpaTuTech K
rnase [lakeThl.

TpeTbA 3aKnafKa NO3BONSET BaM COXPaHMTb NepexsadeHHble nakeTbl B ¢paine. Ana 6onee nogpobHol
nHdopMauumn obpaTuTecs K rnase Log-daiibl.

YeTBEpTas 3aknafdka NO3BOAAET HacTaMBaTb MpaBwaa, BAMAKOWME Ha nepexBaT/UrHopupoBaHue
MaKeToB, OCHOBbIBAsACb HA TaKMX MX CBOWMCTBaX, KakK IP-agpec nam Homep nopra. [na 6onee nogpobHoit
nHdopmauun obpatutecs K rnase lpasua.

MATaa 3aKnNagKa HacTpamBaeT CUCTEMY OFOBELLEHMA O MOAO3PUTE/IbHLIX NaKeTax, NOBbIWEeHUN
3arpy»KeHHOCTM CeTU, HEM3BECTHbIX agpecax M T. n. [na 6onee nogpobHo MHPOpMmaLMM obpaTuTech K
rnase [peaynpexaeHus.

B wecToli 3aKnagKke peanns3oBaHa BO3MOXKHOCTb paboTbl ¢ mogynem aHanvsa VolP. ITa 3aknagka
[AOCTYNHa ToNbKo o6nagaTtenam nmueHsmm VolP nam nonb3osaTtenam, paboTaoumm ¢ 03HaKOMUTEIbHOM
Bepcuen c BbiIbpaHHOM npu ycTaHoBKe onumeli VolP.

Bbl MOXKeTe M3MEHATb HEKOTOPbIe HAaCTPOMKM, TaKUe KaK WpndThI, LiBeTa 1 pasmep bydepa, NyHKT MeHIo
HacTtpoitka. ns 6onee nogpobHom MHPopMaLmMm 0bpaTuTech K raBe YCcTaHOBKa OMLMNA.
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BbI6GOp ceTeBOro aganrtepa AJisi padoThl

HabnoaeHue 3a ceTeBbiMM COEAMHEHMAMW HauMHAOTCA C Bbibopa ceTeBOoro agantepa. MNpaBUNbHbIN
BbIBOpP YCTPOMCTBA ABNSETCA Ba*KHbIM YC/IOBMEM MOJIYYEHUSN Keslaemoro pesynbrata. Mbl nocTtapanuch
caenatb CommView Kak MOXHO 6osiee NpoCcTbiIM U MOHATHbIM, U BCE, YTO BaM HYXHO caenaTb - 3TO
BblbpaTb Tpebyemblli agantep M3 BbiMNaAatloLLErO CMMCKA Ha NaHeAM UHCTPYMEHTOB UM HaXKaTb KHOMKY
HauaTtb 3axBar.

C pa3BuTMEM CETEBbIX TEXHO/IOMNIA Ha PbIHKE NOABASAIOTCA BCE HOBble TUMbl agantepos - WiFi, xDSL u Tak
danee. MHorve u3 Hux nogaepkmsatotca CommView, 04HAKO, KarKAaA PasHOBUAHOCTb UMeET CBOM
XapaKTepHble 0COBEHHOCTW, KOTopble HeobXoAMMO YyuuTbiBaTb A1 MOJAYYEHUs  KOPPEKTHbIX
pe3ynbTaTos.

PaCCMOTpVIM nepeyeHb Hanbosiee N3BECTHbIX TUMNOB U NMOKaXeM, Kak csiegyeTt HaCTpouTb CommView ana
MX NCNOos1Ib30BaHUA.

Bo Bpems yctaHoBKM nporpammbl CommView NpomMcxoauT MOUCK UMEIOLLIMXCA HA KOMMblOTEPE CEeTEeBbIX
aganTepos. B npouecce MHcTanaaumm Bam bypeT 3aaH Bonpoc 06 yCcTaHOBKe ApaiiBepa AN agantepa
yAanéHHoro goctyna (dial-up adapter). Cnegyet otBeTutb Ala, ecv Bbl NaHUpyeTe HabaodaTb TpaduK
Ha mogeme, XDSL-noaxntodeHun nnm ncnonbsyete PPPoE/VPN Ha apyrmx Buaax cetesoro gocrtyna. Ecam
B 3TOT MOMEHT Bbl 0TBeTUTEe HeT, To cMorKeTe yCTaHOBUTb 3TOT ApaliBep nosxe. [na aToro BoibepuTe B
meHio Hactpoiika => YcraHoBuTb gpainsep dial-up. MNpun ycTaHOBKe gaHHOro apalisepa paboTta ceTeBbIxX
NoAKAOYEHWNI OyAeT BpeMEeHHO NPUOCTAaHOB/IEHA.

Mo OKOHYAHWM YCTAaHOBKM nporpammbl 3anyctute CommView u B BbiNaAaloleM CMUCKE Ha MaHenu
MHCTPYMEHTOB NMPOCMOTPUTE MMEtoLMeca agantepbl. Tam AoJIKeH BbITb IOrMYecKknit agantep obpaTHoOM
cBasn (Loopback adapter), aganTep /fiokanbHOW ceTu (eciM OH MMeeTcs B KOMMblOTEpe) U agantep
yaanéHHoro goctyna (ecnv Bbl oTBeTMAN [la Ha Bonpoc 06 yCTaHOBKE COOTBETCTBYIOWEro ApaliBepa).

PaccmoTpum, Kak 3Tn aganTtepbl COOTHOCATCA C peasibHbIiM 060pyp,OBaHMeM Ha Ballem KomnbkoTeEpPE U C
TUNaMu ceTeBbIX I'IOAKITIO‘-IGHVIVI.

Ecan ucnonb3yetca ob6biuHbIA aganTtep Ethernet, moxeTe npocTto BbiGpaTh ero M HayaTb pabory.
CommView noagepuBaeT npakTuyeckn nwbon tun aganteposB Ethernet - 10, 100, n 1000 Mbit,
MMeEIoLLMCA Ha PbIHKe.

Ecnn gna noaxnodeHma K cetu ucnosibayetca moaem, Bbibepute dial-up. ObpaTute BHMMaHME, YTO Bbl
YBUOUTE TONbKO BXOAAWME WU UCXOAAlME NaKeTbl, 6e3 TPaH3UTHbIX MaAKeToB. ITO He ABAAETcA
OrpaHMYyeHMEM MNPOrpaMmmMbl, Bedb MMEHHO TakKMM 06pa3om YCTPOEHO MOAKNOYEHUE «TOYKA-TOYKA» -
TONbKO ABa Yy31a, Ball M YAANEHHbIA, Yy4acTBYlOT B coeauHeHun. Ecam Baw y3en asnsetcs
oAHOBpPeEMeHHO wao3om ICS (COBMECTHOro WCNo/Ab30BaHMA MHTEPHET-MOAKAOYEHNA), Bam byayT
OOCTYMHbI BCE MaKeTbl OCTasIbHbIX KNMeHToB ICS — Bxoasalumne 1 ucxogsiume.

Mpun wncnonbzoBaHum CommView ana HabaogeHuin B 6HecnposoaHbix 802.11 a/b/g/n/ac cetsx,
Bblbepute ans HabnogeHua Baw agantep Wi-Fi. YHMBepcanbHble ApaliBepbl HE MOryT NepesBecTu
apantep Wi-Fi B promiscuous-pexkMm (cocTosiHMe, B KOTOPOM CETEBOM agantep obHapy»KMBaeT B ceTu
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BCE MaKeTbl BHE 3aBMCMMOCTU OT MUX KOHeyHoro agpeca). CommView byaeT oTobpakaTb BXxogsawme U
ncxogdAwmMe nakeTbl, @ TaK e WMPOKOBELLATe/IbHble U MHOroagpecHble nakeTbl. 3aro/0BKM MaKeToB
802.11 oTobpakaTbca He 6yayT. Ecnun Tpebyetca cpencTso HabnoaeHusa TpadmKa becnpoBogHbIX ceTei
B pexume promiscuous - BocnonbsyihTecb CommView ana WiFi, KOTOpbIi MMEHHO [As 3TOro U

npegHasHavyeH. OH nossonseT HabaoaaTb TpaduK gpyrux 6ecnpoBOAHbIX KIMEHTOB U TOYEK A0CTyna.
CommView ana WiFi mo»HO ckayaTth ¢ Beb-calita TamoSoft.

Ecnv ana noakntoveHua K cetm mcnonbsyetca XDSL-mogem ¢ uHtepdeiicom USB, y Bac, ckopee Bcero,
6yaer BO3MOXHOCTb Habnwaatb Tpaduk ¢ nomouwbio CommView. OduumanbHOM nNoAAEPKKM
nHTepderica USB B CommView HeT, HO, TEM HE MeHee, MOXKHO MonbITaTbCA. B 60MbLINHCTBE CayyaeB
coeauHeHWe byaeT ycTaHaBAMBaTbCA ¢ nomowbio PPPOE; B aTom cnyyae BbibepuTe dial-up agantep, Ha
KOTOPOM U1 ByaeT AoCTynHO HabaoaeHMe BCero ceteBoro Tpaduka.

Ecnm Baw mogem xDSL ocHawéH Ethernet-uHtepdeiicom, HO camo NOAKNOYEHME OCYLLECTBASETCA C
nomouwbto PPPoE, Bbibepute dial-up apantep, Ha KoTopom OyaeT AOCTYNHO HabaaeHue
BXxogsallero/ucxogallero TpaduKa BalIero y3na, a Tak Ke LMPOKOBEeLaTe/bHble U MHOroaApecHble
naketbl. Ecan gna HabniopeHuns Bblbpatb aganTtep Ethernet — Bbl yBugute TpaduKk Ha cermeHTte
JIOKaNbHON CeTU, HO MaKeTbl byayT MHKancy/aMpoBaHbl B cooTBeTcTBMM ¢ PPPOE M moryt oKasartbca
3aWmndpOoBaHHbIMMU.

Ecnv Bawe noaknouveHMe K ceTu 3almuieHo ¢ nomoulbio VPN, HabnoaeHne Ha apantepe Ethernet
BblAACT /INLWb MaKeTbl B 3awndpoBaHHOM Buge. B atom cnyyae cneayet Bbibpathb dial-up agantep gns
NnoayyYyeHUA NakeTos B pacindpoBaHHOM BUAE.

Echn aBa man b6onee ajantepoB obbeauHeHbl B «mocT» (Bridged), HabniogeHWe Ha 3TOM «MOCTY»
MOKaXeT BXOAAWMN U UCXOAAWMA  TpadMK Kakaoro W3 COCTaBAAWOWMX €ero ajanTepos,
LUIMpPOKOBelLlaTe/IbHble M MHOTOaZpecHble MaKeTbl, a TaKXe NakeTbl, nepenpasisemble Ha OCTajibHble
afanTepbl, BKAOYEHHbIE B KMOCT.

HabnoaeHne Ha norMyeckom apantepe obpaTtHou ceasu (Loopback) nokaskeT nokanbHbii TCP/IP-
TpaduK, co3daBaemblii Nporpammamu, paboTalowmmm Ha Bawem KomnbloTepe. Ecnm paboTatowme B
AaHHbI MOMEHT Nporpammbl Takoro Tpaduka He co3aatoT — Bbl byaeTe HabAlOAATL MONHYHO TULLUHY.
Ob6paTnTe BHMMAHME, YTO reHepaTop NaKeToB He ByaeT paboTaTb C IOrMUYECKMM aganTepom obpaTHOM
cBA3Kn. 3a nogpobHocTamMKM obpatutech K rnase CHbop Tpaduka Ha norvyeckom agantepe obpaTHOM

cBA3n.
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Texkyumue IP-coeguHeHus

JTa 3aKk/iagKa oTobpaxkaeT NnoApobHY0 MHGOPMAaLMIO O CETEBbLIX COeAMHEHUAX BaLLIero KomnbloTepa
(TonbKo ana npotokonos IP u IPv6). YTobbl HauaTb 3axBaT NakeToB, BbibepuTe Pann => Hauatb 3axsar
WA Ha’*KMUTE COOTBETCTBYIOLLYHO KHOMKY Ha MaHenu MHCTPYMEHTOB.
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I Darn Mowck Bug WHCTpymeHTel HacTpoika [Mpasvna Cnpaska
‘g | Realtek RTL8169/8110 Family Gigabit Ethernet MIC -
O P-F-QelWd e L
] - - | I iy J
Dl']|| ||/J ﬁ - 6/ e 1D @ | = = &
‘9’4. Tekylwme IP-coeaMHEHIMA % MNakeTel I Log-thaline I @ MNpaevna I Qﬁ MpeaynpexaeHua I
NokansHsi IP |‘3fn.anv.=.HHb|ﬁ IrF - | B... | Wc... | Hanpas. .. | Cecoin | MNopTel |l-"IMﬂ XOCTa | EaﬁTl I'Ipou.eccl
b= 195.10.34.33 7 192,168.0,3 691 1141 TpaHs. 0 http,... localhost 176...
2, 4,233, 18 3 = i -
7 192.168.0.2 = 6610211, 9 10 it 5432 firefo...
7/192.168.0.2  EE66.102.9.104 10 % KorwmposaTs » 5161 firefo...
7 1592,168.0.2 |—-—- B1.30.201.97 & 6 | 1653 System
7 192.168.0.2 E‘_ 66.102.11.96 14 17 Mepenaqa AaHHELX. .. 5378 firefo...
7 192.188.0.2  E565.102.9.57 7 8 2540 firefo...
?1192.168.0.2 EE 54,12.163.... 1 2 MepeiiTH K NaKkeTy » 539 ICQLI..
7 192,168.0.3 51 212,143.22... 1 ] [ 5 986
7 192.168.0.3 W B130.201.97 4 4 _ Srotes 1002
7?0 192,168.0.3 'TE.': 54,12.24.28 0 3 COZAaTH NCEBAOHMM » 275
?/192.168.0.3  EE216.239.59.. 0 3 276
? 0 192.168.0.3 EE 216.239.59... 0 3 Mpouecc b 276
7?0 192,168.0.3 E= 55.102.9.184 0 3 270
CoxpaHuTe Tekywre IP-CoegMHEHMA KaK. ..
Bl 222.154.233... 7 192.168.0.3 1 2 311
O9KcTUTE Terkywme IP-coeguHeHA
JononHKMTENEHEA CTATHCTHKS.. .
3axeat: Bin. |I'Ia|<.ETb|: 496 Bxoq. [ 486 uowoa. [/ 24248 [P.BTOCO!CFI.: Belkn. |ﬁ|:lasmna: 1Bk |ﬁ|:leu1fn|:|.: Biit | 11% 3arp. CPU | v

Huke onucbiBaeTca Ha3HaYeHne KOJIOHOK TaGJ’IVILI,bIZ

JNoKanbHbiK IP — noKasbiBaeT noKanbHbIN IP-agpec. Ana Bxoaawmx naketos 3To IP-agpec nonyyartens,
ONA UCXOOALMX N TPAH3UTHBLIX - IP-agpec MCTOYHMKA.

YpaneHHblit IP — nokasbiBaeT yaanéHHbln IP-agpec. Ansa BxoAawmx naketos 3To IP-aapec MCTOUYHMKa,
ONA UCXO4ALWMX U TPAH3UTHLIX — IP-agpec nony4vaTena.

Mporpamma aBTOMaTMYECKWU onpeaensieT mecToHaxoxaeHue nwoboro IP-agpeca v, B 3aBUCMMOCTM OT
BALUMX YCTAHOBOK reo/sioKaumu, pagom c IP-agpecom moxeT oTobparkaTe MO0 HasBaHWe CTpaHbl, AMb6o
ee ¢nar. Ana 6onee noapobHO MHGOPMALUM CMOTPUTE rNaBy YCTaHOBKA OMLMNA.

Bxoasuwme — NoKasbIBaeT YUCO NPUHATBIX NAaKeTOB.

UcxopAawme — noKkasbiBaeT YNCI0 NOCAAHHbIX MAaKeTOB.

HanpaBneHune — noKasbiBaeT HanpasBneHuMe ceccun. HanpaBneHue ceccum onpegenserca no
HanpaBNeHUIoO NepBOro nakeTa, NPUHATOrO OT yAaneHHoro IP-agpeca uAM OTMPaBAEHHOro Ha
yOanéxHbii IP-agpec.

Ceccumn — nokasbiBaeT uUUCNO ycTaHoBneHHbiX TCP/IP-ceccuit. Ecan coeamHeHma no TCP He 6bian
ycTaHoB/ieHbl (06pbIB coeamHeHna uam pabota no npotokonam UDP/IP n ICMP/IP) - 3To 3HayeHue
paBHO HYNO.
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MopTbl - CNNCOK MOXKET BbITb MNYCTbIM, €CAN NPOTOKOA He fABaseTca TCP/IP. MopTbl MoryT 6biTb NOKasaHbI
WAWN KaK YMCNOBblE 3HAYEHUSA, UM KaK COOTBETCTBYIOLWME Ha3BaHMA cepsucoB. Jaa 6onee noapobHol
nHpopmauum cMoTpuTe rnaBy YCTaHOBKA OMLNNA.

Mmsa xocta — NokasbiBaeT MMA YAANEHHOIO XOcTa. ECM Mma He MoKeT BbiTb onpeseseHo — KOJIOHKa
nycra.

BaiT — KonnyecTBo 6aiToB, NepesaHHbIX 3a CECCULO.

Mpouecc — NoKasbIiBaeT MM NPOLLECCa, MOCbINAIOLWETO UM NPUHMMAIOLWLETO NAKeTbl ANA SAHHOMN ceccum.
YcTaHOB/IEHWE COOTBETCTBUS MEMKAY MaKeTaMu U NPOLLeCCamMM BalLero KOMMboTEPA BO3MOMKHO TOJIbKO
MO OTHOLWEHUIO K BXOAALMM N UCXOAALWMM MakeTam (HO He K TPaH3MTHbIM), Tak Kak CommView He
pacnonaraeT MHPopmaumeln o Npoueccax Ha APYrux KOMMbloTepax, KOToPble MOTYT BbiTb UCTOYHUKAMM
M NoNyyaTensimMmm TPaH3UTHbIX MNpoueccoB. Kpome TOro, Ha KOMMbIOTEPE MOMKET OblTb HECKOJ/IbKO
npoueccos, Beaywmnx obmeH naketamy No CeTW, COOTBETCTBEHHO, 3aKnaaka TeKywue IP-coeguHeHUA
MOKasblBaeT MMA Moc/iegHero npouecca, obMeHMBABLIEroca MaKeTamu Mexay [LaHHol napoli IP-
agpecoB. YTo6bI nNpocAeauTb MPUHALIENKHOCTb KOHKPETHOro MakeTa Kakomy-mbo npotueccy,
obpaTuTech K 3aknagke Maketbl. YTo6bl CommView oTobparkan NosHbIA NyTb K NpoLeccy, ycTaHoBUTE
¢dnar "MokasbiBaTb NOJIHbIN NYTb NpoueccoB” B MeH0 HacTpoiika => YcTaHOBKM, B 3aKn1aaKe OCHOBH.
Ob6paTnTe BHUMAHWE, YTO B 3aBUCMMOCTHM OT UCMOJIb3yEMOI BaMM ONEPaLLMOHHOMN CUCTEMBI, MTPU NEPBOM
3anycke CommView MmeHa NpoLECCOB MOryT He oTobpaykaTbca. [na pelweHua 3Toi npobaemsl
nepesarpysvTe KOMMbOTEP NOC/e NepBOHaYasbHOW ycTaHoBKM CommView.

MOHO MOKa3blBaTb UAM CKPbIBaTb OTAE/IbHbIE KOMIOHKM Tabanubl, KNMKaa NPaBoi KHOMKOM MbIWK NO
MX 3aro/loBKam MAW BblGMpas COOTBETCTBYIOLME KOMaHAbl mMeHio Bug => KonoHku Ttekywmx IP-
coeAuHeHU. Pacnosio)KeHMe KOJIOHKM MOXHO M3MeHUTb, npocTto '"nepetawms" ee Ha Tpebyemoe
MecTo.

KomaHObI KOHMeEeKCmMH020 MEHI0

HaxaTne npaBoii KHOMKM MbIWKKW Ha Tabauue Tekywme IP-coeguHEHUA BbI3biIBAeT MEHIO CO
CNeayoLWmMmMn KoMaHa4aMu:

BbICTPbIA PUNLTP — HAXOAMT NaKeTbl, NepecbinaemMble MexKay BblbpaHHbIMK IP-agpecamm 1 oTobparkaeT
MX B HOBOM OKHe. Te e AeiCcTBMUA NPOoU3BOAATCSA ABOMHBIM HaXKaTUEM MbILLN.

KonupoBatb — KonunpyeT iokanbHbil IP-aapec, yaanéHHbin IP-agpec nam nms xocta 8 bydpep obmeHa.
CNMUCOK NOpTOB — OTOOPaXKaeT OKHO C MOJIHbIM CMMCKOM MOPTOB MCMOJ/Ib3YEMbIX MEXKAY BblOpPaHHOWM
napow IP-agpecos. 310 yaA0bHO, ecnn BCce UCNONb3yeMble NMOPTbl HE MOMELLAIOTCA B COOTBETCTBYOLLEN
KOJIOHKe.

Mepepauya AaHHbIX — OTOOpa)kaeT OKHO ¢ MHopmauumeint o6 o0O6bEME nepefayn AaHHbIX MeXKAy
BblObpaHHOM napoit IP-agpecoBs 1 c BpemeHem 06paboTKM NocneAHero nakeTa.

MepeiiTn K NnakeTy — No3BOAAET BbICTPO NEpPexoauTb K nepBomy/nociegHemy nakeTy ¢ BbibpaHHbIM IP-
aflpecom MCTOYHMKa/nonyyaTens; nporpamma OTKpoeT 3aknaaKky [lMaKeTbl M yCTaHOBUT Kypcop Ha
COOTBETCTBYIOLMI NAKeT.

SmartWhois — otnpasnseT BblbpaHHbI IP-agpec UCTOYHMKA MaM nonyyaTena B Smart\Whois, ecam aTa
nporpamma YyCTaHOB/AEHAa Ha Bawem KomnbtoTepe. SmartWhois - aBTOHOMHOE NPUIOXKEHWE,
pa3paboTaHHoe Halwel KomnaHuel, cnocobHoe cobupaTb MHPopmauuto o Aobom IP-agpece nam
MMEHM XOcCTa no Bcemy mupy. OHO aBTOMaTMYEeCKM NpeaocTaBafeT UHPOPMALMIO, CBA3AHHY C IP-
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afpecoM, TaKyl0 KaK [AOMEH, CeTeBOe MMSs, CTpPaHy, WTaT WUAW MPOBUHLMIO, rOpod. ITy Mporpammy
MOXHO 3arpy3unThb € Hawero Beb-canTa.

Co3paTtb NCeBAOHMM — OTKPbIBAET OKHO, IAe MOXHO Ha3Ha4uTb JIerKO 3anoMMHaemble MCeBAOHUMbI
(anmacel) IP-agpecam.

Mpouecc — nosBoaAeT NOAYYUTb AOMOAHUTENbHYID MHPOPMALMIO O MpoLecce, NPUHUMAIOLLEM WM
nepegalowem nakeTbl B OAHHOW CeccuM, UAM BO3LENCTBOBATb Ha Hero. Bbl moxeTe 3aBepwutb
npouecc, y3Hatb CeoiicTBa ¢aiina nam NMokasaTb NOAHbIN NYTb K dainy npouecca.

CoxpaHutb Tekywme IP-coegUHEHUA KaK... — NMO3BOJIAET COXPAHUTL COAEPKMMOE 3aKNaakun TeKkyuue
IP-coeguHeHuna kak HTML- nnn CSV-oTuér.

Ouunctutb Tekywme IP-coeagnmHeHUA — ounLLaeT TabanLy CTAaTUCTUKN.

[ononHuTenbHas CTaTUCTUKA... — OTKPbIBAET OKHO CO CTAaTUCTUKOMN MPOTOKO/IOB U AaHHbIX.
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JTa 3aKnagKa MCNo/Ab3yeTca ANA MOKasa BCeX NepexBayvyeHHbIX CeTeBbIX MAKeToB WM OTobparkeHua
noapo6Hoi MHPopMaLMK 0 BbiIBpaHHOM MakKeTe.
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B BepxHel Tab/ivue COAEPMKUTCA CMUCOK BCEX MEPEeXBAYeHHbIX MAKETOB. ITOT CMMUCOK MOXKET 6biTb
MCnonb3oBaH A4 Bblbopa NakeTa, KOTopbI TpebyeTca 0TobpasnTb U NpoaHanM3nposaTtb. Korga Kakoi-
b0 naKeT BbIbPaH, OCTa/IbHblE OKHA MOKA3bIBalOT MHPOPMALMIO O HEM.

Huxe onucbiBaeTcA Ha3HaYeHUEe KOJIOHOK Ta6J1MLl,bI:

No — yHMKaNbHbIA HOMep nakeTa.

MpoToKon — NoKa3bIBaeT NPOTOKOJ NaKeTa.

MAC ucTouH./Ha3H. — nokasbiBaeT MAC-agpeca UCTOYHMKA W MoJyyaTens.

IP UCTOUH./Ha3H. — NoKa3biBaeT IP-agpeca UCTOYHMKA U NoAyYaTens (Koraa npumMeHMmo).

MopTbl UCTOUH./HA3H. — NOKa3blBaeT NOPThbl UICTOYHWUKA M NoydaTens (Koraa npumeHnmo). MopTtbl MoryT
6bITb OTOOPAXKEHbI UM KaK YMCNOBbIE 3HAYEHMA, UM KAK COOTBETCTBYHOLLME HAa3BaHUA cepBMCOB. A
6onee noapobHON MHOPMALIUN CMOTPUTE F1aBy YCTaHOBKA OMNLUN.

Bpemsa — nokKasblBaeT Bpems NOSABAEHUA NakeTa — abCoNOTHOE UM KaK MHTepBan OT MpejblayLiero
nakeTta. MepeKknoyaTb pexmm MoXHO B MeHto Bua => KonoHku naketos => [loKa3biBaTb Bpemsa Kak >.
Pasmep — nokasbiBaeT pa3mep nakeTa B 6anTax. [lo ymon4aHUIO KONOHKa He oTobpaxkaeTca.

JeTanu — NoKasbIBAET KPAaTKUIM OTYET MO MaKeTy.

MOXHO MoKasblBaTb MM CKPbIBATb OTAE/IbHbIE KOJIOHKU Ta6}'IMLI,bI, KNINKaA npaBoﬁ KHOMKOW MbIWK NO
MX 3aros10BKam Unaun BbI6Mpaﬂ COOTBETCTBYIOWME KOMaHAbl MeHIO Bua => KONnoHKK nakeTos.

PaboTa c nporpammoii | CommView



BbIBOZ MaKeTOB MOXKHO MPUOCTAaHOBUTb, BKAOYMB NYHKT daitn => BnokuposaTtb c60p naketos. B aTom
C/ly4ae naKeTbl MeEPexBaTbiBalOTCA, HO He MOKasblBaloTCcA B 3aKnagKke [lakeTbl. ITUM  MOMKHO
BOCMO/1b30BaTbCs, KOr4a MHTepecyeT TO/IbKO CTaTUCTMKA, @ HEe CaMM NaKeTbl. YToObl BOCCTaHOBUTL MOKas3
NaKeToB B Pea/ibHOM BPeMEHM, BKAOUMTE NyHKT Pain => MpoaonKutb c60p nakeTos.

B cpeaHem OKHe [MOKa3aHO coAep:kMmoe naketa B ‘"cbipom", HeobpaboTaHHom Buae. OHa
npeactaBfieHa Kak B 16-pMyHOM BMZe, TaK M B BUAE OObIYHOrO TeKcTa. B TeKcToBOM oTobparkeHwu
HeneyaTaemble CUMBO/Ibl MOKa3aHbl TOYKamK. B cnydyae, Korga B BepxHei Tabavue BbiI6paHO HECKO/IbKO
MaKkeToB, B CPeLHEM OKHe byaeT MoKasaHo obliee KO/MYecTBO BbIOPaHHbIX MAaKeTOB, UX CYMMAapPHbI
pasmep, a TaKKe BpeMeHHOW MHTEPBAJ MeX Ay NepBbiM U NoC/e4HUM NaKeToM.

B HMXXHEM OKHe NoKasaHa AEeKoAMPOBaHHAA MHbOpMaLMsA Ana BblbpaHHOro nakeTa. 3Ta MHbOPMaLMA
BK/IIOYAET B Cebs cyllecTBEHHble AaHHble, KOTOpble MOryT ObiTb MCMO/b30BaHbI NpodeccuoHanamm B
061acTn ceTeBbIX TeXHoMOMMI. LLienKHyB NpaBoii KHOMKOM MbILUM, MOXHO Bbi3BaTb KOHTEKCTHOE MEHIO,
KOTOpOe NO3BO/IAET OTKPbIBaTb/3aKPbIBATb Y3/1bl, KONMPOBATb COAEPKMMOE BblIBPaHHOIO y31a AN BCEX
y3/108B.

B 3aK/1lagKe NaKeToB TaKXe eCTb HE60}1bLIJa’FI naHe/lb UHCTPYMEHTOB!
- | = | -
|:||| El = | =

Bbl MOKeTe NOMEHATb PACMONOXKEHME OKHA AEKOAMPOBaAHUA, HaXKaB KAWMKHYB HA OOHY U3 Tpex KHOMOK
Ha 3Tol naHenu (OKHO MOXKeT ObITb BbIPOBHEHO MO HM3Y, MO NEeBOM WAM NPaABOMN CTOpoHe). YeTBepTas
KHOMKA BbIMOJIHAET aBTOMATMYECKYIO MPOKPYTKY K nocnedHeMy MNpUHATOMY nakeTty. [ATas KHoOMKa
No3BO/IAET OCTaBUTb BblAENEHHbIN BaMW MAKeT B BUAMMOM ChMCKe (T. €. OH He BbIMAEeT 3a rpaHuupbl
BMAMMOM 061acTM Npu NOCTYNAEHWW HOBbIX MakeTtos). Lllectas KHOMKa OTKPbIBAaeT coAaepKumoe
Tekywero bydpepa naketoB B HOBOM OKHe. ITO OYeHb MOJIe3HO Mpu BONbLIOK 3arpy»KEHHOCTU CeTw,
KOrga CNUCOK MaKeToB MOCTOSHHO NPOKPYYMBAETCA U U3y4YeHWe NaKeToB ObiBaeT 3aTPyAHMTENbHbIM,
MOCKOJIbKY OHM ObICTPO MCYe3atoT 3a rpaHuuelr BMAMMOCTM. HaxaB Ha 3Ty KHOMKY, Bbl co3faguTe
"cHUMOK" Bydepa NakeToB N CMOXKETE CMOKOWHO M3y4nTb €ro B OTAe/NbHOM OKHe. Bbl MoxKeTe caenatb

noboe KoNnyecTso Takux "cHUMKoB".
KomMaHObI KOHMEeKCmHO020 MeHI0
HaaTune npaBoi KHOMKW MbILLKW Ha CMIUCKE NAKeTOB Bbi3bIBAET MEHIO CO CNeAyHOLLMMM KOMaHAAMMU:

PeKoHcTpyKuma TCP-ceccum — nos3BonfeT pekoHcTpympoBaTb TCP-ceccuio, HauyMHas C BblbpaHHOro

nakeTta (OTKpbIBAaeTCA HOBOE OKHO, OTobBparkatoLLee BeCb NPOLLECC 0OMeHa MeXAY ABYMSA XOCTamu).
BbiCTpblii GUABLTP - NO3BONAIOT 0OHAPYKMBATb NaKeTbl, Nnepegasaemble mexagy MAC- n IP-agpecamu, a
TaK¥Ke NopTaMu. ITU NakeTbl 0TOBPaKatOTCA B HOBOM OKHe.

OTKpbITb NakeT(bl) B HOBOM OKHe — MO3BO/ISET OTKPbITb OAMH UM HECKOJ/IbKO MAaKEeTOB B OTAE/bHOM
OKHe.

Co3paTb NCEBAOHUM - OTKPbIBAET OKHO, rAe MOXHO Ha3HauuTb Nerko 3anoMuHaemble MCceBAOHUMbI
(anmachl) BbIBpaHHbIM MAC- naun IP-agpecam.
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KonupoBaTtb apgpec — KonupyeT nokanbHbin MAC- unun IP-agpec, yaanénHoin MAC- nan IP-agpec B
6ydep obmeHa.

KonupoBaTtb nakeT — KONMPYET Cbipble faHHble NakeTa B bydep obmeHa.

OTnpaBuTb NakeT(bl) — OTKPbIBAET OKHO reHepaTopa MakeToB U MO3BOJIAET NOCaAaTb BbIOpaHHbIA NaKeT

(o&nH MM HeckonbKo) ewwé pas. MNepen OTNPaBKOW COAEPHKMMOE NAKETOB MOXKHO U3MEHUTb.
CoxpaHuTb nakeT(bl) KaK... — 3aMMUCbIBAET COAEPKMMOE BbIODPAaHHOIO NakeTa (04HOro UM HECKO/IbKMX) B
dann. Dopmat danna BbIbUpaeTca B BbiNaAatoWwem MeHHO.

SmartWhois — otnpasnseT BblbpaHHbIl IP-agpec UCTOYHMKA MM nonydaTena B Smart\Whois, ecam aTa
nporpamma YyCTaHOB/JIeEHa Ha Bawem KomnbtoTepe. SmartWhois - aBTOHOMHOeE NPUAOXKEHME,
pa3paboTaHHoe Halel KomnaHuel, cnocobHoe cobupaTb MHPopmauuio o Aobom IP-agpece uam
MMEHM XOcCTa no Bcemy mupy. OHO aBTOMaTMYECKM NpeaocTaBaseT MHOOPMALMIO, CBA3AHHY C IP-
aJpecom, TaKyl0 KaK OOMEH, CeTeBoe MMA, CTpPaHy, WTAT WAW NPOBUHLMIO, ropod. 3Ty nporpammy
MOXHO 3arpy3uThb C Hawero Beb-caiTa.

Ouuctutb 6ydep naketoB — cbpacbiBaeT nporpammHbIn bypep naketos. CNUCOK NaKETOB ouMLLLAETCA, U
BCE HaKOM/IEHHbIE K STOMY MOMEHTY MaKeTbl CTUPALOTCA.

Aexkoauposatb KaK.. — ana TCP- u UDP-naketos. [M03BonAeT AeKoAUpPOBaTb M3BECTHblE Nporpamme
NPOTOKO/bl, KOTOPble MCNONb3YIOT HecTaHdApPTHble nopTel. Hanpumep, ecamn cepsep SOCKS Bmecto
1080 ncnonbsyeT nopT 333, MOXKHO BbiGpaTb NakeT, NpuHaanexawmi ceccum SOCKS u, 3aiiaa B aTo
MeHto, 3actasutb CommView gekoamposaTtb Bce nakeTbl nopta 333 kak SOCKS. Takme nepeHasHavyeHUA
"npoToKon-nopT" He ABNAOTCA NEPMAHEHTHbIMKM M ByayT B cuie A0 BbixoAa U3 nporpammsl. MNpocum

3aMeTUTb, YTO Bbl HE MOXKETe M3MEHWTb CTaHAAPTHO YCTaHOB/IEHHbIE Mapbl "MPoOTOKoA-nopt", T. €.
CommView He byaeT aekoanposaTb NakeTbl ¢ 80-ro nopTa Kak nakeTtbl TELNET.
WpundT — no3BosfeT Bam U3MeHUTb WPUPT ansa oTobparkeHUsA naketos 6e3 usmeHeHus wpudTa 4pyrux

3/1€EMEHTOB NPOrpaMmbi.

TaKxe ecTb BO3MOKHOCTb NepemeliaTtb nakeTbl Ha pabounii cTon Man B NO6YIO Nanky Npu NOMOLLM
MbILLN,
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Log-daiinbl

JdTa 3aKnagKka npefHa3HayeHa ANA 3aNUCU MepexBavyeHHbIX NaketoB B ¢ann Ha auck. CommView
coXpaHseT nakeTbl B cobctBeHHOM dopmate ¢ paclumpeHmnem NCF. Crapbin dopmat CCF (CommView
Capture Files) nopgaep:kuBaerca Hawel MNPOrpamMmMon TONbKO AnA 06paTHOM COBMECTUMOCTU U
He[OoCTYNeH N5 COXPaHEeHUA HOBbIX AaHHbIX. Bbl BCerga morkeTe 3arpy3uTb M NPOCMOTPETb 3TU dalibl
npv nomowm ytmamTbl Log viewer, a Tak»ke npocTo 3anyctus NCF/CCF-dain B nanke nam Ha paboyem
ctone. NCF aBnsaetca oTKpbITbiM dopmaTom, 3a nogpobHocTaAmMM obpawaiitect K rnase ®opmat Log-
dannos CommView.

CoxpaHeHue u YnpaesieHue

3Ta onuma MUCNoab3yeTcA ANA COXPAaHEHUA MepexBayeHHbIX MaKeToB B ¢aitn BPy4YHYIO, a TaKXKe Ans
obbeanHeHUs unu pasaeneHua Gpainos c nepexsadyeHHoOM MHPopmaLme.

MOHO UK COXPaHUTb BCE MaKeTbl, HAX04AWMECA Ha AaHHbIA MOMeHT B Bydepe, nam ToNbKo YacTb M3
HUWX, B 3aZ,aHHOM AmanasoHe. Mona OT 1 [lo ycTaHaBAMBalOT TpebyeMblii AMana3oH HOMEPOB MAKeToB.,
0TOOparKEHHbIX B 3aKnagKke Maketbl. Haxkmute CoxpaHutb Kak... ana Bbibopa nmeHn daiina.

Echn Tpebyetca BpydHylO 06beAMHUTb HecKonbKkux ¢ainos .NCF B oauH, BbibepuTe onuuio
O6beauHutb log-daiinbl... . Ona pasgenenuns daiina .NCF Ha HeCKo/NbKO 4YacTel, Bblbepute onuumio
Paspenutb log-dpainbl. Cnegya yKasaHMAM MNPOrpammbl, Bbl CMOXKeTe BblbpaTb Tpebyemblit pasmep
BbIXOAHbIX $hainnos.

AemocoxpaHeHue

YcTaHoBUTE 3TOT GnaxKoK, YTOObI NPOrpaMma aBTOMATUYECKM COXpaHAaa MepexBavyeHHble MaKeTbl Mo
Mepe Mx NocTynneHua. Ytobbl orpaHnymTbL 06K pasmep dalinos, Haxoasawmxca B Manke Log-dainos
(Log Directory), BBeaute 3HayeHune B none MaKcumanbHblii pasmep Kartanora, M6ait. Ecnn obuimii
pasmep ¢ainoB npesbilWaeT npeaen, NPorpaMma aBTOMaTUYeCKM yaanseT Hanbonee ctapble daiinbl.
Mone CpeaHuit pasmep log-daiina yctaHasameaet NnpubansmTenbHbi pasmep dalina, Nnpy NpPeBbILEHUM
3TOW BE/NMYMHbBI — aBTOMATUUYECKM OTKpbIBaeTca cneaytowmnin. Ytobbl BoIGpaTh Apyryto nanky gns Log-
¢dainos, BBeguTe nyTb B nosie CoxpaHatb log-¢paiinbl B:.

BAXHO: Ecnu Tpebyetca coxpaHuTb $ailial ¢ nepexBayeHHOM MHOPMaLMEN Ha O0/iroe Bpemsi, He
OepXuTe Ux B nanke ana Log-¢aiinos, KoTopasa ycTaHOB/EHa Mo ymondaHuto. CyllecTByeT OnacHOCTb
TOro, yto ¢dain byaetT aBTOMAaTUYECKU yaaneH No Mepe TOoro, Kak byayT coxpaHATbCs HoBble dalibl.
MNepeHecuTe HeobxoanMbIn Bam $alin B APYryto AUPEKTOPUIO, YTOObI OH Obls1 B HEMPUKOCHOBEHHOCTMU.

MmeiTe B BUAY, YTO NPOrpaMma He COXPaHAeT aBTOMATUUYECKM KarKablii MakeT cpasy no ero npubbITUK.
3TO 03HauaeT, YTo ecn Bbl NpocMmaTpuBaeTe Log-daitn B peaibHOM BpeMeHU, OH MOXKET He COAepKaTb
camble nocnefHwe nakeTbl. [na Toro 4tobbl nporpamma HemegsieHHO nepecnana bydpep B dain,
HaXmMuTe 3aKOHYUTb 3aXBaT, UM CHUMUTE GNaXKoK ABTOCOXpaHeHMe.
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3anuce docmyna k WWW

YcTaHoBUTE 3TOT GNAXKOK NS BeAeHWs NpoTokonoB ceccnit HTTP. B none MaKcumanbHblii pasmep
daiina, M6aiit yctaHoBUTe Tpebyemoe 3HayeHne gnsa daina npoTtokona. Mpu nNpesbileHUM pasmepa
daitna, nporpamma aBTOMATMYECKU YyAANAET camble CcTapble 3anucu. [nA M3MEHEHWAs WUMEHU W
mecTtonosioxkeHus daiina otpegakTnpyiTe nose CoxpaHaTtb log-daitnbl B... [IPOTOKON MOXKHO BECTU B
dopmate HTML wnam  TXT. KHonka KoHdurypaumsa nos3sosnser ycTaHaBAMBATb NapameTpbl
NPOTOKONNPOBaHUA. MOXKHO U3MEHUTb HOMEpP NOopTa, UCMOb3yemMoro ana aoctyna K HTTP (3HaueHue
no ymondaHuto, pasHoe 80, MOXET He MOAOWTU Npu paboTe 4yepe3 NPOKCU-CEPBEP), WCKAOUUTD
HEeKoTopble TWUMbl AaHHbIX (OBbIMHO MNPOTOKOAMPOBATbL YTO-NIMOO Kpome camux cTpaHuy, HTML
HeuenecoobpasHo, cneayeT uckatoumTb URL M306pakeHunii u3 daina npoTokona).
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IIpocmoTp Log-Paitiios

YTnauta npeaHasHayeHa Aaa NPOCMOTPa M MccnenosaHua ¢aiinoe C nepexsadeHHbIMU NakeTamu,
KoTopble 6blan co3aaHbl ¢ nomolblo CommView. ITOT MHCTPYMEHT TaKyKe COAepPKUT U Apyrve cpeacTsa
ANA aHanusa naketoB. Log Viewer umeeT Ty Ke QYHKUMOHANbHOCTb, YTO M 3aKnazKa MakeTbl r1aBHOro
OKHa nporpammsl, 1 oTobparkaeT MHGOPMaLMIO O NaKeTax U3 paHee coxpaHeHHoro daiina.

YT06bl 3anycTUTL YyTUAUTY, Bbibepute ®Paiin => NMpocmoTp Log-¢daitnoB B rnaBHOM MEHIO MPOrpammbl
AWM ABaXAbl WENKHWUTE Ha Noboi ¢ain nepexsayeHHbIX MAKETOB, KOTOPbLIA Bbl paHee COXpPaHWUAMU.
MOHO OTKpbIBaTb HECKO/JIbKO OKOH MPOCMOTPA, M KarKAoe M3 HUX MOXKET ObiTb MCMOJ/Ib30BAHO A/A
NPOCMOTPA OAHOIO UM HECKONIbKMX GaiIoB C NepexBaYeHHbIMU NaKeTaMu.

3TOM YTUAUTOM MOMKHO BOCMO/Nb30BATbCA ANA MccnefoBaHMA Log-¢dalinos, co3gaHHbIX APYrMmM
aHa/M3aTopamu MaKkeToB M BpaHamayspamu (paipsonnamu). Tekywas Bepcua NporpaMmsl cnocobHa
nmnoptmuposatb ¢dainbl B dopmatax Network Instruments Observer®, Network General Sniffer® gns
DOS/Windows, Microsoft NetMon, WildPackets EtherPeek™ u AiroPeek™, Wireshark/Tcpdump u
Wireshark/pcapng. 3Tn dopmaTbl TaKKe MCMONb3yTCA APYIMMU MPUNONKEHUAMWU. YTUAUTA cnocobHa
3KcnopTMpoBaThb NakeTbl B paiinbl popmaTtoB Network Instruments Observer®, Network General Sniffer®
for DOS/Windows, Microsoft® NetMon, WildPackets EtherPeek™ n AiroPeek™, Wireshark/Tcpdump u
Wireshark/pcapng, Tak»ke Kak 1 B CO6CTBEHHbIN dpopmaT nporpammbsl CommView.

Monb3oBaHMe YTUAMUTON aHafNoOrM4YHO paboTe c 3aknagkoi MMaketbl; 3a nogpobHol MHopmaumeit
obpaTtuTech croaa.

KomaHOdbl KOHMEKCMH020 MEHI0

Daiin

3arpy3utb log-¢paiinbl CommView — OTKpbiBaeT W 3arpyaeT ¢annbl B cobcTBeHHOM ¢dopmaTe
CommView.

Mmnoprt log-paitnos —umnopTtmpyet Log-dainbl, co3gaHHble 4PYrMMM aHaAN3aTOPaMM NaKeToB.
kcnopr log-dpaitnos — skcnopTnpyeT oTobparkaemble nakeTbl B Log-daiiibl HeCKONbKUX GpopmaToB.
O4nCTUTDb OKHO — OYMLLLAET OKHO CO CMTMCKOM NAKEeTOB.

CreHepupoBaTb CTaTUCTUKY... — MOJy4EHME CTAaTUCTUKM MO NAKETaM, 3arpyeHHbIM B YTUAUTY
npocmoTtpa Log-daiinos. lMpu KenaHMM MOMKHO COpPOCUTb Y¥KE WMelLMecs 3HaYeHUA B OKHe
CratucTuKa. 3Ta GyHKLMA HEe NOKAXKET pacnpeaeneHne NakeTosB BO BPEMEHM, OHa OrpaHMyeHa obwmumm
CBEIEHUAMM, TMCTOrpaMmMamm NPOTOKON0B U Tabanuamm xoctos LAN.

MNepepatb B VolP-aHanusatop — nepegaer nakeTbl M3 Tekylero okHa Log Viewer B okHo VoIP-
aHanu3artopa c uenbto ganbHenwero VolP-aHanusa.

3aKpbiTb OKHO — 3aKPbIBAET OKHO MPOCMOTPA.

Houck
HaiiTn naker... — BbI3bIBaeT AMAIOr NOMCKa NaKeTa, COAEPKALLEero onpeaenéHHbIN TEKCT.
MepeitTn K NaKeTy C HOMEPOM... - BbI3bIBAET AMa/IOr Nepexona K NakeTy ¢ YKasaHHbIM HOMEPOM.
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IIpasuaa

MpumeHUTb TeKylime — NPUMEHUTL TEKYLLMIM Habop NpaBua Ha NaKeTbl, oTobpakaemble yTUAUTON. B
pesy/bTaTe, NPOrpamMmma yAaauT MaKkeTbl, He OTBeYatlowme yKasaHHbIM npasuaam. dain Ha Aucke npwm
3TOM He U3MeHsAeTCs.

U3 ¢aiina... — 70 e, 4To 1 No KomaHae MPUMEHUTb TeKyLMe, HO NO3BOAET BOCMNO/1b30BaTbCA 3apaHee
COXPaHEHHbIMM HacTpolKamun unbTpoB B dainax .RLS, a He Tekywmmu.
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IIpaBua

JTa 3aknafka no3Bo/iAeT ycTaHaBAMBaTb NpaBuna nepexsata naketos. Ecan Kakue nmbo npasuna
YCTaHOB/IEHbl, TO Mporpamma ¢uUALTPYeT MaKeTbl W HaKanAMBaeT TOJ/IbKO Te MaKeTbl, KOoTopble
COOTBETCTBYHOT 334aHHbIM KpuTepuam (npasunam). Obpatute BHMMaHne, CommView He bpaHamaysp u,
Korga Bbl 3afaéTe npaBuna, NakeTbl MPOAO/KaloT 06pabaTbiBaTbCA OMNEPaALMOHHON CUCTEMON, OHMU
Wb He OTObpaKkaloTCs M He COXPaHAITCA Nporpammoli. Ecnm npaBuna ycTaHOB/IEHbl, TO Ha3BaHWe
COOTBETCTBYHIOLLEN 3aKNaLKM OTOBPAXKAETCA KUPHBIM WpUdTOM.

MUcnonb3ya KomaHay meHio MpaBuaa, MOXKHO COXPaHATb HACTPOMKKM MpaBua B aiinie u 3arpykatb ux,
Koraa notpebyetca.

Tak Kak ceTeBOl TpadMK 4acTO MOMET co34aBaTb OO/blUOE KOJAMYECTBO NAKETOB, PEeKOMEeHAyeTcs
MCMO/Ib30BaTb NpaBuAa A5 GUAbTPALMM HEHYKHbIX NAKETOB. ITO MOKET 3HAUUTE/IbHO CHU3UTL 06BEM
CUCTEMHBIX PECYypCoB, MCMOb3YEeMbIX MPOrPammoit. ECAn Bbl XOTUTE BKAOUMTL/BbIKNOYMTL Kakoe-11bo
npaBuio, BbIbepuTe COOTBETCTBYIOWMI pa3gen ¢ 1eBOM CTOPOHbLI OKHa (Hanpumep, IP-Agpeca MopTol).
3aTem yCTaHOBMUTE UJIN CHUMWUTE COOTBETCTBYHOLLMIA AaxKoK - Bkatountb npasuna gas IP-agpecos vam
BKAOUMTb NpaBuna gna noptos. CyLecTByeT ceMb TUMOB NPaBUA:

IIpomokosast u HanpaeaeHue

Mo3B0OAAET UTHOPUPOBATL MAKU NEePEXBaTbIBAaTb NAaKeTbl, OCHOBbIBAACh Ha NpPoToKonax 2-ro (Ethernet) n
3-ro (IP) ypoBHel1, a TakKe Ha HanpaB/eHUsX NaKeTOB.

— BrioumTe npaewna anA Ethernet-npoTowk, — —I¥ BrmoumTe npaewna ana IP-npoTok, —
OelicTeue OefcTBue
On1caHke OnucaHue
O {* Saxoar ‘M 1P {* 3awsar
O are " IrHopUpoBaTE O e {~ WrHopupoBaTh
O sume O cer
O novelL O wrencar
m - Ost
O ece
KNKYMTE NPEBMNE ANA HENPABNEHHA —
VB g EGP
¥ 3axEaT BEXOQALMK NAKETOE E IGP
PUP
W JaNBAT WCHOOALLMY NEKETOE
g A 4 uoe
[T 3axBaT TpaHIMTHBIX NAKETOB 1 qve ﬂ

B aTom npumepe NOKasaHo, Kak NepexBaTbiBaTb TO/IbKO BXoAawme n ncxogawme naketol ICMP 1 UDP.
Bce ocTanbHble nakeTbl cemelicTBa IP, a TakKe TpaH3UTHbIe, ByAyT NPOUTHOPMPOBAHbI.
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MAC-adpeca

Mo3BonAeT UrHopMpoBaTb UM MepexBaTbiBaTb MaKeTbl, OCHOBbLIBAACH Ha annapaTHbix MAC-agpecax.
Beeante MAC-agpec B none [lo6aButb 3anucb, BbibepuTe HanpasieHuwe: B HanpaBneHuu K... , B
HanpaBAeHUU oT... uUan B nobom HanpaBaeHuun. 3atem U Haxkmute fo6aButb MAC-agpec 1 HoBoe
npasuno b6yaet otobparkeHo. [anee cnepyeT BblbpaTb AelNCTBUE, KOTOpoe OyaeT cOBepLUEeHO Mpu
06paboTKe HOBOrO MaKeTa: OH MOXKeT ObITb IO NepexBayeH, MO0 NPOUTHOPUPOBAH.

CnucoK IP-ainacoB MOXHO MOAYy4YMTb, HaxaB Ha KHonKy MAC-nceBaoHMMbI. YTOObI MOKasaTb
cooTBeTcTBYtowMii MAC-agpec, cneayet BblopaTb HYXKHbIM IP-annac ns cnucka.

—¥ BrniounTe npaemna ana MAC-aapecos

— Oencrene

Hanpagne.., - |MAC—anpec
{ 3awxeat

B HanpaeneHw... 0A:DE:34%0F:23:3E

{* WrHopupoBaTh

— NoBaBnTh 3anick
{~ B HanpaBneHuM K. ..

{* B HanpaeneHuM oT...

" B niofiom HanpasneHm

IEIA:DE:34:EIF:23:3E

Nofaerte MAC-anpec @l

<] | ]

B sTOoM npumepe NoKasaHo, Kak MTHOpPMPOBaTb NakeTbl, naywme ot 0A:DE:34:0F:23:3E. MaKeTbl € gpyrmx
MAC-agpecoB byayT nepexBaTbiBaTbCA MPOrPamMMON.

IP-adpeca

MNo3BonsaeT UrHOPMPOBATbL UM NepexBaTbiBaTb NaKeTbl, OCHOBbIBAACb Ha |IP-agpecax. Beegute IP- unun
IPv6-agpec B none [o6aButb 3anucb, BbibepuTte HanpasaeHne: B HanpaBaeHuu K... , B HanpaBneHuu
oT.. wuan B nob6om HanpaBneHuu. 3atem Haxkmute [o6asutb IP-agpec u HoBoe npasBuno byaer
oTobparkeHo. [anee cneayet BblbpaTb AelcTBME, KOTopoe byaeT coBepleHo npu obpaboTke HOBOro
nakeTa: OH MOXeT bbITb B0 nepexsaveH, AMBO NPOUTHOPUPOBAH.

Cnucok IP-anvacoB MOXKHO MOAYYUTb, Ha)KkaB Ha KHonMKy MAC-nceBgoHUMbI. YTo6blI MOKasaTtb
cooTBeTcTBytowmMii MAC-agpec, cnegyet BblopaTb HYXKHbIM IP-annac us cnucka.
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v BraosmiTe npasuna ana IP-agpecos

— Oencreme
HanpaenexHWe | IP-agpec

B nwobom Hanpaen...  207.25.16.11 + Saxgat
B HanpaBneHKA K... ©63.34.55.66
B HanpaeneHkW oT... 194,154.%.%

{~ WrHopupoBaTh

— NobaBuTh 3anuck
{~ B HanpasneHuM K. ..

{* B HanpasneHuM oT...

" B miofiom HanpasneHi

|194.154.=.=

NobaeuTs IP-anpec
T £ZU

1

B 3TOomM npumepe MOKa3aHO, KaKk HaKan/aueaTb naKkeTbl, mayume K 63.34.55.66, wnaywme K/ot
207.25.16.11 v naywme co Bcex agpecos B ananasoHe 194.154.0.0 -:- 194.154.255.255. Bce nakerTsl,
nayume c/Ha apyrve agpeca byayT npourHopuposaHbl. Tak Kak IP-agpeca ucnonbsytortca 8 IP-
NPOTOKO/e, TaKasa KOHPUrypauma 3acTaBUT NPOrpaMmy MrHOPUPOBaTb BCE NAKeTbl, He MPUHaAiexKalme
K IP. Ona pabotbl ¢ agpecamu IPv6 TpebyeTtca Bepcus Windows XP nau Bbllle, a TaKKe YCTaHOB/IEHHbIM
npoTtokon IPv6.

Ilopmut

Mo3BonseT UrHOPUPOBaTb WM NepexBaTbiBaTb MAKeTbl, OCHOBbLIBAACb Ha HOmepax MopToB. BeeguTte
Homep nopTa B nosae [06aBuTb 3anucb, BbibepuTe HanpasieHWe: B HanpaBAeHUU K... , B HanpaBneHuu
oT... w1 B nwbom HanpaBneHuu. 3atem Haxkmute [06aBUTb NOPT M HOBOe npaswuao byaer
oTobparkeHo. [anee cneayet BblbpaTh AelcTBME, KOTopoe byaeT coBepleHo npu obpaboTke HOBOrO
nakeTa: OH MOKeT bbITb IM60 NepexsayeH, NM60 NPOUTHOPUPOBaAH.

YT106bl A06aBMUTL NOPT B CMMCOK, ABaXKAbl LWENKHUTE MbIWbIO N0 ero Homepy. MopTbl TaKKe MOMKHO
[06aBNATb C UCMO/Ib30BAaHUEM M3 CMMBOJIbHBIX MMeH, Hanpumep, http nam pop3, a nporpamma 3atem
npeobpasyeT BBeAEHHblE 3HaYEHMA B YNCNEHHbIE.

_p Brnko4MTE NpaByMna ANA NopToE

— [eHcTBne
HanpasneHue e | MNopT
B HanpasneHi oT ... 20 {+ 3axsar
B nroBoM HanpasneHuy 137

{~ MrHopupoBaTte

— NobBaBrTe 3anUck
{~ B HanpaBneHW K. ..

{% B HanpaBneHkd oT...

" B miofiom HanpasneHi

|POPﬂ

NobaeuTe NopT
1 o &2l
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B 3TOM npumepe NokasaHo, Kak UTHOPMPOBaTb NakeTbl, naywme 13 noprta 80 1 naywmue ms/s nopt 137.
3TO nNpaBuno  NO3BOAUT CommView wurHopupoBatb Bxogawmi  HTTP-Tpaduk Hapagy c
xoaAawmm/mcxoaaimm tpadmukom NetBIOS Name Service. [akeTbl, nNpoxoAdalime Mexay nopTamu,
6yayT nepexBayeHol.

TCP-gpaazu

Mo3BonseT UrHOPMpPoOBaTb WM MepexBaTbiBaTb NaKeTbl, OCHOBbIBAsACb Ha TCP-dnarax. Boibepute dnar
UM KombuHaumio ¢naros B nosie [,o6aButb 3anucb M Haxkmute Jo6asutb ¢narn. Hosoe npasuio
b6ynet otobpaxkeHo. [anee cneayeT BbibpaTb AeCTBUE, KOTOpOoe byaeT coBeplueHO Npu obpaboTke
HOBOrO MaKeTa: OH MOMKeT bbITb IMB60O NepexsayeH, IM60 NPOUTHOPUPOBaAH.

—v BraounTe npasuna anAa TCP-gnaros

— NelcTeMe
Dnaru = |
PSH ACK " axsat

{* rHopupoBaTh

— NobBaErTe 3anuck

[~ Em [V ESH
[~ SN W ACK
[~ RsT ™ URG

NobaeuTe tinar

B aToM npumepe nNokasaHo, Kak UrHopuposatb TCP-naKkeTbl ¢ ycTaHOBAEHHbIMK pnaramm PSH n ACK.
MakeTbl ¢ gpyrumu dnaramm 6yayT nepexsayeHoi.

Tekcm

Mo3BonseT nepexsaTbiBaTb NaKeTbl, COAepraliMe onpeaenéHHbli TEKCT. BBeauTe CTPOKy B none
Do6aButb 3anucb 1 Haxkmute [,06aBUTb TeKcT. HoBoe npasuno 6yaeT otobparkeHo. [danee cneayer
BblOpaTb AelicTBMe, KOTopoe ByaeT coBeplleHo npu 06paboTke HOBOro NakeTa: OH MOMKeT bbiTb Mo
nepexsayeH, MM6O NPOUTHOPUPOBaAH.
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v BEnouwWTE NpaEMna gna TekcTa

— JNelcTEME
CTROKS < | hex I
saMp0c E7 EO EF FO EE F1 (+ Zaxear
GET 47 45 54

" M HOpHpOESTE
[T € yuetom pencTpa
[~ UTF3

[~ UIF16

— Jo0SEWTE FaNKCE

NoBaEMTE TEKCT

B aToM nNpumepe NOKasaHO, KaK nepexBaTbiBaTb TO/IbKO Te MaKeTbl, KOTOpble coaep:KaT Tekct "GET".
Mpn HeobxoaMMoCTU ycTaHoBUTE ¢aaxKoK C yyéTom peructpa, ecam Bbl XOTUTE cAenaTb npaBuaa
pernctposasucumoimu. Boibepute onunmn UTF8 nam UTF16, ecnun Bbl XOTUTE, YTOObI NepexsaTbiBa/INCh
nakeTbl C TEKCTOM TO/IbKO B COOTBETCTBYIOLLEN KOAMPOBKe. Bce ocTasbHble NaKeTbl, HE coAeprKalime
BblLLEYKa3aHHOIo TeKCTa, byayT UrHopmpoBaHbl. ECiv Bbl XOTUTE cOo34aTb NPaBMIO, OCHOBaHHOE Ha hex-
nocnefoBaTe/IbHOCTU 6aNTOB, KOrga CTPOKY Hesb3s HaneyaTaTb (Hanpumep, 0x010203), ncnonbsyite
YHuBepcaibHble Npasuaa.

IIpoyecc

Mo3BonseT nepexsaTtbiBaTb NakeTbl, 6a3Mpysacb Ha UMeHU npouecca. Beeaute nmsa npouecca B obnactb
DeiictBue n Haxkmute [lo6aBuTb MA npouecca. Hosoe npasuio 6ygeT nokasaHo. Tenepb Bbl MOXKeETE
BblOpaTb AeicTBue, KoTopoe byaeT coBeplaTbcs Npu 06paboTke HOBOro NakeTa: NakeT MOXeT bbiTb
3axBayeH WAM MponylleH. Bbl TakKe Mo)KeTe BBECTM /IMLWb 4YacTb Ha3BaHWMA Npouecca, M B NpPaBuIo
6yAeT BK/OYEH KaxKAbli NPoLEecc, B MMeHM KoToporo byaeT coaeprkaTbCA Takas MOACTPoKa. MmeHa
NPOLECCOB PErnCTPOHE3aBUCUMDI.

—¥ BrnouMTE NPEEMNa ANA NPOLECCOE

- I — Oencreme

Mpouecc
{% 3axear

netscp.exe

{~ WrHopupoBaTh

— NobBaBeuTh 3anKuck

Inetsu:p.exe

JoBaEnTL MMA NpoLecca
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B AaHHOM Mpumepe MOKa3aHO, Kak MPUHMMATb MNaKeTbl, NPUHATbIE WAWM MepedaHHble NPOLLEeccom
netscp.exe. MakeTbl, NOCNAHHbIE APYrMMU NpoLeccamm, byayT NponyLeHbl.

YHueepca/leble npasusad

YHMBEpCcaJbHble NpaBuiaa ABAAOTCA MOLHbIM U rTMBKMM MeXaHU3MOM COo34aHuA d)MJ'IprOB C nomMoubto

6yNeBon NOTUKMN.
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YHuBepca/ibHbl€e IIpaBuJja

yHMBepcaﬂbele npasuniaa ABNAKOTCA MOLHbIM U rTMOKMM MeXaHU3MOM CO34aHuA d)M}'IprOB C nomoubto
6YHEBOVI NOTUKWN. Tp66YI-OTCFI NNWb 3N1E€MEHTAPHbIE 3HAHUA MAaTEMATUKUN U NNOTUKN; CUHTAaKCUC NpaBun
HeCNnoXeH 41Aa NOHMMaAHUA.

—I¥ BrNOUMTE YHYEEPCANEHLIE MPEBMAE

Wna | Tun | wopmyna | | | DoBas.jusmermre
E-Mail JaxeaT (Bkmod.)  sport=25 or dport...
. ver Jaxeat (exmod.)  (sip=192,168.0.3... YAamTL
[ web req. JaxeaT (Bkmod.)  dport=80 and str{...
OUEHUTE

— NobaBuTE MZMEHMTE 3aMMCE

i {* 3axsaT NaxkeTos (BKIOHMTL)
IMark{}SErver

" WrHopvpoBaTE NaKeTsl (MOwIOYMTE)
Topmyna:

(sip=192.168.0.3 and dip=192.168.0.15) or (sip=192.158.0,15 and

dip=192.168.0.3) @l

0630p

YT106bI CO34aTb HOBOE MPaBWJIO, 334aliTe emy MPOM3BOSbHOE MMS B nose Mms, Bbibepute aelncteune
(3axBaT naketos/MrHopupoBaTb Naketbl), B Nnone Popmyna 3aganite Gopmyny, NONAb3YACb CUHTAKCMCOM,
OMWCAHHBIM HUXe, U HaxkmuTe [o6aBuTb/M3meHnTb. HoBoe npasuno 6yaer nob6aBneHo B CMWUCOK M
HEMEeA/IEHHO aKTMBM3MPOBaAHO. Bbl MoMKeTe 3a4aTb HeOrpaHWYeHHOE KOMYEeCTBO MpaBWJ, HO
aKTUBHbIMW U3 HUX Byay NMWb Te, BO3/ie KOTOPbIX ByaeT ycTaHoBaeHa MeTKa. Jlloboe NpaBuao MOMKHO
BK/IOUMTL/BbIKAOUMTL, U3MEHASR COOTBETCTBYIOWMI GNaXkoK, AnMbo coBcem yAanuTb NpPaBuao C
MOMOLLBIO KHOMKW YpanuTb. EcAM aKkTMBHBI Cpa3y HECKONbKO NPaBWJ, Bbl MOXeTe BbINOJHUTb
KOMBWHWPOBAHHOE MPaBMAO, Ha)aB Ha KHOMKy OueHutb. O6paTuTe BHWMAHWE, 4YTO OTAE/IbHble
npasuna obbegnHAKTCA normyeckmum onepatopom OR ("MN"). Mpumep: gna Tpex akKTUBHbIX NPaBUA
RULE1, RULE2, RULE3, pe3synbtupytowmm 6yaet npasmno RULEL OR RULE2 OR RULES3.

MOXHO N0Ab30BaTbCA COCTABHbIMW NPaBUIaMM COBMECTHO C 06bIYHbIMM, ONMCAHHbIMKU B NpeablayLuei
rnase. OgHaKo, ec/in Bbl BnageeTe byneBoi I0rMKOM, peKoMeHZYeM MN0/1b30BaTbCA TO/IbKO COCTaBHbIMM,
TaK Kak oHM 6onee rmbku. ObbluHble NpaBMna 06BEANHAKOTCA C COCTABHbIMM C MOMOLLBH OTMYECKOTO
onepartopa AND ("M").

OnucaHue cuHmakcuca

dir — HanpaBneHue naketa. Bo3moXKHble 3HayeHua - in (Bxoaawmwmi), out (Mcxogawmin) m pass
(TpaH3UTHbIN).

etherproto — MNpotokon Ethernet (13-1 1 14-i 6aiTbl NnakeTta). JonNycTUMbIMU 3HAYEHUSMU ABNAIOTCA
uncna (Hanpumep, etherproto=0x0800 cooTBeTCTBYeT NpoToKoay IP) unn ussectHble abbpesmnatypbl
(Hanpumep, etherproto=ARP, uto cootseTcTBYyeT 0x0806).
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ipproto — MpoTtokon IP. JonycTMMbIMW 3HAYEHUSIMM ABAAIOTCA uucna (Hanpumep, ipproto!=0x06
cooTBeTcTByeT npoTtokony TCP) wuamM wusBecTHble abbpesuatypbl (Hanpumep, ipproto=UDP, uTO
cootBeTcTByeT 0x11).

smac — MAC wucTtoyHMKa. [donycTumbiMmu 3HadyeHnAamuM asnaotca MAC-agpeca MCTOYHWKOB B
LwecTHaguaTepmMyHom Buge (Hanpumep, smac=00:00:21:0A:13:0F) nan annacel.

dmac — MAC nony4atens.

sip — IP- nau IPv6-agpec nctodHuKa. lonyctmimbiMn 3HaueHUAMM asaatotca IP-agpeca, 3anucaHHble
yepes ToYKy (Hanpumep, sip=192.168.0.1 nnu sip= fe80::02c0:26ff:fe2d:edb5), IP-agpeca c KapT-
6naHwamm (Hanpumep, sip!=***255, kpome agpecos IPv6), ceTeBble agpeca c Mackamu nogcerten
(Hanpumep, sip=192.168.0.4/255.255.255.240 wnn sip=192.168.0.5/28), ananasoHsl IP-agpecos (To
ecTb, sip from 192.168.0.15 to 192.168.0.18 vnv sip in 192.168.0.15 ... 192.168.0.18) nan annackl. Ana
paboTbl ¢ agpecamu IPv6 Tpebyetcs Bepcusa Windows XP nam Bblle, a TaKXKe YCTaHOBNEHHbIN NPOTOKON
IPv6.

dip - IP-agpec nony4yatens.

sport — Homep noprta-uctouyHmka naketa TCP mam UDP. JonycTMmbiMK 3HaYeHUAMM ABAAKOTCA YMCAa
(Hanpumep, sport=80 cooTseTcTByeT HTTP), AnanasoHsbl (To ecTb, sport from 20 to 50 wnu sport in 20..50
ana nobbix noptoB B AuanasoHe oT 20 go 50) wam anuacbl, M3BECTHble OMNEpPaUMOHHON cucTeme
(Hanpumep, sport=ftp, uto cooTBeTCcTBYET NOPTY 21). MPOBEPUTL CAMCOK annacos, n3BecTHbIXx OC, MOXKHO
Harkas Bupg => UHdopmauuma o noprax.

dport — MopT-nony4yatensb naketos TCP nnam UDP.

flag — ®nar TCP. JonyCTUMbIMU 3HAYEHUAMMU ABAAIOTCA 4dmcna (Hanpumep, Ox18 cootseTcTByeT PSH
ACK), ogHa unun HecKkonbKo 6yKB K3 cneaytoulero cnucka: F (FIN), S (SYN), R (RST), P (PSH), A (ACK) n U
(URG) mnmn kntoueBoe cnoBo has, o3Hauvatowee, u4TO ¢nar coaep:KuT onpenenéHHoe 3HayeHwue.
Hanpumep: flag=0x18, flag=SA, flag has F.

size — Pasmep nakeTa. [oNycCTMMbIMM 3HaYeHUAMM ABAAIOTCA umncna (Hanpumep, size=1514) wnn
AmnanasoHbl (size from 64 to 84 vnv size in 64..84 nna paamepos ¢ 64 ao 84 6aiTos).

str — CogepXnMmoe nakeTta. 3aZaeT yc/loBMeE, YTO MaKeT AO/IKEH COLEpP)KaTb ONpenesEHHYHO CTPOKY.
DYHKUMA MMeeT TpM aprymeHTa: obpasel, NOUCKa, MECTONOJOXKEHUE, YYBCTBUTENBHOCTL K PErncrpy.
MepBbliA apryMeHT — CTpoKa, Hanpumep, 'GET'. BTopoli apryMeHT — 4MCc/io, NOKasbliBalollee CMelleHne
CTPOKKM B naKkeTe. CYET HAYMHAETCA C HyAA — nepBbl BalT NakeTa HafO WMCKATb, 3a4aBas CMeLleHue
paBHoe 0. YTobbl MCKaTb CTPOKY B NOBOM MecTe MNakeTa, 3agalTe cmelleHue paBHbiM —1. TpeTuit
apryMeHT yCTaHaB/IMBAET YyBCTBUTE/IbHOCTb K PEFUCTPY U MOXKET NPUHMMATL 3HadyeHus false (6e3 yuéTa
perucTpa) uam true (c yuétom pervcrpa). BTopoli 1 TpeTuit aprymeHTbl HeobA3aTeibHbl, MO YMONYaHUIO
nmetoT 3HaveHnsa —1 u false cooTBeTcTBEHHO (MCKaTb BO BCEM NakeTe, 6e3 yuéta perncrtpa). MNpumepbl:
str('GET',-1,false), str('GET',-1), str ('GET').
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hex - CogepMmoe nakeTa. 3a4aeT yC/0BME, YTO MaKeT A0/IKEH codepKaTb onpeaenéHHbii 16-puyHbIiA
Habop. PyHKUMA MMeeT ABa aprymeHTa: obpasel, NoucKa U mecTonosioxKeHune. MNepsbit aprymeHT — 16-
puUYHaa BenunuMHa, Hanpumep, 0x4500. BTOpoi aprymeHT — UMCAO, 3aJalolee CMeLLeHUe BHYTpU
nakeTa. OTCYET BeZeTCA C HyAA, T. €. NepBblii 6alT NakeTa COOTBETCTBYET CMeELLLeHNto, pasHoMy 0. YTobbI
MCKaTb BO BCEM NaKeTe, 3afaiTe cmelleHuWe paBHbiIM —I1. BTOpoi aprymeHT HeobsAsaTteneH, no
YMOJ/IYaHUIO MMeeT 3HadyeHne —1 (MckaTb BO BCEM nakete). Mpumep: hex(0x04500, 14) , hex(0x4500,
OxOE), hex (0x010101).

bit - Cogepxumoe naketa. 3agaeT yc/0BUE, YTO NAKET AO/IKEH COAEpPHKaTb MO YKa3aHHOMY CMeELLEHNIO
onpeaenéHHblii 6UT, MeloLMin 3HayeHre 1. B aTom cnyyae yHKUMA BepHET Koa Bo3BpaTa true. Ecam
e WCKOMbIA 6UT mmeeT 3HadeHne 0 AW HaxoguTCA 3a Npedenamu naketa - GyHKUMA BEPHET Kop
BO3BpaTta false. MNepBblii aprymeHT — Homep 6uta B baiTe, HauMHaa ¢ HyAA; AONYCTUMble 3HavyeHus 0-7.
Takum 06pa3om, ecnu Bbl ULLETE BOCbMOM BUT, yCTaHOBUTE HOMEP PaBHbIM CEMWU. BTOpoW aprymeHT —
yncno, obosHavatowee cmelleHne H6aliTa B NaKkeTe, Ha4YMHasA C HyAA, TO eCTb, €C/IN HYKeH nepBblii 6aliT
nakeTa — CMeLlLeHne A0/MKHO 6biTb paBHO 0. O6a aprymeHTa 0basaTenbHbl, Hanpumep: bit(0, 14), bit(5,

1),
BbllweonucaHHble Knto4veBble C10Ba MOXHO MCNO/1b30BaTh CO cneayrowmmm onepatopamum:

and - KOHbIOHKUMSA, Byneso W.

or - Au3blOHKUMA, 6yneso N/IN.

not - 6yneso oTpuuaHue.

= - ApudmeTnYecKoe paBeHCTBO.

I= - ApudmeTnyeckoe HepaBEHCTBO.

<> - ApudmeTtnyeckoe HepaBeHCTBO.

> - ApudmeTtnyeckoe ycnosue "6onblue, yem".

< - ApudmeTnueckoe ycnosue "MeHblue, yem".

() — ckobKM, ynpasnstowme NopaLKOM BblHUCAEHNA NPABUII.

Yncna moryt ObiTb B AECATUMHOM WAW  LWIeCTHaguaTepuyHoin cucteme. [na  yKasaHMA Ha
LecTHagLaTepUMYHYo HoTaumto, ucnonb3ynte Ox nepen 3HadyeHMem, Hanpumep, 15 n 0xOF 3agatoT ogHo
N TOXKe Yncno.

IIpumepui

Huke npuBeaeHbl HECKO/IbKO NPMMEpPOB, NOACHAKLMX CUHTAKCUC NpaBua. K Kaxkaomy npaBuay AaHbl
KOMMEHTapuu, oTaensiemble ABOMHOM KOCOM YepTOM.

e dirl=pass // 3axBaTblBaTb TO/IbKO BXOAAWME M UCXOAAWME NAKETbl. TPaH3UTHbIE MaKeTbl
UTHOPUPYIOTCA.

e (smac=00:00:21:0A:13:0E or smac=00:00:21:0A:13:0F) and etherproto=arp // 3axsaTtbiBaTb
naketol ARP, nocbinaemble agyma KomnbtoTepamm ¢ MAC 00:00:21:0A:13:0E wun
00:00:21:0A:13:0F.

e ipproto=udp and dport=137 // 3axsatbiBatb naketbl UDP/IP, nocbinaemsbie 8 nopt 137.

e dport=25 and str('RCPT TO:', -1, true) // 3axsaTbiBaTb naketbl TCP/IP wan UDP/IP,
coaepauwme ctpoky "RCPT TO:" n Hanpasnsemblie B NopT 25.
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e not (sport>110) // 3axBaTbiBaTb BCe MaKeTbl, KPOME TEX, YTO MMEIOT MOPT-UCTOUHUK C
HOmMepom Bbiwe 110.

e (sip=192.168.0.3 and dip=192.168.0.15) or (sip=192.168.0.15 and dip=192.168.0.3) //
3axBaTblBaTb TONbKO IP-nakeTbl, cnegywowme mexay AByma xoctamu, 192.168.0.3 wu
192.168.0.15. Bce ocTanbHble UTHOPUPYIOTCA.

e ((sip from 192.168.0.3 to 192.168.0.7) and (dip = 192.168.1.0/28)) and (flag=PA) and (size in
200..600) // 3axsaTbiBaTb TCP-nakeTbl, pasmep KOTOPbIX IEXUT B AnanasoHe oT 200 go 600
6anTos, npuxogaume c IP-agpecos B AnanasoHe 192.168.0.3 - 192.168.0.7, npuyem |P-
afpeca nosiyyatenein HaxogaTcA B cermeHte 192.168.1.0/255.255.255.240, n umetouime
TCP-¢nar PSH ACK.

e Hex(0x0203, 89) and (dir<>in) // 3axBaTbiBaTb NakeTbl, cogepalume 0x0203 B cmelLeHUM
89, Nnpu 3TOM HanpaB/aeHWe NakeTa - He "Bxoaalwmnin".
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IIpeaynpexaeHus

B 37Ol 3aKk/fagKe MOXHO CO34aBaTb CUCTEMY NPEeAYNpPexAeHUn O CYLLEeCTBEHHbIX COBbITUAX B CeTH,
TaKMX KaK noasBAeHWe NoAo3puTeNbHbIX NaKeToB, NOBbIlEeHWEe CEeTEBOW Harpysku, HellTaTHble agpeca U
TaK ganee. NpeaynpexaeHns MOryT o4eHb MOMOYb, ECAM Bam HaZ0 OTC/EXMBATL Takue cobbiTUA B ceTu,
Kak CKaHMpOBaHWe MNOopToB, MoABAEHME onpeaenéHHon nocneaosaTesbHOCTM 6aiToB B MakKeTax,

HEOXNOAHHOE NOAK/NHOYEHNE HOBbIX YCTpOVICTB.

YnpasneHune npeaynpexgeHUAMN OCYLLECTBAAETCA C MOMOLLbIO NOKA3aHHOMO HUXe CNUCKa:

—v BrnounTs npeaynpexkaeHia

NobaenTh. ..
: HTTP Probe SPYHEHHE NaKeTa
[ Dos attack BalThl B CEKYHLY M3MEHUTE. ..
O mew hardware HeuzeecTHeIM MAC-anpec
DNS Probe OBHapy#eHWe NaKeTa LhIT
HTTPS Probe OBHapYHEHNE NaKETa Hacrpoiika e-mail..

3anuck cofbmui:

=

[/

B KaxaoM CTpOKe MOKa3aHO oTAenbHoe npeaynpexaeHue, a ¢narkok psgom C  HasBaHUEM
npeaynpexaeHns nokasbliBaeT, aKTUBHO OHO uaK HeT. Mpu cpabaTbiBaHUM NpeaynpexaeHusa GnaxKok
cbpacbiBaetcA. YToObl MOBTOPHO aKTUBU3UPOBATb OXWAOAHWE cpaboTaBwero npeaynpexXaeHus,
yCTaHoBMTE GNaXKOK BO3e ero UMeHW. [Na OTKAUYEeHUs BCex npeaynpexaeHuin — cépocbte dhnaskok
BKknountb npeaynpexpgeHua. Ytobbl fob6aBUTb HOBOE, OTPeAaKTUMPOBATb WM YyAaAUTb Kakoe-1nbo
npeaynpexaeHue, BOCNO/b3yWTECH KHOMKaMKW crnpaBa OT ChAMcKa. EciM Bbl XOTMTE MCMNO/b30BaTb
onoselleHne no E-mail, To nocpeacrsom onumn Hacrpoiika E-mail BBeante HacTpoiku Bawero SMTP-
cepBepa (cm. HuKe).

HuKe NoKa3aHO OKHO HACTPOMKKU NpeaynperKaeHN:
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HacT poiika npeqynpex neHna ﬂ

— OCHOBHOE — deicTena

[~ MokasaTe coofeHKe:

[~ MpomzHecTk coobluerme:
{* OfHapy#eHne NaKeTa, cooTE, Gopryne: I

HazsaHwe: IH'I'I'P probe [¥ BrnoseHo

r Twn cobkimua

dir=in and sport=280 and flag=s ¥ 3sykosoll carban:
IZ:'motify.wav [:Il
[™ 3anyctute nporpammy:
| =]
(| |BaitTel B celyHoy j I:- j |1 j‘ [EpaMETOEL:

' Heuss. MAC-aapec: HECTRoMRE, , . | ¥ Mocnate e-mail no appecy:

[11777338555@pager.icq.com €§§|
" Heuss. IP-anpec: HacTpoHia; | NofEENTE TEKCT:

ICKEHMpDBaHME canpeca YSIP%E

[~ BKMKOYWTE MPaBKMNa SEXEATE:

¥ Belkn. apyrie npeaynpexaeHia:
IDNS Probe, HTTPS Probe

— HacrynneHme cobbrmu

Croneko coBeITWiA Hy*HO ANA cpabar. 1 1 " A
a4aTE 3anMch NaKeTos

Kon-50 cpaBaTeiBanuii: 1 = [~ 3aBepwwTh 38MMck NEKETOE

Ok I OTMeHa

B none Mmsa onucbiBaeTcA HasHauyeHWe TeRywel QyHKUMWM npeaynpexpeHusa. YcTaHoBuTe ¢GaakoK
BkawueHo, ecin TpebyeTcA aKTMBMPOBATb NpeaynpesKAeHMe, KOTopoe Bbl B AaHHbIM MOMEHT
pepaktupyete. JTOT GAaXKOK COBMNadaeT CO 3HAYEeHMEeM COOTBETCTBYIOLLEM KONOHKM B CMMCKe
npeaynpexaeHuii. B nose Tun cobbiTna MoKHO BbI6paTb 0AUH U3 CEMW TUNOB COBbLITUIA:

e OG6HapyeHue nakerta: 370 npegynpexgeHve cpaboTtaeT npu OBOHApPYKEHUM MaKeTa,
COOTBETCTBYIOWErO YKasaHHOM ¢opmyne. CuHTaKcuc ¢opmyn COBMAZAET C CUMHTAKCMCOM
COCTaBHbIX MPABUA M NOAPOBHO ONUCaH B raBe YHMBeEPCasbHble MpaBusa.

e bBaifTbl B CeKyHAy: JTO npeaynpexaeHne cpaboTaeT Mpu NPEBbIWEHUMU YKA3aHHOTO YPOBHA
3arpyskM cetu. 3HayeHWe creayeT yKasbiBaTb B 6aitax. Hanpumep, ecan Tpebyetca
cpabaTbiBaHME NpW NpeBbileHUMU ypoBHA Tpaduka B 1Mbyte/cek, yKaskuTe nopor, paBHbii
1000000.

e MaKkeTbl B CEKYHAY: ITO npeaynpexaeHne cpaboTaeT npu NpeBbllleHWM 33a4aHHOM0 YPOBHA
YacToTbl Nepeaayn NakeTos.

e BpopKacTbl B CEKYHAY: ITO npeaynpexaeHve cpaboTaeT Npy NPeBbIEHUN YKAa3aHHOTO YPOBHA
YacToTbl Nepesayn LWMPOKOBELLATE/IbHbIX MAKETOB.

e MynbTUKacTbl B CEKyHAy: ITO npeaynpexaeHne cpaboTaeT Mpu MNpeBbieHUN YKa3aHHOro
YPOBHS 4acTOTbl Nepeaaym MHOroaApPecHbIX NakeTos.

e HewusBectHbin MAC-agpec: 3To npeaynpexgeHve cpabotaeT npu nepexsate MNPOrpammoit
nakeToB Cc HemsBecTHbiIMM MAC-agpecammn oTnpasutens nnbo nonyyatensa. Onums Hacrpoiika
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No3BOJIAE€T 3a4aTb CNMUCOK MN3BECTHbIX aApecoB. o710 npeaynpexgeHmne MoXHO MCNOJ1b30BaTb
Aana 06HapY)KEHMFI I'IO,CI,KJ'II-OHEHVIVI HOBOTO NI HECAHKUNOHNPOBAHHOIO OGODYAOBBHMFI B CETb.

e HewusBectHbln IP-agpec: 310 npeaynpexaeHve cpabotaeT nNpu nepexsaTe  MNPOrpammoin
nakeToB C HeusBecTHbIMW IP- unu IPv6-agpecammn oTnpasutena Anbo nonyyatens. Onuma
Hactpoiika no3BonseT 3afaTb CMWMCOK M3BECTHbIX afpecoB. ITO MpeaynpexaeHne MOXKHO
ncnonb3oBaTb  AnA 06HapyKeHun HEeCaHKLMOHMPOBAHHbIX NOAKHOYEHNN yepes
KopnopaTuBHbIN BpaHamayap. Ona paboTtbl ¢ aapecamu IPv6 Tpebyetca sepcua Windows XP
WK BbILLE, @ TaK}Ke YCTAaHOB/IEHHbIN NpoToKo IPv6.

Mone CKONbKO CO6LITUIA HYXKHO ANA cpabaTbiBaHMA MO3BO/AET YCTaHOBUTb KO/MYECTBO COBLITUIA,
KOTOpoe [O0/IKHO Npou3oinTH, 4YTobbl cpaboTano npeaynpexkaeHue. Hanpumep, ecam ycTaHOBUTL
ypoBeHb paBHbIl 3, npeaynpexaeHne He cpaboTtaeT, Noka cobbiTve He NPOW3OMAET TPUXKAbI. [pu
pPefaKTUPOBaHMM YXKe CYLLECTBYIOLWEro npeaynpeskaeHua MpoucxoamT O6Hy/eHne BHYTPEeHHero
CYETUMKa cobbITUIA.

Mone Kon-Bo cpabaTtbiBaHU ONpeaensaeT, CKObKO pa3 MoKeT cpabaTbiBaTh NpeaynperKaeHune, npexae
YyemM CTaHeT HeaKTUBHbIM. MO yMO/MaHUIO, 3Ta BE/NMYMHA paBHA 1, U NpeaynperKaeHWe OTKIYUTCA
nocne nepeBoro e cpabatbiBaHUA. YBEAWUYMB KOIMYECTBO, MOMKHO HacTpouTb CommView Ha
MHOTOKpaTHble cpabaTbiBaHUA npeaynpexgeHuin. [pu  peaakTUPOBAHUKM  Y3Ke  CYLLECTBYIOLLEro
npeaynpexXaeHns NnponcxoguT obHyneHne BHYTPEHHEro CHETYMKA COBbITU.

B none [feiictBUA MOXKHO BbIbpaTb AeiCTBME, KOTOpoe 6yAeT MCnonHeHo npu cpabaTtbiBaHUK
npeaynpexaeHuns. CnMcoK BO3MOMKHbIX AeMCTBUN MMEET CeayoLmii Bua,

e Mokaszatb coobuieHue: noseaseTca coobuieHne (B HEMOAA/IbHOM OKHE) C NpeaBapuTeNbHO
3anMcaHHbIM coobuweHnem. [aHHoe [elCTBME NO3BOAAET WCMNO/Nb30BATb MNEPEMEHHble, B
KoTopble ByayT 3anuMcaHbl AaHHble M3 MaKeTa, Bbi3BaBllero cpabatbiBaHMe MpeaynpexKaeHus.
Huke nprvBeéH CNUCOK NepeMeHHbIX:

%SMAC% -- MAC-agpec UCTOYHUMKA.

%DMAC% -- MAC-agpec nony4yaTens.

%SIP% -- IP-aapec UCTOYHMKA.

%DIP% -- IP-agpec nonyyatens.

%SPORT% -- NOPT-UCTOYHMUK.

%DPORT% -- nopT-nonyyarens.

%ETHERPROTO% -- uma Ethernet-npotokona.

%IPPROTO% -- uma IP-npoTokona.

%SIZE% -- pa3mep nakeTa.

%FILE% -- nyTb K BpemeHHOMY daiy, coaeprKallemy 3axXBayeHHbl naker.

Hanpumep, B8 coobuweHnn "SYN-nakeT nonydeH ot %SIP%", B nosBuslueMcA OKHe TeKCT %SIP%
byger 3amelwéH Ha [P- agpec MCTOYHMKA nNakeTa, BbI3BaBwero cpabaTbiBaHue. Ecau
NCNosb3oBaTbh nepemeHHyto %FILE%, B nanke BpemeHHbIXx ¢ainosB byaeTt cosaaH ¢dainn .NCF,
yhaneHwe AaHHoro ¢alina — OTBETCTBEHHOCTb Balwlero obpaboTymKa gaHHbIX. He ncnonbsyite
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nepemeHHble B nNpeaynpexaeHusx, cpabaTbiBalowmx NO 3HayeHuo BalWT B cekyHAy wau
MaKeToB B CEKYHAY, TaK KaK OHWU He BbI3bIBAOTCA KAKUM-TMO0 KOHKPETHbIM NaKeToOM.

e [lpousHecTn coobueHune: aatb Windows KomaHAay nNpousHecTn cooblieHne BCAyX C NOMOLLbIO
BCTPOEHHOrO0 MexaHW3ma peyeBoro BocnpounsseaeHua Tekcta. Ecav B sawwen sepcumn Windows
HeT 3TOro MexaHu3ma, To gaHHas onuusa byaeT HegocTynHa. Mo ymonyaHuio B coctaB Windows
BK/IIOYEH NIMLWb aHMN0A3bIYHbIA peyeBoll Moay/b, Tak 4yTo Windows MoKeT OKasaTbCA He B
COCTOAAHMM KOPPEKTHO BOCMPOU3BECTU COOBLIEHMA, BBEAEHHbIE HEe Ha aHrMIACKOM A3bike. B
TEKCTe COOBLEHNA Bbl MOXETe UCMNO/Ib30BaTb MepeMeHHble, OMNMcaHHble Bbille ANA Onuuu
Moka3aTb coobLeHue.

e 3BYKOBOI4 curHan: MNpourpbiBaeT yKasaHHbIi WAV-¢aiin.

e 3anyctutb nporpammy: 3anycKaeT yKasaHHbI EXE- nnu COM-¢ain. B none MapameTpbl MOXKHO
33a4aTb MapameTpbl KOMAHAHOW CTPOKW, eciv OHW TpebytoTca Ans 3anycka NPUAOXKEHUs.
MOHO WCNONb30BaTb MepemMeHHble, ONucaHHble B NyHKTe [lOKas3aTb coobuieHune, 4TOOLI
nepegatb Nporpamme MHPOPMALMIO O NaKeTe, BbI3BABLUEM CpabaTbiBaHUE NpeaynpexaeHns.

e Nocnartb E-mail no agpecy: Otnpasnaet E-mail no ykasaHHomy agpecy. OBA3ATE/IbHO ykaxkute
SMTP-cepBep, KOTOpbIM A0AXKeEH noab3osaTbca CommView npu otnpaske. 1A 3TOro HakKmute
KHOMKy Hactpoika E-mail, 3apalite yctaHoBkM SMTP-cepBepa u oTnpaBbTe NpobHOE NUCbMO.
3ayacTyto, OMOBELLEHUA MO 3/EKTPOHHOM MNOYTE MOXKHO WCMNO/b30BaTb ANA OTMNPaBKK
coobuweHnit Ha nenaxep, B Buge SMS Ha mobunbHbIM TenedoH man nengxep. Hanpumep,
ytobbl nocnatb  coobuweHune aboHeHTy ICQ, yKaxkuTe agpec E-mail B  BUAE
ICQ_USER_UIN@pager.icq.com, rge ICQ_USER_UIN Baw Homep B cucteme ICQ, a B cBOMCTBAX
ICQ yctaHoBuTe "Pa3pewmnTtb EmailExpress messages". NoapobHee 0 HacTpolikax caykbbl SMS
Bbl MOJKeTe y3HaTb Y CBOEro COTOBOro onepatopa. B none [o6aBuUTb TEKCT MOXKHO BBECTM
npon3BoJibHOe coobuieHua ana E-Mail. Bbl moxkeTe Mcnonb30BaTb NepeMeHHble, ONUCaHHbIE B
cekuuu MokKasaTb coobuieHune.

e Bknawuutb npasusa 3axBaTa: BkatoyaeT YHMBEpCcasbHbIE NPaBU/a; YKaXXuUte Ha3BaHnA npasun,

ecnm TpebyeTca HECKONbKO MpaBuA, MepeuyncimTe uMx HasBaHMA Yepes 3anAaTyio (MM TOUKY C
3anAaTon).

e BbIKAOUMTD Apyrve npeaynpexaeHus: BbikatoyaeT HeHy)KHble NpeaynpeXaeHus; yKarkute
HasBaHMe npeaynpexaeHua. Ecnam TpebyeTca OTKAOUMTb HECKONBbKO MNpeaynpekaeHui,

nepeyncanTe Nx HasBaHMA Yepes 3anAaTyto (MM TOUKY C 3anAToMn).

e Hauatb 3anucb nakeToB: BK/oyaeT aBTOCOXpaHeHWe (cmoTpuTe rnasy Besexve Log-dalinos);

CommView HaA4yHET 3anNMCb NepexBayeHHbIX MAKeTOB Ha AUCK.

L4 33Bep|.I.IMTb 3anMcb NakeToB: BbIKAOYaeT aBTOCOXpaHEHMe.

Haxkmute OK, 4To6bl COXPaHUTb HACTPOMKM M 3aKPbITb ANANOT HACTPOMKM NpeaynperKaeHN.
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Bce cobbITMA, M OTHOCALIMECA K HUM AeincTBuA, nepeuncnatotca B none 3anucb CobbiTu, KoTopoe
HaxoAuTCcA NoJ CMUCKOM NpeaynpesKaeHuA.
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PexkoHcTpykuus TCP-ceccuit

C NOMOLLBIO 3TOM YTUIUTBI MOMKHO MPOCMOTPETb Mnpolecc obmeHa mexay AByms xoctamu no TCP.
Y106bI BoccTaHOBUTL TCP- ceccuto, HeobxoamMmo cHavana BblbpaTb nakeT TCP B 3aknagke MakeTtbl. B
3aBMCMMOCTM OT YyCTaHOBOK (McKaTb Hayano ceccum npu peKoHCTpyKuum TCP-ceccuit B MeHIo
Hactpoiika => YcraHoBKM => [leKoaep), ceccua byaeT BOCCTAHOB/MEHA HAUYMHasA C BbIOPaHHOrO MakKeTa,
KOTOPbIA MOXET OKa3aTbCA B cepeamHe ceccun, anmbo ¢ ee Havana. Hangsa v BbIOpaB HyXKHbIN NakKerT,
WENKHUTE MPaBOM KHOMKOM MbIWKN Ha HEM, B MOABUBLUEMCSA MeHIO BblbepuTe PeKoHcTpyKuma TCP-
ceccum, Kak NoKasaHo 34echb:

MAC HasH. | IP MCToqH. IP HasH.
: 1 s
7 Pexoncrpyrasan TCP-cecom 4, i
3| IP/TCP ) ’ . 213,180,204, 11 4026 http 14:31...
4| IP/TCP Quick Filter ¢ . 213.180.204.11 | 4026 http 14:31...
5 IP/TCP OTKpEITE NakeT(bl) B HOBOM OKHE  F |4 11 = MyLAN http 4026 1431,

Mpouecc BoccTaHOBNAEHMA NyYlle Bcero paboTaeT Ana TEKCTOBbLIX MPOTOKO/I0B, Taknx Kak POP3, Telnet,
mnn HTTP. BO3MOXHO TaK)Ke BOCCTaHOB/IEHME Npolecca nepecbinku 6onbluioro ZIP-apxmsa, HO Ha
06paboTKy HeCcKoNbKMX MerabanT aaHHbix CommView noTpebyeTca CAULWKOM MHOMO BpemeHu. Kpome
TOro, B 6O/bLUMHCTBE CNyYyaeB NoJsydeHHan MHbopmaumsa byaet becnonesHa. B 3aknaake Cogepkumoe
NMokasaHbl (GaKTUYecKue JaHHble NO Ceccumn, a B 3aKnagke AHanun3 TCP-ceccuu MoKasaH MOTOK
peKkoHCTpymnpoBaHHol TCP-ceccum.

Hu)Ke noKasaH npumep peKoHCcTpyKummn HTTP-ceccum, cogepawen aaHHole HTML, B pexknmax ASCII n
HTML cooTseTcTBEHHO:
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Makn PeAaKTHPOBATE  ¥CTAHOBKH

CoAep¥HHMOE | Ananms TCP-cecckm

=10 x|

GET  HTTP/1.1

Aocept: imagefsgif, image/x-xbitmap, image/jpeqy, image/pipedq,
application/x-shockwawe—flash, application/vind ms-excel,
application/wnd. ms-powerpoint, application/msword,
applicationx-silverlight, *7*

Aocept-Lancage: en-us

TA-CPUT: x2&6

Aocept-Encoding: g=zip, deflate

Tf-Modified-Since: Wed, 1Z Dec 2007 17:15:15 GMT
Tf-None-Match: "1EZ714E119:2"

£.0.50727; _NET CLR 1.1.43EZE)
Host: wva.rua
Comnection: Keep-Aliwve

HTTPS1.1 Z00 0OE
Content-Type: text /html; charset=windows-1ZL51
bAocept-Ranges: bytes

User-bigent.: Mozillas4.0 {(compatible; MAIE 7.0; Windows MT L5_.1; _NET CLE

[ MyIP:1141 == wa.ru:E0 * 558 BaAT & 2 nakeTel(ax) Noruka oTofpakeHma:

¥ wa.ru:E0 =3 MyIP:1141 * 3,595 fafT B 5 nageTelax)

Brero 4,453 6aAT B 7 nakeTel(ax), BpemMa ceccky: O cekyHAala) HaEHrauma:

TCP-ceccHA

Mafin  PeAaKTHPOEATE ¥CTaHOBKH

COASPHHMOE | AHanus TCP-CECtHK |

=10 x|

HOBOCTH _
pemaH: Moc

Mpecc-nopTRETEl LMTaTEl B HoBOCT A% Mamo s

Andes -
@ - HanTtK |

HakpgéTca Boé DEC W AREHHEIR NOMCE

Bespe HoeocTW MapkeT Kaptel Choesspi Enond  KapTuHeEW  Boe cnys

|»

KBS
Bxon

Bkl....

AETOMETHYECk 0bpaboTaHo 2079 MCTOYHMEDE , 0DHOEB NeHD 16:34 mck

MMaBHEIE HOBOCTH Bbimyc: Poccua | ¥kpauHa |_

NonkTrES Mpauas peus [

B mupe naBHbIe HOBOCTH Hitirra Benbi

LOWECTED Bnanmmidp BykoECkmi

SKOHOMUKS 1. Muue "ATomcTpoMskcnopT” BnageeT T amap—

CnopT F _—

:%mnﬁ'rnun I:qAH.IjiDp:hjﬁl;LthH Dﬁ DTnnaBKE Torfies B E—uE_MKTD H:l HED il
41 | 3
[V MyIP:1458 == news vandex.ru:80 * 530 HafAT & 1 nakeTelax) Norkka 0ToBpakeHHA:
¥ news yandex.ru:S0 =3 MyIP: 1458 * 11,075 GaAT B & nakeTe(ax) HTML i
Brero 11,605 6aAT & 9 nakeTelax), Bpema cecckd: O cekyHaala) HaEHrauma: il il >>>|
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B pexume otobpaxkeHuma HTML runeprekcrtoBble CTPaHWLbl He coaepKaT rpaduyecknx o6bekTos,
MOCKOJIbKY B pamMkax npoTokosa HTTP u3o06paxeHuna nepegarotcs oTaenbHo. s npocmoTpa
n3ob6parkeHuit 0bbluHO TpebyeTca nepeitu K cneaytouleit TCP-ceccun. Huske npuseaéH npumep HTTP-
ceccuu, copeprralleit rpaduyeckne ob6bEKTbI, KOTOPble 0TOBPAXKatOTCA MMNEPTEKCTOBOM PeXUME:

£ TCP-ceccua 10| x|

Mafin  PeAakTHpOBaTE  ¥CTaHOBKH

COABPHHMOE | AHanms TiCP-ceccm |

GET A7id=408011258t0w=0 HTTPA 1 Accept: ** Referer: hitpodimages vandex ruiandsearch?
text=ethernetfatype=image Accept-Language: en-us UA-CPU: x86 Accept-Encoding: gzip, deflate User-Agent:
Mozillaid 0 (compatible; MSIE 7.0, Windows NT 5.1; MET CLR 2.0.50727, NET CLR 1.1 .4322) Host: imO-

tub yandex net Connection: Keep-Alive GET A¥id=408011 258&taw=0 HTTPH 1 Accept: ** Referer:

hittp: Mimages yandex rulvandsearchext=ethernet Zstype=image Accept-Language; en-us UA-CPU; x56 Accept-
Encoding: gzip, deflate User-Agent: Mozillasd .0 (compatible; MZIE 7.0, Windowes MT 5.1, MET CLRE 2.0.50727,

MET CLR 1.1 43227 Host: imO-tub yandex . net Connection: Keep-&live HTTRA .0 200 Ok Cortent-Type: imadedpegy
Last-Modified: Tue, 04 Dec 2007 22:532:05 GMT

[ MyIP: 1482 == im-tub.wandesx,ruiE0 * 343 0aiT B 1 nakeTeax) Noruka oToBpakeHma:
v im-tub.vandesx.ruE0 == MyIP: 14582 * 5,164 0aiT B & nakeTelax) HTML j
Brero 8,507 GanT B 7 nakeTte(ax), Bpema cecchk: O cekynaala) Hagewurauma: il ﬁl b3 I

Mo ymonyaHuio, CommView pasapxusupyeTt web-TpaduK, cxKaTblh ¢ nomolbio GZIP, u BoccTaHaBAMBaeT
n3obparkeHna M3 OMHAPHbIX MNOTOKOB [AaHHbIX. YTOObI BbIKAOYMTL 3TU OMNUWUKM, BOCMOJb3YHATECH
3aKnagkoi lekoaep.

MOXHO UrHOpUpPOBaTb AaHHble U3 onpeaeneHHOro NCTOYHUKA, YCTaHOBMB COOTBETCTBYIOLLI,Mﬁ cbna»(ox B
HUYKHEN YacTn OKHa. Ana yA06CTBa BXogAwMme n ncxogalmne agaHHble nomeyeHbl pasHbim usetom. Ecam
Bbl XOTUTE U3SMEHUTb LIBETOBYIO MMMy, BbIGEpVITe YcTraHoBKM => LiBeTa un BOCI'IO}'Ib3yﬁTECb I'IaJ'IMTpOVI.
MOHO BKAKOUYUTb UK BbIKAOYUTb NepeHOoC c10B: YcTaHOBKK => [lepeHOC No cnoBam.

Bbinagatowiee meHto JlorMka oto6paxkeHus No3BOASET NPOCMATPMBATL BbIOPaTb PEXMMbI MPOCMOTPA
ASCIl (0bbluHbIN TeKcT), HEX (wecTHaguatepuyHble gaHHble), HTML (web-40KyMeHTbl U KapTUHKM),
EBCDIC (KogupoBKa, ucnonbsyemas B meliHopeinmax IBM) u UTF-8 (toHMKoA). YUTUTE, YTO pe3y/ibTaTbl
NMPOCMOTPA AaHHbIX B pexume HTML MoryT BbIrNALeTb HECKO/IbKO MHauve, Yem Mpu MnpocMoTpe
HacToAwmMMm 6paysepom (Bbl He yBuauTe rpaduyeckme 06bEKTbI M T. M.), OAHAKO BMOJHE MOXHO
npeacTaBuThb, KaK BbirnsAena AaHHan CTpaHMLA Ha Camom dene.

BbibpaTb BMA 0TOGparKeHMUA N0 YMONYAHMIO MOXKHO B 3aKnaake [lekogep.

m PaboTa c nporpammoii | CommView



KHOMKM HaBurauum nos3BOAAKOT OCYLLECTBASATb NEPexon mexay npeabiaywein n nocneaytowein TCP-
ceccusamu. MNepsan KHomnKa "Bnepén’ [>>] nepelaéT K cneaytoweit ceccum mexay TEMU Ke XO0CTaMu, YTo
W NpW NepPBOM BbI3OBE PEKOHCTPYKLMU. BTopas KHomMKa "Bnepén” [>>>] nepelaéT K cnepytouieli ceccum
Mmexay nbbiMu aByms xocTamu. Ecim B 6ydepe HECKONbKO ceccuid, peKkomeHAyeTca HayuHaTb
PEKOHCTPYKLUMIO C CaMOl MepBOWM, TaK KaK KHOMKa Bo3BpaTa [<<] He CMOKeT nepelTn Ha ceccuto,
npeaLwecTBYOLLYIO TOWN, C KOTOPOW Havyaacb PEKOHCTPYKLMA.

MonyyeHHble faHHbIe Bbl MOXKETE 3anMcaTb Ha AUCK B ABOMYHOM BUAE, B TEKCTOBOM Maun RTF-popmarte,
Bbl6paB Paitn => CoXpaHUTb KaK.... Kpome Toro, Bbibpas PepgaktupoBatb => HaltTU..., MOXKHO
BbIMNO/IHUTB MOUCK CTPOKM B Npeaenax TEKyLLen ceccum.

AHanu3 ceccull

B 3aknaake AHanuns TCP-ceccum okHa TCP-ceccua nokasbiBaeTcA BOcCTaHOBeHHasa TCP-ceccusa B
rpadmyeckom Buae. 34ech Bbl yBUAUTE NOTOKU A@HHbIX B 3TOM CECCUU, OLUIMOKM, 3aAePXHKKM U daKTbI
NOBTOPHOM Nepeaaun notepaAsLIenca MHPopMmaLmu.

[nAa Kaxkaoro nakeTta ceccMm NoKasaHa cieaytowan VIHd)OpMaLJ,VIFl:

e ®narm TCP.

e ABCO/IOTHbIE M OTHOCUTENbHbIE 3HaYeHns SEQ n ACK.

e Bpemsa npubbiTnA NaKeTa.

e BpemeHHOW MHTepBan MeXay TEKYLMM U NpeablayLmMm nakeTamu.
e Homep nakeTta B BOCCTaHOB/IEHHOWN CECCUM.

Ecan nakeT cogepskuT owmnbku, To byaeT nNokasaHO TEKCTOBOE OnucaHWe 3TMX OWMWBOK crnpasa oT
KapTUHKKU. Korga Bbl HaBedeTe Kypcop MbilM Ha MaKeT, BO BCM/bIBAOWEM OKHe byaeT NoKasaHo ero
COAEPKUMOE MPU YCOBUK, YTO MaKeT COAEPKUT AaHHble. MomHUTE, YTO B nosie Jlornka otobpakeHus
3afaetca cnocob AekoAMpoBaHNA AaHHbIX BO BCMJ/biBatolem okHe. Npumep okHa aHanusa TCP-ceccumn
NnoKasaH HUuxe.
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Makn PeAaKTHPOBATE  ¥CTAHOBKH

Coaep#hmoe  BHANKE TCP-CcecoHM |

14:58:16,438956
0.004908

14:58:16,435935
0.000022

14:558:16,456419
0047421

14:58:16,502955
0016536

14:58:16,505059
0,00z 104

14:55:16,505103
0000044

Seq: 0 (39759350120 Ack: 1 (313154004
520 01 Yhck: 10 )

__'-‘—l—n—__‘___ dinard: [ACK]
Seq: 1 (313154004) ack; 1 (3975035013)

JanHeie: 343 dnark: [PSH &CK]
Seq: 1 (313154004 Ack: 1 (3975935013)

—>
—>

JaHHble: 1380 Mnark: [PSH ACK] =
Seq: 1 (3975935013) Ack: 344 (313154347)

=
JaHHbis: 1398 Onarm: [ACK]——"

Seq: 1381 (3975936393) Ack: 344 (313154347
e 250 ( ) ( )

__'-‘—I—______ dnaru; [I':'ICK]
Seq: 344 (313154347) Ack: 2779 (3975937791) 3

=10 x|

Bpema coeaHHEHKHA:

0.004240

BpeMA OTEETA CEPEERA!

3 0.016556

4 BpetA nepeaaqt AaHHbIx !
0045111

=

&

"+

[# MyIP:1482 == im-tub.wandex, ru 80 * 343 6aAT & 1 nakeTel )
[¥ im-tub,yandes.ru:E0 == MyIP: 1482 * 5,164 GaiT B 6 nakeTe(ax)

Brero 5,507 GaAT B 7 nakeTel(ax), BpemMa ceccky: O cekyHAala)

Noruka oTobpameHHa;

L =
HaeHrauHa: il il LI

B npaBoﬁ NnaHe/In NOKa3aHa OCHOBHAA CTaTUCTUKa ANA ,CI,aHHOﬁ ceccuum:

Bpemsa coeamHeHuna — Bpems, 3aTpadeHHoe Ha YCTaHOBAeHne TCP-coeanHeHua. UHbIMKM CnoBamM, 3TO

Bpems TpexctopoHHero obmeHa no TCP (SYN => SYN ACK => ACK).

Bpems oTtBeTa cepBepa — BpeMA C MOMEHTA Ha4ya/IbHOro 3anpoca KAMeHTa 40 NepBoro OTKAMKA

cepsepa.

Bpemsa nepeAaum AaHHbIX — BpeMaA MeXay NepBbiM 1 NocaeaHum oteeTom cepsepa (0 B Tom caydae,

ecnu bbln BCcero ogMH OTBET OT cepBepa).

Bbl MOXKeTe coxpaHUTb rpadpuyeckoe npeacraBneHne sBocctaHosneHHo TCP-ceccum B dpainbl BMP, GIF

nnm PNG, KAMKHYB NO PUCYHKY NPaBOi KHOMKOW MbILIK U BbIBPaB B KOHTEKCTHOM MeHi0 COXPaHUTb

n3obparkeHue KakK... . Ceccma c 601bLIMM KONIMYECTBOM NAKeToB byaeT pa3buTa Ha HECKO/IbKO $ainos.
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PekoHcTpykuusa UDP-noTokoB

ITOT MHCTPYMEHT BO MHOIOM CXOX C aHa/IOMMYHbIM MHCTPYMEHTOM ANA pPeKOHCTpyKLMK TCP-ceccuid,
OMWCaHHbIM B NpeablayLen rnaBe; Bbl MOXKETEe HaUTM B Hel noapobHyto nHpopmauuto. MorKanyicra,
obpatutecb K Helt B cayvae Kakmx-nnmbo sonpocos. OAgHaAKO, MOCKOJIbKY B OTAMYME OT npoTokona TCP,
UDP-npoToKon He TpebyeT yCTaHOBNEHMA COEAMHEHMUA, MeXay PeKOHCTpyKumamm TCP-ceccuit u UDP-
NMOTOKOB eCTb CAeAyioLMe pasnmumsa:

e OrtcytcrByeT BKnAagka AHanus TCP-ceccumn, nockonbky UDP He npegycmatpuBaeT Hannuumsa
ceccnid, SEQ nnum ACK.

e [lockonbKy B UDP otcytcteytor SYN wam FIN, Bce nakeTtol mexagy |IP-agpecamn u
COOTBETCTBYOLUMM NOPTAMM CYUTAIOTCA MPUHAANEKALLMMU OAHOMY NOTOKY.
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[louck nakeToB

[lna noucka NakeToB, B KOTOPbIX COAEPXHMUTCA ONpeaeneHHbIA TEKCT UAK aapec, UCNob3yiTe ananor
noucka (Mouck => HaitTn naket). Beeante noAcTpoKy AN Noucka, Bbibepute TN AaHHbIX (CTpoKa muau
Hex) n Haxxmute Haiitn panee. MNporpamma HailgeT nakeTbl, YAOBAETBOPAIOLLME KPUTEPUIO NOUCKA U
MoKaeT uUX B 3aKnaake MakeTbl.

TeKcT MOXHO BBECTU KaK CTPOKY, WecTHaguatepuyHoe 3HadeHne, MAC- nam IP-agpec. Monck TekcTosbIxX
CTpoK b6yaeT ocyuwiecteneH kKak B ASCll, Tak u B dopmarte Unicode (UTF-8 m UTF-16). Hex-cTpoka
ncnosb3yetca AaA BBOAA HemeyaTaeMbIX CMMBOJIOB: MPOCTO BBeAMTE LIECTHAALATEPUUYHYIO CTPOKY,
Hanpumep, ADOA027804.

[nA perncrpos3aBMCcMMOro Noucka yctaHosute ¢nar C yuetom peructpa. s noucka CTPoKM, KOTopas
HauMHaeTCcA C onpefesieHHOro cmelleHus, yctaHosute ¢nar Co cmeweHnua (hex). MomHuTe, uyTO
CMelleHMe LWeCcTHaAUaTepMYyHOe M HauMHaeTcs C Hynaa (ecau Bbl MWMTe nepsblii 6alT nakerta, ToO
3HayeHue cMmelleHus paBHo 0). Tak:Ke Bbl MOXKeTe BbIOpaTb HanpaBaeHWe NoncKa: BBepx nav BHus.
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CTaTUCTUKA U OTYETHI

Boibpas B meH Bua => CTaTUCTUKA, MOXKHO O3HAKOMMUTbCA C TaKMMM MapaMeTpamu CeTeBOM
CTaTUCTMKM cermeHTa LAN uam Bawero KOMMbioTepPa, Kak KOAMYECTBO NAKETOB B CeKyHAy, 6aiTos B
CEeKyHAY, Wan pacnpegeneHue npoTtokososB Ethernet, IP n cybnpotokonos. [ABaxAabl WENKHYB MO
Anarpammam, MX MOXHO CKOMMpoBaTb B Oydep obmeHa. [Ana ypobcTBa MPOCMOTPA CEKTOPHbIX
AMarpamm, Mx MOXKHO BPaLLATb C MOMOLLBIO ABYX HEOONBLIMX KHOMOK B MPAaBOM HUMKHEM Yry.

[aHHble KaXKa0oM CTpaHULbl MOXKHO COXPaHUTb Uan B popmate bitmap nan B TekctoBom daiine CSV. na
3TOro BOCMO/b3YMATECb KOHTEKCTHBIM MEHIO WUIM MPOCTO NepeTalmTe 06BEKT MbIWKON. BbibpaB NyHKT
MmeHto OTUET, MOXKHO cO3aaBaTb aBTOMaTUYeckne ot4étbl B HTML nnmn tekctoom popmarte CSV.

CeTeBan CTaTUCTMKA MOMKET CTPOUTLCA Ha 6ase BCeX NAKeToB, MPOXOAAWMX 4Yepe3 aganTep, MAn C
YYETOM [MpaBW/, YCTAaHOBAEHHbIX HA AaHHbI MOMeHT. Ecam Tpebyercs, uToBbl B CTAaTUCTUKe
YUMTBIBANIUCb NNWb TeKylwue npasuaa, cneayet otmeTuTs ¢nar Apply current rules (C ydyétom
OeACTBYIOWMX NpaBu).

O6wee

Mmcrorpammbl Buaa "MaketoB B cekyHay' u "Balt/6ut B cekyHAay", WHAMKATOP WCNO/b30BaHMA
NMPOMNYCKHOM cnocobHocTU (yaenbHblt TpaduK, AENEHHbIM HA HOMWHA/NbHYIO CKOPOCTb CETEBOro
afilanTepa uavM MOAEMHOro coeaMHeEHUs), a TakkKe obLiee KOMYeCcTBO NakeToB U baiT.

IIpomokosbi
Pacnpegenenne Ethernet-npotokonos: ARP, IP, SNAP, SPX u 1. 4. Boinagatowee meHto Moctpoutsb no...
Nno3Bo/SET Bbl6paTh MeTOAbI: NO YMCAY NAKETOB UK uncny 6alT.

IP-npomokosel
PacnpegeneHune IP-npoTokonos. Boinagatowee meHto MocTtponutb no... nepekntovaeT meToabl NoAcYéTa:
Mo KOZIMYECTBY MaKeTOB UAW MO KosindyecTBy 6anT.

IP-nodnpomokoisli

PacnpegeneHune ocHoBHbIX IP-NpOTOKON0B YpOBHA Npunoxeruus: HTTP, FTP, POP3, SMTP, Telnet, NNTP,
NetBIOS, HTTPS n DNS. Y106bl 006aBUTL cOBCTBEHHbIE MPOTOKOAbI HaXXMUTe KHOMKYy HacTpoiKa.
MoXHO 3a4aTb A0 BOCbMW NPOTOKON0B, BBeAA Ha3BaHue, Tun IP-npoTokona (TCP/UDP) n Homep nopra.
Bbinapatouwee meHto NMocTpouTb NO... NepeKkNtoyaeT meToabl NOACYETA: MO KONNYECTBY NAKETOB UAM NO
KonmyecTBy 6auT.

Pa3zmepul
PacnpepaeneHue pasmepa nakeTos.

Xocmuwi no MAC-adpecy
CnucoKk aktuBHbIX LAN-xoctoB no MAC-agpecam, CO CTaTUCTMKOM nepegaydn gaHHbix. MAC-agpecam
MOXHO NpPUCBOWUTb MCEBAOHMMbI (annackl). Ecnn B Balleit ceTM oyeHb MHOro multicast-naketos u

Tabanua Hosts by MAC camwKkom neperpy»KeHa JaHHbIMU — MOXKHO CrpynnupoBaTbh UX B OAHY CTPOKY
GroupedMulticast. 3Ta onuuma BKAoYaeTcAa ¢naxkom FpynnupoBaTb MyabTUKacT-agpeca. Ob6paTute
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BHMMaHWe: rpynnupoBaTbcs 6yAyT TOAbKO BHOBb MO/y4aemble NakeTbl. [laHHble, MOJyYeHHble A0
MOMEHTA BK/IOYEHWA JaHHOM ONuuK, He ByayT rpynnmupoBaThbes.

Xocmwl no IP-adpecy

Cnuncok akTnBHbIX LAN-xocTOB no IP-agpecam, co cTaTUCTMKOM nepeaadn gaHHbIX. [TOckonbky IP-nakeTsl,
HaKanaMBaemble MPOrPaMMON, MOryT MNPUXOAUTb C HeorpaHuMyeHHoro uucna IP-agpecoB (Kak
BHYTPEHHMX, TaK U BHELHMX), NO YMOJYAHUIO AaHHas 3aKNagKa He O0TOOparkaeT HMKAKOW CTAaTUCTUKM.
Ytobbl nonyuntb eé, HeobxoAMMO 3adaTb Auana3oH |P-agpecoB B COOTBETCTBYIOWIEM TMOeE.
3afaBaeMblli AMANa30H AOJIKEH NpuHagneXKaTb Bawen cetu. MoXHO 3a4aTb HECKONbKO AMana3oHoB,
Ho obuee uncno IP-aapecos He mosKeT npeBsbiwaTth 1000. YTo6bI yAaNUTb ANANa30H, LWENKHUTE NO Hemy
NpaBoi KHOMKOW MbIlIX U BbibepuTe COOTBETCTBYIOLLYIO KOMaHAay (Ypanutb gnanasoH, Yaanutb Bce
AnanasoHbl). IP-agpecam MOXHO NPUCBOUTb MNCEBAOHMMbI (a1Machl).

Mampuya no MAC-adpecy

3Ta cTpaHMUa NokasblBaeT 0bLeHUe y310B ceTu B rpaduueckoin dopme, onmpasncb Ha 3HadeHnsa MAC-
aapecos. KomnbtoTepsbl, npeactasieHHble nx MAC-agpecamu, pacnofioKeHbl MO KPyry, a CECCUU MeXay
HUMW TOKasaHbl JIMHUAMM, COEAMHAIOLWMMM COOTBETCTBYIOLWME y3bl. [oABeAs MbIWKY K y3ny, Bbl
yBUAUTE BCE CECCUU, UMEBLUMECA Y JAHHOTO KOMMbIOTEPA C OCTa/IbHbIMWU. MeHsas 3Ha4YeHne nons Camble
aKTMBHbIE Mapbl, Bbl MOXETe YNpaB/iATb KOJAMYECTBOM OTObOpakaembix CBA3eil B maTpuue. MeHsas
3HayeHue nona CuuTaTb NOCAEAHUX Nap, Bbl MOXKETE YNPaBATL YNC/IOM Nap aAPECcOB, OTCIEKMBAEMbIX
nporpammoin Ans nocTpoeHus maTtpuubl. Ecnu B Bawem cermeHTe HabnlAETCA CAUWKOM MHOTO
LWIMPOKOBeLLATeIbHbIX MM multicast NakeTos, NePEnoHAOWMX MaTPULLy — Bbl MOXeTe UIHOPUPOBATb
TaKue MnakeTbl, YCTAaHOBMB COOTBETCTBYOWMI dnaxoKk: UrHopuposatb 6poaKacTbl uiav UrHopuposaTb
MY/IbTUKACTbI.

Mampuya no IP-adpecy

Ha atoii cTpaHuue nokasaHa rpaduyeckas matpuua obmeHa y3namu cetm co cBoMmu IP-agpecamum.
Y3nbl cetn (Mx IP-appeca) pacnonoXKeHbl MO Kpyry, a CECCUW MeXAy HUMWM MOKasaHbl JMHUAMM,
COeAMHAIOWMMM COOTBETCTBYIOWME Yy3abl. [loaBeasa MblWb K Y371y, Bbl YBUAUTE BCE CECCUM,
NPOUCXOAMBLUME Y AAHHOrO MeXAY AaHHbIM Y3/10M U ocCTanbHbiMU. MeHaa 3HayeHue nona Camblie
aKTUBHbIE Napbl, Bbl MOXeETe YyNpaBAATb KOANYECTBOM OTOobpaxaembix cBA3eil B maTpuue. MeHsas
3HavyeHue nonA CuntaTtb NOcAegHUX Nap, Bbl MOXKETe YNpaBaATb YNC/IOM Map af4pecoB, OTCAEKMBAEMbIX
nNporpaMmmon Ana NocTpoeHWA matpuupl. Ecav B Bawem cermeHte HabnwoAaeTcA CAULIKOM MHOMO
LUIMPOKOBeLLATeNbHbIX MAWM multicast nakeTos, M3NMLWIHE nNeperpyarolmx MaTpuly — Bbl MOXKeTe
WUIFHOPUPOBaTb TaKMe MaKeTbl, YCTaHOBUB COOTBETCTBYIOWMI dnaxkok: UrHopupoBaTb 6pogKacTbl Man
MrHopupoBaTtb My/bTUKACTb.

Owu6ku
OtobpakaeT cBeageHnn o6 owwmnbKax Ethernet, nonydyaemble HenocpeacTBeHHO U3 aganTepa. B ux uucne
TaKue TUNbl OWNBOK:

Rx CRS Errors

KonnyectBo KagpoB, MNPUHATBIX €  OWMBKaMM KOHTpoabHOM cymmbl  (CRC) umnauM  npoBepku
nocnepaosartenbHocT Kaapos (FCS).

Rx Alignment Errors
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KonunyecTtBo Kaapos, NPUHATLIX C OLUMBKaMK BbipaBHUBaHMUA.

Rx Overrun

KonuuyecTtBo Kaapos, He NPUHATLIX U3-3a OLUMBOK NepenonHeHua aganTtepa.

Tx One Collision

KonunyecTtBo Kagpos, nepesaHHbIX yCNeLwHo nocie eANHCTBEHHOW KON3UN.

Tx More Collisions

KonunyecTtBo Kagpos, nepesaHHbIX YCNeLWwHO Nocae HECKObKUX KOMTU3UIA.

Tx Deferred

KonunuyecTteo Kagpos, nepeaaHHbIX yCNewHo Nocae Toro, Kak aganTtep OT/10XKuA nepeaadvy Xotsa 6bl 0AnH
pas.

Tx Max Collisions

Konunuyectso Kaapos, He nepeaaHHbIX U3-3a MHOFOUYNCAEHHbIX KONIN3UIA.

Tx Underrun

KonnuyectBo Kagpos, He nepeaaHHbIX M3-3a HECBOEBPEMEHHOM 3arpy3kun agantepa AaHHbIMU.

Tx Heartbeat Failure

KonnuecTBo KagpoBs, NnepeaaHHbIX ycnewHo, 6e3 obHapyxkeHua SQE (HapyLieHWit KayecTBa CUrHana).
Tx Times CRS Lost

Konunuyecteo nponagaHuii CUrHana KOHTPOJIbHOM CYMMbl BO BpemMa nepeaayn nakeTa.

Tx Late Collisions

Konunuectso Konamsuii, obHapyKeHHbIX 33 Npeaenamm OKHa.

Rx Frames w/Errors

KonnuyectBo Kaapos, NPUHATLIX a4anTePOM, HO He NepeaaHHbIX NMPOTOKO/1aM M3-3a OLWMBOOK.

Rx Frames w/o Errors

Konnuectso Kaapos, yCnewHo NPUHATLIX aaanTepom 1 nepegaHHbIX COOTBETCTBYHOLWMM MPOTOKO/1aM.
Tx Frames w/Errors

KonnuyectBo Kaapos, He nepeaaHHbIX N0 KAKUM-TMB0 NpUYNHaAM.

Tx Frames w/o Errors

Konnyectso ycnewHo nepesaHHbIX Kagpos.

3ame4yaHua:

e Dial-up-agantepbl He NnoaAep>KNBatOTCA, TONbKO KapTbl Ethernet.

e Baw apanTep MOXeT He noAafepXuBaTb BCe BbllenepeyncneHHble nonda. HekoTopble
NPOM3BOAMTENMN BbIMYCKAOT KapTbl, M3 KOTOPbIX MOMHO MOAYYUTb BCIHO HEobXoAMMmyto
MHOPMALUMIO, HO HEKOTOpPbIE — HET.

e B OT/IM4ME OT OCTafibHbIX AaHHbIX B OKHe CTaTUCTMKA, AaHHble 3aKnagkm OWwKubKM He
cbpacbiBatoTcA NpU HaxkaTUmM KHoMKK Copoc. CHETUMK cOpacbiBaeTCA Npu Kaxaol nepesarpyske
KOMMbloTepa.
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Omuém
3akfaglka MO3BONAET HAaCTPOWUTb aBTOMATUYEeCKM co3daBaemble OTYETHI B ¢dopmatax HTML (c
rpapuyeckum npeactaBieHnem ructorpamm) uam s popmate CSV.

BO3MOKHO Mo/lyYeHMe CTaTUCTMKM NO paHee cobpaHHbIM NaketTam. s 3Toro 3arpysute dain B yTUAUTY
npocmoTpa Log-daitsioB w Bbibepute ®aitn => Moayuntb CTaTUCTUKY. pU KeNaHUM MOXKHO COpPOCUTL

yXe nmerwuwmeca 3Ha4eHnAa B OKHe Cratuctuka. d1a d)YHKLI,VI’r'I HE MOKaXeT pacnpeaesieHne naketos BO
BpemeHun, oHa orpaHun4yeHa O6LLI,MMM cBegeHnAamMmmn, TMCTorpaMmmamm NPoToKO/10B U Ta6nmu,a:vm XOCTOB
LAN.
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Hcnosib30BaHMe NCEBJLOHUMOB (aJ1MacoB)

CommView moxeT noactaBnAte Bmecto MAC- uam  IP-agpecoB nerko 4YmTaemble UM NIerko
3aNoOMMHaeMble MMeHa Mpu OTOBpaXKeHUW NakeToB B 3aknagkax MakeTbl M CTratuctuka. Hanpumep,
00:00:19:2D:0D:35 cTraHeT GATEWAY2, a nsl.earthlink.com npespatutca 8 MyDNS.

Y1o6bl co3gatb mma (anvac) ana MAC-agpeca, WENKHWUTE MPaBOM KHOMKOM MbIWKW Ha MNakeTe U
BblOepuTe B KOHTEKCTHOM MeHo Co3gaTb nceBgoOHUM > ucnonb3yas MAC UCTOYHMKA WAV UCNONb3yA
MAC nonyuatens. [1oABUTCA OKHO C yXKe 3anonHeHHbim nonem MAC-agpeca, Tenepb MOMHO BBECTU
noaxoasuee uma. pyroit cnocob: Bbibepute B meHto HacTpoiika => MNceBAOHUMbBI 1 3aN0AHUTE NOS
BPYYHYIO. YOanuTb UMSA UKW CTEPETb BECb CMUCOK UMEH MOXKHO, LLENKHYB NPaBoOi KHOMKOW MbIWKN B
oKHe MNceBaOHMMbDI 1 BbIbpaB YAanuTb 3anmucb 1an OUUCTUTb Bce. TOUHO TaK ke npoucxoauT paborta ¢
IP-apgpecamu. Ecnm HoBas 3anuch IP-MMeHN co34aETcaA WeNYKOM NPaBoi KHOMKKU MbILM NO NaKeTy, nose
MMEHWN aBTOMATUYECKM 3aN0HAETCA MMEHEM XOCTa (eC/IM OHO AOCTYMHO) U ero MOXHO PeaaKTUPOBaTb.

MAC-ncesQoHMMbI El
MAC-anpec = I MNcesnoHAM |
00:00:19:04:3%:BC SALES_1
00:00:19:F4EF: 3B Andreas
MAC-agpec:
= OobaenTe
|00:00: 19:08:39:BC
MCEEAOHMM: PeaakTHPOEaTE
IS.-!'.LES_I
Y aanvme
QK OTMEHE
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I'eHepaTop nakeToB

3Ta yTMAMTa NO3BOJIAET CO34aBaTbh U NepenaBaTb MakeTbl Yepes ceTeBol agantep. Boibepute B MeHI0
MHcTpymeHTbl => FeHepaTop nakertoB. Miu, BbibpaB nakeT B 3aknagKke MakeTbl, WENKHUTE Ha Hem
NpPaBol KHOMKOM MbILK, @ 3aTeM BbibepuTe KomaHAy OTNPaABUTL NAKeT.

-ioix
[=]- ETHEFNET: Etype = Internet IP (IPw4 «| (0x030: Fi FO 3F &6F 00 00 47 45 54 20 ZF 73 65 61 72 63 =wpto. . GET Ssearc ;I
- Destinationdddress: 00:50:55:FZ:, Ox040: &2 2F 71 2D 6E €5 74 77 &F 7E €B 6% €E &7 £¢ 73 hlg-networkingss
- Sourcebddress: 00:0C:E9:8E:-Al:A3 Ox050: 72 &3 30 49 45 ZD 53 65 61 7Z 63 68 42 6F 78 Z6 ro=IE-SearchBoxa

- EthernetType: Internet IP (IPvd) Ox0&0: 4& 4F 52 4D 3D 49 45 38 53 5E 43 E0 48 54 54 50 FORM=IESSEC HTTP _I
[H-Ipw4: Srec = 19Z2.165.64.130, Dest = 0x070: EF 21 ZE 21 0D OA 41 &3 &2 &5 70 74 ZA EZ0 €% €D Fl.1..Accept: im
- Tep: Flags=...AP. .., SrcPort=1084, Dx080: 61 67 65 2F 67 69 66 ZC 20 69 6D 61 67 65 2F 6A age/dgif, image/j

- Brelort: 1054 Ox020: 7?0 &5 &7 EZC E0 &9 6D &1 &7 &5 ZF 70 A 70 65 &7 pegy, image/pipeqg

- DetPort: HTTP{g0) Ox0AD: EZC 20 6% 6D 61 &7 65 ZF 70 6A 70 65 &7 EC 20 61 , image/piped, a

- Bemquencelunber: ZIEZ1R1E27 (0xSCH Ox0OBO: 70 70 &C &9 &3 &1 74 &9 &F SE EF 78 ZD 72 68 6F pplication/x-sho
- AcknowledgenentHunber: 120933428, Ox0CO: &2 &B 77 €1 76 €5 ZD €6 €C €1 73 €8 EC EZ0 EZA EF chwawve-flash, */

#-Datadffset: S0 {(0x50) Ox0D0O: Z& 0OD OA 41 63 63 65 70 74 2D 4C el 6E 67 75 61 *_ _ Accept-Langua
[+ Flags: ...AP... Ox0OEQ: &7 &5 3A E0 &5 SE ED 75 73 0D OA 55 73 65 72 2D ge: en-us. User-
- WMindow: 64240 Ox0F0: 41 &7 65 6E 74 ZA Z0 4D €F 74 €5 &C &C €1 EF 24  Agent: Mozillasd
- Checksum: 0x3F&F, Good Ox100: ZE 30 zZ0 £8 63 6F 6D 70 61 74 62 62 6C 65 3B Z0 .0 (compatible;
Tieoyonnon o Tenedoonammnenae S Blanlb _lj Ox110: 4D 53 49 45 20 38 ZE 30 3B 20 57 &9 6E &4 6F 77 MSIE 28.0; Window
ll_l K OxlZ0: 72 Z0 4E B4 Z0 35 ZE 21 2B Z0 E4 72 €5 €4 €5 €E s NT E.1; Triden
BuayaneHEI KOHC TRYETOR NSKETOE Ox130: 74 ZF 34 ZE 30 Z% 0D 0OA 41 €3 €3 65 70 74 2D 45 t/74.0) . _Accept-E
Oxl40: &E &3 &F &4 69 SE 67 3ZA E0 67 74 69 70 EC 20 64 neooding: gzip, d

‘ z |- - OxlE0: &8 €& &0 61 74 &5 0D OA 42 €F 73 74 24 Z0 77 77 eflate. Host: wy LI

MeHepaToR NaKETOE

Pasmep nakeTs: £33 E " HenpepelsHO | OTMREENTE I

|
MakeToB B CEKYHAY: |1D j‘ [ |1 ﬂ pasz(a) |

ObpaTtuTe BHMMAHME Ha To, YTo FeHepaTop MaKeTOB He MOXKET U He AO0/KeH ObiTb MCNOAb30BaH ANA
MOCBLIJIKM NAKETOB C YPOBHSA NPUNOXKEHWNN, TO €CTb OH He CNeANT 338 MHKPEeMeHTOM 3HauyeHui SEQ, ACK,
3HAYEHMAMM KOHTPOJ/IbHbIX CYMM, pasmepamu naketos u T. A. Ecam Tpebyetca nepecnatb notok TCP,
cnepyet Bocnonb3oBaTbca  Winsock-npunoxkeHnem. [leHepatop [MakeTtoB npeaHasHayeH AnA
BOCMPOU3BEAEHMUA YKE 3aXBa4YeHHOro TpaduKa, TeCTMPOBAHMA BpaHAMay3poB U cUCTeM OBHApYKeHUs
BTOPIKEHMA, a TaK e ANa Apyrux uenein, rae tpebyerca pydyHasa obpaboTka nakeTos.

[eHepaTop MakeToB NO3BOAAET U3MEHATb COAEepXKMMOoe NakeTa U OAHOBPEMEHHO MOKa3biBaTb ero B
OEeKoAMPOBAHHOM BUAE B N1€BOM OKHe. MOXHO co3zaBaTtb /tobble BMAbI MAKTOB, MOJy4as MOJHbIN
KOHTPO/Ib Hag, ux cogepmmbim. na naketos IP, TCP, UDP n ICMP KOHTpOAbHaA Cymma aBTOMATUYECKU
KOPPEKTUPYETCA MNPM HaXKATUM Ha KHOMKy '“curma'.  [Jna nomowwm B penakTMPOBaHWKM MakeTa
npeaycMOTPEH cneunanbHbli MOAYb - B1U3yasibHbIi KOHCTPYKTOP MaKeToB; ero MOXHO Bbl3BaTb, HAXKaB

Ha COOTBETCTBYIOLLYI KHOMKY.

Bocnonb3yitecb KHOMKOW (C M306pakeHHON Ha Hel CTpenkoi) ANA MOoAyYeHUs CrUCKa AOCTYMHbIX
wabnoHoB naketoB. B nporpamme ectb wabnoHbl TCP, UDP n ICMP nakeToB; WX WMCMNo/ab30BaHWE
334acTylo OKasblBaeTcA yaobHee, yem BBOA, 16-puyHbIX 3HAYEHMI B OKHe pefakTopa. Bo3moxkHo, B
wabnoHax TCP-, UDP- n ICMP-naketoB Bam notpebyetca usmeHntb nons MAC- n IP- agpeca, Homepa
noptoB, SEQ- u ACK-Homepa 1 T. 4. BMecTo BCTpoeHHbIX Wab/I0HOB MOXHO MCNO/b30BaTh COBCTBEHHbIE,
nepemectuB NakeT U3 3aknaaku MakeTtbl B OKHO WabnoHa B FeHepaTope MakeToB. B cnyyae nepeHoca
HECKO/IbKMX MAaKeTOB, TONbKO MepBblli M3 HMX OyAeT Mcnonb3oBaH B KadecTBe lWwabnoHa. B cnucke
daitnos wabnoHoB nossutcAa HoBbi ¢aiin — New Template, KOTOpbIA MOXHO NepeMmeHoBaTb MO
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npaBomy WWeNYKy Mbin, Bbibpae Rename uau yaanutb, Bbibpas Delete. MNocne Bbi6opa wabnoHa, oH
6yAeT 3arpy*KeH B OKHO PefaKkTopa, r4e MOXKHO U3MEHUTb COAEPKMMOE NaKeTa nepeg, ero oTrnpasKo.

Kpome TOro, MOXHO CKonMpoBaTb NpousBosibHble ¢aiknbl NCF B noagupektoputo TEMPLATES.
CommView byaeTt oTobpaxaTtb B cnucke wabnoHos ¢aiin(bl) NCF, obHapyKeHHble B NOoAAMPEKTOPUM
TEMPLATES. Ecnu B daiine NCF 6yaet 6onblie oAHOrO naketa — B KadecTBe WwabnoHa 6yaer
MCNONb30BaH TO/IbKO NepBbIv NAKeT.

HuKe npuBeaeHbl NapameTpbl nepeaadn:

Pasmep nakeTa — 3a4aTtb pa3mep nakera.

MakeToB B CEKYHAY — YCTAHOBMTb YacTOTy Mepefayn MakeToB. byabTe OCTOPOXKHbLI M HE NpeBblwanTe
NPONYCKHY0 cnocobHocTb coeanHenual MonbiTka nepecnatb 5000 pa3 B cekyHAy MakeTbl AAUMHON B
1000 6aiT npeBbIcUT Bo3MOKHOCTU 10Mbit-Horo cetTeBoro agantepa.

HenpepbiBHO — BKAOUYNTb PEXUM HEMPEPLIBHOM Nepeaayn, NoKa He HaXKMéETe OCTaHOBUTD.

Konuuectso pas — 334aTb YMC/I0 OTMPABOK MakeTa B CeTb.

OTtnpaeuTb/OCTaHOBUTb — BO306HOBUTL/OCTaHOBUTL Nepeaady nakeTa.
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Pa6oma c HecKoAbKUMU nakemamu O()HOGpBMBHHO

leHepaTop MAKeTOB MOMKET NnepesaBaTb HECKO/IbKO NaKeToB OA4HOBPEMEHHO. BbibepuTe HyKHble Bam
MaKeTbl M3 CNUCKA M NpaBbiM WENYKOM Mblwn Bbi3oBUTE FeHepaTtop MaKeToB. Kpome TOro, MoOXKHO
npocto nepetawmTts ¢aiin ¢ naketamu (B nobom nogaepxmpaemom dopmaTe) B OKHO FeHepartopa
MaketoB. MNpu paboTe B 3TOM pexRMMeE SEKOAEP M PeSAKTOP NMAaKeTOB OTKAKOYALOTCS.

CoxpaHeHue ompe()aKmupoeaHHblx nakemoe

Ecnm Bbl OTpedaKTUpPOBanAW MaKeT M XOTUTE ero COXPaHWTb, MPOCTO MepeTawumTe MbIlWblO AepeBo
AeKkoziepa Ha pabouunit cton uam B Nobyto nanky. byaet cosaaH HoBbin dainn B popmate NCF ¢ umeHem
PACKET.NCF. Ecnu TpebyeTca penakTMpoBaTb M MOCbIIaTb HECKONbKO MNAKeToB — AenanTte 370 Mo
oyepeam, BbIHOCA Kaxabli NakeT Ha pabounii cTon M 3afaBas emy HOBOE MMA. 3aTeM OTKPOMITE OKHO
Mpocmotpa Log-¢daiinos, BHecMTe B HEro OTPeAaKTMPOBaHHbIE MaKeTbl, BblbepuUTe UX U, yAeprKMBas
Knasuuwy Shift, akTMBU3NPYITE U3 KOHTEKCTHOTO MeHto FeHepaTop MakeTos.

BHUMAHMUE:

1. Tonb3yinTecb reHepaTOPOM MaKeTOB TO/IbKO B TOM C/y4ae, eC/M Bbl TOYHO 3HAETe, KaKoBa BaLla
uenb. lNepegaya MAKeToB B CETb MOMKET MPUBECTU K HenpeacKkasyembliM MOCAeAcTBUAM.
CoBeTyeM Moab30BaTbCS STUM UHCTPYMEHTOM /IMLWb B TOM C/1y4ae, eC/IN Bbl OMbITHbIA CUCTEMBIN
aAMUHUCTPATOP.

2. Ytobbl M3bexaTb 3HAUMTENbHbIX 3a4epXKeK npu nepepade, ybeautecb, YTO KpoOme Ballaro
KOMMblOTEPA B CETU ECTb ELLLEe MO KpaHeN Mepe OAMH.
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Bu3ya/sibHbI KOHCTPYKTOP NIAKETOB

BU3yanbHbI KOHCTPYKTOPa NaKeToB — 3TO MOAY/b, NpeAHa3HauYeHHbI 418 peJakTUPOBaHUA NaKeToBs U
nx reHepaumm B [eHepaTtope naketos. C NOMOLLbIO KOHCTPYKTOPaA Bbl CMOKeTe BbICTPo 1 6e301mnbo4Ho

co34aTb HOBbI NakeT AMbo pPenakTnpoBaTb CYLLI,ECTBVIOLIJ,VIﬁ, ncnonb3ya Nnpum 3ToOm roToBble LWaboHbI.
Mocne co3pgaHna man pefaKTUPOBAHMA MaKeT MOXHO OTMNpPaBuUTb B CeTb C MOMOLWbIO [eHepaTopa
NaKeToBs.

) BM3¥anbHbIH KOHCTPYKTOP NaKeTos — |EI|5|
Makin
Trna nakeTa: IICMP j

Ethernet I1 [00:50:00:68:BB:B6 - 00:50:00:AA:AA:AA]

r[1.1.1.1 - 2.2.2.2]

Wersion Hdr. Length (x4 bykes)

o I

Source Address (IF) Destination &ddress (IF) Total Length Identification

[t.1.1.1 w2222 w [ [z =1 i —

— Differentiated Services

Code Paink
|0 : Default (DE) | T Ech-ECT [~ ECH-cE

— Fragmentation

DF MF Cffset (x3 bytes)
ID  May Fragment j ID ' Last Fragment j ID j
TTL Checksum Prokocol
[12s ST foxess = oot 1ame |
ICMP [Echo Request] -3
Type Code Checksum
| : Echo Request =l T |mrac =
i) Sequence
[7es = |=ms =
ICMP Data [64 bytes] =3
Daka Size
=
s — hd

Ok I OTHMEHA |

Mopgaepskmnsaetca reHepauma naketos TCP, UDP, ICMP (Ha ocHoBe Bepcuit 4 1 6 npotokona IP), a Takxe
naketos ARP. [na co3gaHua naKkeTa BblbepuTe ero BuA, B BbiNagatowem crnincke Tun nakerta. Bce
3HaYeHMA MO YMOJYAHUIO NoNen nakeTa OyayT 3ano/siHEHbl aBTOMAaTMYeCKM, HO MoOryT ObITb
BMOCNEeACTBMN OTPEAAKTUPOBAHDI.

Maketbl ICMP, TCP, UDP u ARP cOCTOAT M3 HECKONbKUX OTAE/IbHbIX CN0eB; MHTepdeinc BusyanbHoro
KOHCTPYKTOpPA MNaKeToB CO34aH Mo TakoMy e npuHumuny. Onuum, umetowme oTHoOWEHWE K 04HO U TOMY
YK€ C/Iol0, PacnonorKeHbl Ha oTaenbHon naHenu. K npumepy, naketr TCP coctout u3s 4 cnoes; nons
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aapecos Source MAC u Destination MAC pacnonoxeHbl B naHenn Ethernet Il (KaHanbHbIN ypoBeEHb);
nona Scr Port n Dst Port HaxoasTca B naHenn TCP (TpaHCNoOpPTHbIMA ypoBeHb). Ecan Bbl XOTUTE CKPbITb
naHe b, HaXXKMUTe KHoNKy CBepHyTb/Pa3BepHyTb, PacrnoNoKeHHY0 B NPaBoi BepxHei YacTu naHenu.

MOMHUTE, YUTO HEKOTOpPbIE 3HaYeHUA B "poanTENbCKOM" YPOBHE MOTYT BAMATb HA TUM NAKeTa B HU3LWKX
YPOBHSAX, MO3TOMY W3MEHEHWA B BEPXHUX YPOBHAX MOTYT MPUBECTM K NepecTpoiike 6osee HU3KMX
YypOBHe# nakeTa. Takum 06pasom, ecam Bbl UISMEHUTE TUMN NPOTOKO/IA B NaHenun Ethernet Il (kaHanbHbIN
YPOBEHb), TO 3TO NPUBEAET K NEepecTpoliKe BCEro NakeTa. YUTUTE TaKKe, UTO 3HAUYEeHUA OA4HUX Nosei U
HU3LWMX YPOBHEW MOTYT 3aBMCETb OT 3HaYeHU Apyrux nonen. Mpumepbl TaKMX NONENA: KOHTPO/IbHbIE
CYMMbl W AAWHbI 3ar0/I0BKOB M/MAM AaHHbIE C HUSLWMX YPOBHEW. BuayasbHbliA KOHCTPYKTOP MaKeTos
BbIYMUCAAET 3TU 3HAYEHWA aBTOMATMYECKU. TeM He MeHee, Bbl MOXeTe CO34aBaTb M HecTaHAapTHble
naketbl. [na 3Ttoro Bbibepute onuuio YCTaHOBUTb CBOM 3HAYE€HUA BMECTO MCNOJIb3yembiX NO
YMOJIYaHUIO 1 BBEAUTE Tpebyemble 3HaUeHus.

3ameyaHue: BM3yasibHbli KOHCTPYKTOP NAaKeToB NOMOraeT Bam OTC/IEXKMBATb KOPPEKTHOCTb CO34aHHOTMO
nakeTa nyTem noACcBEeTKN HEBEPHbIX AW HECTAHAAPTHbIX 3HAYEHWUI KPACHbIM LLBETOM.

HecmoTpsa Ha TO, YTO B KOHCTPYKTOPE MaKeTOB NPeAyCMOTPEHA NOAAEP)KKA TONIbKO A1 NMPOTOKO/0B
TCP, UDP, ICMP n ARP, Bbl MoOXeTe WCNOAb30BaTb €ro ANA penakTUPOBAHMA MAKeTOB ApYyrux
NPOTOKO/10B. B 3TOM Cnyyae cneayeTt MCNOAb30BaATb WeECTHAALATEPUYHBINA pesaKTop.

Mocne co3zaHMA NAKeTa Bbl MOXKETE ero COXPaHWUTb M MOTOM CHOBA 3arpy3uTb B KOHCTPYKTOP. N5 3TOro
NCnosb3yiTe COOTBETCTBYIOWME KOMaHAbl MeHio Paiin. Bbl moxeTe 3arpy3uTb ntoboi painn CommView
¢ nepexsadyeHHbiMK naketamu (NCF); npn 3ToOM NOMHUTE, YTO ecam 3TOT dalin coaepmT 6onee ogHOro

nakeTa, To 6yAeT 3arpyKeH /MLb NepBbli NakKeT.
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Onpepesnenue usrorosureisa NIC

Mepsble 24 6uta MAC-agpeca ceTeBoro ajantepa Nno3Bo/AKT 0AHO3HAYHO OnNpeaenvTb UMA GUPMbI-
nsrotosutens. ITot 24-6uUTHbIN Koa nmeet HasBaHMe OUI (Organizationally Unique Identifier). YTo6bl
onpeaennTb HazBaHWe npoussoauTens, Bbibepute UHCTpymeHTbl => OnpegeneHue usrotosutens NIC,
Beeaute MAC-agpec 1 Haxkmute OnpegenunTsb.

NponssoauTent NIC x|

BBeaMTE HE MEHEE TPEX NepBbix Yucen MAC-agpeca
CeTeBoM KapThl (Hanp., 00:40: 1A):

IEIEI:*HII: 14 OnpeaenyTs

MpowzeoamTens: FUIL ELECTRIC CO., LTD.

Cnuncok ¢ompm Haxogutca B ¢dane MACS.TXT, pacnonoxeHHom B nanke CommView. ®ain mMOXKHO
pefaKTMpPOBaTb BPYUHYIHO.
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3axBaT 110 pacn¥MCaHHUI0

YTUAWTa-NNaHWPOBLLMK NO3BOJMISET 334aBaTb pacnucaHue cbopa nakeToB. ITOM YTUAMTOW yA06HO
nonb3oBaTbCA, Koraa Tpebyetrca HayaTb /AMb60 oOcCTaHOBMTL cbop naketoB 6e3 MOCTOPOHHEro
Hablo4eHUs, Hanpumep, B BbIXOAHbIE MW HOYblo. YTO6LI f06aBUTL HOBOE 3aZaHWe B pacnucaHue
paboTbl, 3aliamTe B UHCTPYMEHTbI => 3axBaT Mo PacnuUCaHUIO, M HAXKMUTE KHOMKY [,06aBuUTb.

x

—I¥ HauaTe zaxear

NaTa: Bpema:
|24.03.2006 R -
ApanTep:

| sMC EZ Card PCI 10 Adapter (SMC1208) #2 - Packet 5ch ¥ |

_p JCTaHoBWTE 3aXBaT

OaTa: Bpema:
|24.03.2006 = |imesear -
QK OTMeHa

B nosne Hauatb 3axBaT yKaxute gaTy v Bpems, korga CommView 401KeH HayaTb NepexsaT nakeTos. B
Bbinagatowem cnmucke AganTtep BbibepuTte Tpebyemblit aganTtep. B none OCTaHOBUTL 3aXBaT yKaxute
MOMEHT OKOHYaHMUs MepexBaTa NaKeToB. 3amno/iHATb 06a noss Hauyatb 3axBaT M OCTAaHOBMUTb 3axBaT
Heob6s3aTeibHO. ECAK Bbl 3aM0AHUTE TO/IbKO MepBOe NoJie, NepexsaTt HayHeTca, U ByaeT NpoaoKaTbCA
[0 MOMEHTa OCTaHOBKM Mo/b30BaTesNieM. ECAM Bbl 3aM0ONHUTE TO/IbKO BTOPOE NoJjie, HayaTb nepexsat
NPUAETCA BPYYHYIO, @ OCTAaHOBKA NPOM30MAET B yKAa3aHHOE BPeEMS.

Echm CommView yXXe HaXoaunca B peXumme 3axBaTa MNaAaKEeTOB K MOMEHTY Ha4ana pa6OTbI no
pacnncaHuio, n 3aI'II'IaHI/IpOBaHHbII7I aganTtep otTain4yaeTca OT UCNOJIb3OBAHHOIO B TOT MOMEHT, CommView

NPUOCTAaHOBUT BbINOJ/IHEHWE TEKYLLErO 3a4aHNA, NEPEKNIOYNUT aJanTep n HAYHET pa60Ty no pacnncaHuto.

BaykHo: CommView BbINo/HAET paboTy NO PacnmMcaHuIo MLLIb B TOM C/ly4ae, C/IM OH 3anyLLeH.
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YaaneHHbii MOHUTOPUHT (Remote Agent)

MNporpamma CommView Remote Agent, ABnAACb BCMOMOraTe/bHbIM MPOAYKTOM, MO3BOAAET
nosibsosatesiam CommView HabnogaTh TpaduK B yaaNEHHbIX ceTax. Heobxogumo yctaHoBUTbL Remote
Agent Ha KOMMbIOTEP B MHTEPECYIOLLEN BAC CETU M 3aTEM MCNOb30BaTb CommView 414 NoaKA0YeHUA
K Remote Agent. MoAKAOUMBLLUMCL W BBEAA NApPOAb AOCTyNa, MOXKHO HauyMHaTb cbop ceTeBoOl
MHbOPMaLMK, KaK ecn Bbl Ball KOMMbIOTEP HEMOCPEACTBEHHO HAaXOAM/ICA B HYXKHOM CeTu.

Ba)kHO: B AaHHOM rnaBe onucbiBaeTca, KakKMm obpasom mcnonb3oBatb CommView ana NoaKAOYeHUA K
Remote Agent u Kak Habaopatb 3a Tpadukom yaaneHHo. MoppobHoe onmMcaHMe YCTAHOBKU U
HaCTPOMKM nporpammbl Remote Agent HaxoAuTCA B AOKYMEHTaLMMK, NOCTaBAAEMOM BMecCTe C Hel.
BHMMaTENbHO O3HAaKOMbTECb C OMUCAHWEM, MNpeXae 4Yem Wcnoab3oBaTb nporpammy. CommView
Remote Agent MOXHO CKayaTb 34€ecChb.

[na BKAOYEHUS perKMma yaaneHHoi Bbibepute B MeHto Paitn => Pexkxum ypaaneHHOro MOHUTOPUHrA.
Mop, ocHOBHOM NaHenblo MHCTPyMeHToB CommView NosBUTCA AONONAHUTENbHOE nose. B okHe aapeca
VKaxkute IP-agpec komnbtoTepa, Ha Kotopom 3anyweH CommView Remote Agent, Ha*Kmute KHOMKY
CoepuHutbea. Ecnn Bbl paboTaeTe yepes bpaHaMaysp UAM NMPOKCU-CepBep, a TaKkKe, ecin B Remote
Agent BblbpaH HeCcTaHAAPTHbIM HOMEP NOPTa, HaXaB KHOMKY J[lONO/NHUTENbHbIE YCTAHOBKU CETH,
YKaKuUTe UCcnosibayemblidi NopT u/unmn 3aganTe napameTpbl npokcu-cepsepa SOCKSS.
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DopMyna:
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| MoToB

YT06bl YCTAHOBUTbL HOBOE COEAMHEHWE, HaxKMUTe Ha KHOMKy HoBoe coepguHeHue YaaneHHOro AreHrta
WY 3arpy3unTe paHee COXpPaHeHHbIM Npoduib, HaxKae Ha 3arpysuTb Nnpoduab yAaNEeHHOro areHTa.

B nosBMBLUEMCA OKHe BBeAWTe Maposb AocTyna K Remote Agent u IP-agpec — 6ygeT ycTaHOBAEHO
coeamnHeHne. 06 aTom ByaeT cBUAETENbCTBOBATL coobuieHne "CBA3b yCcTaHOBAEeHA", a B OKHe Bblbopa
a4anTepoB NoABUTCA CMUCOK MMEIOLLMXCA Ha YAaNEHHOM KOMMbIOTEPE CETEBbIX afanTepos.
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| KaHan roToE, BeibEpUTE 3AENTED M HEMMUTE "HaYaTh 3axBaT"

Tenepb Heob6XOAMMO YCTAHOBUTb  OWABTPAUMIO MaKeToB B  3aknagke MpaBuna.  BaxkHo
CKOHOUrypupoBaTb GMALTPLI Tak, 4Tobbl TpaduKk mexay YaaneHHoim AreHtom um CommView He
NPeBbICMA NPOMYCKHYH CNOCOBHOCTb KaHana, MHaye BO3HUKHYT CYLLECTBEHHbIE 3a4epXKKu. YbeauTecs,
YTO YCTaHOBJ/IEHbI COOTBETCTBYIOLWME GUABTPLI HA MAKeTbl, KOTOpPble He NPeACTaBAAOT UHTepeca. Bbl
TaKXe MOMKeTe CaMoCToATe/IbHO 334aTb MpaBwaa nepexsaTta A4Na AAHHOIO COEAMHEHMA U TEM CaMbiM
060MTU TeKyLLyto HacTpoiky npasun CommView. [ns atoro yctaHosuTe dnar MogMeHUTb TeKyLnii
Habop npaBua, HaxXmuTe KHOMKy Pepaktuposatb ¢opmyny u BBegute HoByto dopmyny B
cooTBeTcTBytloLEee nose. CUHTaKcMC GOPMYN TaKoW e, Kak U B YHMBEPCA/IbHbIX MpaBuiax. 3aBepLuns
HacTpOIiKy, BbIbepuTe aganTep U3 CIMCKa U HaXKMUTe KHOMKy Hauatb 3axeart. [1as 6bicTporo n yaobHoro

ncnonb3oBaHua B byaywem CommView npegiaraet BaM COXPaHUTb HAaCTPOMKM TEKYLLLEro coeanHeHus.
[na 3TOro HaxkmuTe Ha KHonKy CoxpaHUTb npodunb 1 BBeauTe MMma daiina.

‘v CoequHEeHWE C YOANEHHBIM 3areHToM =10 x|
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| 3axBaT AaHHbX C SMC EZ Card PCI 10 Adapter (SMC1208) #2 - Packet £

CommView HauyHET nepexsaT TpaduKa yAanéHHOro KommnbioTepa. [AAa OKOHYaHMA MOHMTOPWHra
HaXMUTE KHOMKY 3aKOHUUTb 3axBaT. MoKHO nnbo Bbib6paTh Apyroi agantep, AM6O OTKAKOUYMTLCA OT
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Remote Agent, Ha)kaB KHOMKy PasopBaTb cBA3b. CHUMWUTE ¢naxkok B MeHio @Paiin => Pexum
YAaNeHHOro MoHUTOpUHra, 1 CommView BEpHETCA B MECTHbIN perKnm paboTbl.

Umente B BUAy, uyto CommView moxeT paboTaTb C HECKONbKMMU YaaneHHbiMM AreHTamu
OfiHOBpPeMeHHO. Bbl MOKeTe OTKpbITb HECKONIbKO YAA/NEHHbIX COeAMHEHUI (KaxKaoe co CBOMMMU
HacCTpoOliKaMM U HabopOM MPaBM/I) M OCYLLECTBAATL NepexBaT TpaduKa C yAaNeHHbIX CErMEHTOB CeTU B
pamkax ogHoro npunoxkeHna CommView.
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Ucnosb3oBaHnue RPCAP

BaxkHO: B gaHHOM rnase onucbiBaeTcA GYHKLMOHANbHOCTb, KOTOPAa MOKET He paboTaTb B COOTBETCTBUM
C OMWCaHMeM B 3aBUMCMMOCTM OT TOrO, KaK OHa peanM3oBaHa B NporpaMmHom obecneyeHun Wau
060pyA0BaHUKN APYrMX NpousBoauTeNen. TeEXHUYECKan NoAAepyKKa MO ONUCbIBaEMbIM HMXKe QYHKLMAM
He OKa3blBaeTcA.

B AONONHEHWE K BO3MOMKHOCTAM yAaneHHOro MOHUTOpUHra, obecnedmsaembim CommView Remote

Agent, CommView Take No3BOJIAET MoAy4aTb TPadMK C yAaseHHbIX XOCTOB Mo npoTtokony RPCAP
(Remote Packet Capture). 9TOT NpOTOKON NOAAEPKUBAETCH HEKOTOPLIMU TUMAMK 060pyA0BaHUA (Hanp.
Toykamu goctyna Aerohive) n nporpammHoro obecneyeHus (Hanp. WinPcap).

ONna BKAIOYEHUS peMMma yaaneHHol paboTbl BbibepuTe B MeHto @Paiin => Peum ypaaneHHoro
MOHUTOPUHrA. o 0CHOBHOM NaHeNblo MHCTPyMeHTOB CommView NoABUTCA AOMNOAHUTENbHAA NaHeNb.
Ha*kmuTe Ha KHonky HoBoe RPCAP-coeanHeHue, YToObl OTKPbITb OKHO HOBOIO COEANHEHUS.

[na coeguHeHWs C ydaseHHbIM YCTPOMCTBOM BBeauTe ero Xoct unu IP-agpec, ykaxute nopt (no
ymonyaHmto RPCAP mcnonbsyet nopt 2002), noctaBbTe ¢aar ABTopu3auma nonb3oBaTens u BeeauTe
MMsA NOIb30BaTeNA 1M NApPOJb, €C/IN 3TO TpebyeTcs, U nocTasbTe ¢nar Pexum promiscuous, eciv XoTuTe
OCYLLECTBAATbD MOHWUTOPUHF B 3TOM pexume. HaxkmuTe KHonKy CoeaMHUTbCA [  YCTAHOBKM
coeauHeHua. MNocne yCTaHOBKM COEAUHEHUA Bbl YBUAUTE CMMCOK AOCTYMHbIX CETEBbIX MHTEpPdEicoB B
BbiMagatowem cnmcke Agantep. Boibepute nHtepdeic n Haxkmmte KHonKy HauaTtb 3axBar.
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Coop TpaduKa Ha JIOTUYECKOM ajanTtepe o6paTHOH cBsa3U (loopback)

CommView no3BoAsAeT OCyLLEeCTBAATb nepexsaTt Tpadpuka ¢ uHTepdeica obpaTHOM cBA3U. B AaHHOM
cnydyae obmMeH MaKkeToB C ceTbio mpoucxoauT 6e3 ydactma cetesoro agantepa. [lOMOAHUTENbHbIN
agantep "Loopback" 6yget nokasaH B BbiNaaatowem Crincke aganTepos.

MakeTbl B nornyeckom agantepe obpaTHOM CBA3M NOCLINAKOTCA M MPUHUMAKOTCA BHYTPU AAHHOTO
KOMMbOTEpa, TO ecTb aapecytoTca camm cebe. OBbIMHO NOKaNbHOro TpaduKa NPaAKTUUECKU HET, OAHAKO,
OH LUMPOKO UCMONb3yeTcs pa3paboTunkamm cetesoro MO gas OTAaAKM CETEBLIX NPUAOKEHUN. [JaHHas
¢yHKLUMA B CommView co3aaHa MMeHHO Ana paspaboTumkos cetesoro MO.

C60p Tpacbm(a Ha NOorM4eCKom aganrtepe Hh4yem He OT/IMYaeTCA OT peasibHOro, 3a UCKAKYeHnem Toro
d)aKTa, YTO 014 NAKETOB HE BbIYUCNAKOTCA KOHTPOJIbHble CYMMbl. OﬁpaTMTe BHMMaHUWE Ha cnepgyroume
ocobeHHoCTH AaHHOTO peXnma p860TbII

e CommView cobupaeT naKkeTbl CO BCex ANOKanbHbiXx |P-agpecos. Cioga OTHOCATCA agpeca
127.0.0.1/255.0.0.0, HO MHOrAa MOKeT nonagatb M NOKaNbHbIM aApec ceTeBoro aganTtepa,
Hanpumep, 192.168.0.1.

e [lepexBaTbiBatloTCs NakeTbl Bcex npoToKosos (TCP, UDP u T. 4.), 3a uckntoueHnem ICMP.

e 3axBaTblBAlOTCA TO/IbKO YCMELWHO MOCAaHHble/MPUHATbIE NaKeTbl. Hanpumep, Bbl He yBuAauTe
naketos SYN/RST, eciv coeAHEHUE HE COCTOAIOCH M3-3a TOrO, YTO MOPT-NO/y4YaTe b 3aKPbIT.

e Ceccuu 3aBepluatoTca 6e3 yBegomaeHus; naketbl FIN He nepexBaTtbiBatoTcA.

PaboTa c nporpammoii | CommView



UHdopmanusa o noprax

Ha atoli ctpanuue (Bug => WUHbopmauma o noprtax) nokasaHa Tabavua HOMEpPOB MOPTOB MU
COOTBETCTBYIOLME MM MMeHa cepBMcoB. ITa MHPopmauuma bepetca m3 ¢anna SERVICES, KoTopbii
yctaHosnieH Windows. ®aiin SERVICE pacnonaraerca B anpektopun \system32\drivers\etc. Eciv Bbi
X0TuTe A06aBUTbL NOPTbI/MMEHa CEPBMUCOB, TO MOKETE pPeAaKTUpPoBaTh 3TOT dain BpydHyto. CommView
3arpy»aert 31oT paitn npu 3anycKke, Tak YTO BaWM U3MeHeHUs ByayT BUAHbI AMWb NOcne nepesanycka
nporpammeil.
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YcraHoBKa onuun
B meHI0 HacTpoiiKa => YCTaHOBKM Bbl MOXETe HaCTPOUTb HEKOTOPbIE ONLUUM NPOrPaMmMbl.
OcHoB8HblIe

ABTOBHI‘IVCK 3axBaTa — YCTaHOBUTE 3TOT d)na»(or(, ecnn Bbl XotuTe ytobbl CommView Hauan nepexsar
NnakeToB HenocpeaCcTBEHHO nOCae 3anycka nporpammbl. Ecanm B cucteme HECKONbKO yCTpOVICTB,
BblﬁepMTe M3 BbiNadarowero cn1ncka T1o yCTpOﬁCTBO, KOTOpoe 6y,u,eT NpnY 3TOM UCNON1Ib30BATbCA.

OTkAounTb pacnosHaBsaHue DNS — yctaHoBUTe 3TOT dnar, ecam Bbl He xoTuTe, 4To6bl CommView
aenan obpatHbii DNS nowuck IP-agpecoB. Ecnv gnaxkoK ycTaHoBneH, TO KosioHKa Mma xocTa
3aknaaku MocnepgHue IP-coeguHeHua 6yaeTt NycTon.

Mpeobpa3oBbiBaTb HOMEpPa NOPTOB B UMEHa CAYXK6 — ycTaHOBMTE 3TOT daiar, ec/in Bbl XOTUTE,
yT0bbl CommView oTobpakan Ha3BaHWA CEPBMCOB BMECTO HOMEpPOB MOpTOB. Hanpumep, ecnm
3TOT AaXKoK ycTaHOBAEH, NopT 21 noKasbiBaeTcAa Kak ftp, a nopt 23 Kak telnet. MNporpamma
npeobpasyer u4ucC/leHHble 3HA4YeHWs B Ha3BaHWA cepBucoB, ucnonb3ya ¢ain SERVICES,
WMHCTaN/IMPOBAHHbIM CUCTEMOIA. daiin SERVICES HaxoamTcA B KaTanore
\Winnt\system32\drivers\etc. Bbl moeTe BpyyHylO pefaKkTMpoBaTb 3TOT ¢aif, ecnnm XxotuTe
[06aBUTb Apyrue Ha3BaHMA NOPTOB/CePBUCOB.

Mpeo6pasosbiBaTb MAC-agpeca B nceBgoHUMbI — 3ameHATb MAC-aapeca NakeToB B 3aKnajke
Maketbl. Co3aaBaTb a/1Mackl MOXKHO KOMaHAoM meHio Hactpoiika => MAC-nceBAOHMMbI.

Mpeo6pasoBbiBaTb IP-agpeca B nNceBAOHMMbI— 3aMeHATb |P-azipeca nakeToB B 3aK/lagKax
Maketbl 1 Cratuctuka. Co3gaBaTb a/ivacbl MOMKHO KOMaHZoW MeHo Hacrpoika => IP-
nceBgOHUMDI.

Mpeo6pasoBbiBaTtb IP-agpeca B umeHa XocToB B 3aKnagKe "Makertbl" — yctaHoBuTe 3TOT dnar,
€C/I Bbl XOTUTE, YTobbl CommView 0TObparkas MMeHa XOCTOB BMecTo Mx IP-agpecoB B 3aKknagke
MakeTbl. Ecaun sTOT dnar yctaHosneH, CommView cHavana nonpobyeT HalTU anrac gaa A4aHHOTo
agpeca. Ecnm anmaca Hetr, uanm He yctaHoBneH ¢nar [lMpeobpasoBbiBaTth IP-agpeca B
ncesaoHUMbl, CommView 3anpocuT BHYTPeHHMI Ko DNS. Ecnn nma xocta He byaeTt HangeHo,
IP-appec bynet oTo6parkéH B BUAE YUCAEHHOTO 3HAYEHWUA.

Mcnonb3oBaTb nNon-promiscuous pexum — no ymonayaHuto, CommView nepeBoguT ceTeBoM
apganTep B "6becnopadoudHblii" pexum (promiscuous mode), cocTosiHME, B KOTOPOM CETeBOW
afantep OOHapy)KMBaeT B CeTM BCe MAKeTbl BHE 3aBMCMMOCTM OT MX KOHEYHOro agpeca.
YcTaHOBKa 3Toro ¢iara nepeBoamuT CETEBOW adantep B HOPMajbHbIM pexum GuabTpaumm
nakeToB. Bocnonb3yntecb UM B C/ly4ae, eCuN MOJIMTUKA CETEBOM He30MacHOCTUN Balleil KoMnaHuu
He paspelsaeT TOTasibHbli MOHUTOPUHI. TaKKe WCNOoJ/Ib3yiUTe 3TOT PEMM, €C/IM Bbl XOTUTE
CHW3WUTb Harpysky Ha NpPOLLeccop Npv MOHUTOPWUHIE NWLWb COBCTBEHHbIX BXOAALMX/UCXOAALLMX

NaKeToB, NTHOPUPYA NPUN 3TOM BCE TPAH3UTHDbIE.
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M3Bewatb 06 M3MEHEeHUM CMUCKA afanTepoB — yCTaHOBMTE 3TOT ¢Jiar, eCAn Bbl XOTUTE, YTO6bI
CommView nokasbiBa/ BCM/biBalowee COOBLIEHNE MPU U3MEHEHMM UYMCNA AKTUBHbIX CETEBbIX
afanTepos.

MokasbiBaTb NOJIHBIA NYTb NPOLLECCOB — YycCTaHOBMTE 3TOT aar, ecan Tpebyerca nokasaTb
MOMHbLIA MNyTb K MPOLECCY, KOTOPbIA OTCbinaet/npuHMmaeT nakeTbl (Bknaaka MocnegHue IP-
COeAVHEHUA W [epeBO [EeKOAMPOBAHHbIX MaKeToB BO BKAagke Maketbl. Hanpumep,
"C:\Files\Program.exe" - nonHbI NyTb, a "Program.exe" - KOPOTKUNA).

MokKasbiBaTb ynpoLieHHble UMeHa afanTepoB— YCTaHOBUTE 3TOT diar, ecim TpebyeTca NoKasaTb
Ha3BaHMA afanTepoB B BbiMNaZatoLLEM CMMCKE TaKMM e 06pa3om, Kak OHM nokasaHbl B Windows
Network Connections.

MokasbiBaTb CeTKY — NOoKa3aTb IMHUN CETKU BO BCeEX CMUCKaX MaKeToB.

Hcnoav3oeaHue namsamu

XpaHeHue AaHHbIX

MaKcumanbHoe KONM4YecTBO NaKToB B 6ydepe — ycTaHaBAMBAET MAKCMMasIbHOE KOJIMYECTBO
MaKeToB, COXPAHAEMbIX B MaMATM M KOTOPOE MOXKHO OTOb6pasuTb B CMMUCKe MNaKkeToB (BTOopas
3aKfiagKa). Hanpumep, ecnn Bbl yCTaHaBnMBaeTe 3TO 3Ha4YeHMe paBHbiM 3000, ToNbKO nociegHue
3000 nakeToB 6yayT XpaHUTLCA B MaMATU M CMMCKe MaKeToB. Yem Bbille 3TO 3HaYeHue, Tem
6osblue pecypcoB noTpebnsetcs nporpammoint. Ecam Bbl XOoTUTE MMeTb AocTyn K 6onblemy
KONMYeCTBY NAaKETOB, PEKOMEHAYEM BOCNONAb30BaTbCA QYHKLUMEN aBTOMATUYECKOTO COXPAaHEHUA -
3TO NO3BO/IUT COXPaHUTL B daine Bce nakeTbl. [oapobHOCTM B rnase Benerue Log-daisios.

MaKcumanbHoe Konnvectso CTPOK B TeKyLWux IP-coeguHeHUAX - YCTaHaBJ/IMBAET KOJZINYECTBO
CTPOK B 3aK/siagkKe Cratuctuka. Korga Koanyecrso COEAVIHeHVIf/‘I npesbillaeT YKaBaHHbIﬁ npeagen,
CaMble CTapble U3 HEAKTUBHbIX COEAMHEHMVI YAaNnArTCA U3 CNNCKa.

bydep ppaiiBepa - ycTaHaBnvMBaeT pasmep Oydepa ApariBepa. ITa YCTaHOBKA BAWAET Ha
NPOM3BOAUTENbHOCTb MPOrPammbl: Yem 60/blle NamMATM BblAeNeHO, TEM MeHblle nporpamma TepaeT
nakeToB. MMpu HMU3KOM TpaduKe NoKanbHOMN ceTh uaun dial-up coegmuHeHnn pasmep bydepa HEKPUTUYEH.
MpY BbICOKOM ypOBHe TpaduKa B JIOKA/NbHOM CETU, MOXKET NOHAZ0bUTLCA yBENMYUTL pasmep bydepa,
€C/Nu1 Nporpamma HauMHaeT NPonycKaTb NakeTbl.
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Texkyuwue IP-coeduHeHus

Tun otobpaxkeHua — onuma No3BoaseT BblbpaTb cnocob oTobparkeHua nocaeaHux coeguHeHun. B
BbiMaJatowwem cnvcke byaeT NokasaHo onucaHue BbibpaHHOro cnocoba oTobpaxkeHus. B 6onbluMHCTBE
C/ly4aeB PEKOMEHAYETCA N0JIb30BaTbCA PEKMMOM Smart.

3apaHue noKanbHbIX IP-agpecoB — 3710 TpebyeTca caenaTb, ecnm Habawogaemblii LAN-Tpaduk coaepRut
MHOKECTBO TPaH3UTHbIX MAaKeTOB, U B OOMeHe y4acTBYIOT KaK BHeLHME, Tak U BHyTpeHHUe IP-agpeca. B
atom cnyyae CommView He MOXKeT onpeaenvTb, Kakue IP-agpeca cnegyeT cuMTaTb JIOKAAbHbIMU, U
MOXeT HeBEPHO pacnpesesiTb UX MO KOJIOHKAM JIOKaJibHbIX W yaanéHHbix IP-agpecos. B aTom OKHe
MOYHO SIBHO 33JaTb JIOKa/ibHble CeTeBble afpeca WU MACKM MOACETH, 4YTODObl B OKHE CTATUCTUKM
copepKanacb fAoctoBepHaa WHdopmauma. Bce BblweonucaHHoe 6yaeTr paboTaTb TOAbKO npwu
BK/IIOYEHHOM peXKMME 0TObparkeHns Smart.

Do6asnatb undpposoit PID K MmeHM npouecca — yCTaHOBUTE 3Ty METKY, ec/iv TpebyeTca NoKasbiBaTb
YMCNEHHbIE MAEHTUPUKATOPLI MPOLLECCOB NOC/E UX Ha3BaHMA B KOIOHKe MNpoueccol.

lleema

LiBeTa nakeToB — yCTaHAB/NMBAET LBET OTOOpaXKeHWs MakeToB B 3aKnagKke MaKeTbl B 3aBUCMMOCTU OT
HanpaeneHus (BXOAALWMMN, UCXOAAWMN, TPAH3UTHBIN). YTOBbI M3MEHUTbL LBET, Bbibepute HanpasaeHue
MakeTa M3 CMUCKA M HAXKMUTE Ha NMPAMOYTOJIbHUK C HYKHbIM LLBETOM.

PacuBeTKa 3aro/I0BKOB NakeTta — yCTaHOBMUTe 3TOT daar, ecnm xotute, ytobbl CommView 3aaaBan LBeTa
coaepXnmMomy naketos. Ecam ¢nar ycraHoBsneH, nporpamma otobparkaeT nepsble 8 ypoBHEN nakerta,
MCNo/b3yA pas/iMyHble uBeTa. YTo6bl M3MEHMTb LUBET, BblbepuTe TMM 3aro/ioBKa, A8 KOTOPOro Bbl
XOTUTE MU3MEHMUTb LIBET U HAXXMUTE Ha NPAMOYTOIbHUK C HY}KHbIM LIBETOM.

MNopceeTKka cuHTaKcuca Gpopmyn — 3a4aET LBETa OTOBPANKEHUA KAIOUYEBbIX CNOB B GOPMYNaxX COCTaBHbIX
npasu.

LiBeT BblaeNeHHOM YacTM NaKeTa — 334a€T LBeTa 0TobpaXKeHns nocnenoBaTelbHOCTU 63T, BbIBpaHHbIX
B AepeBse AeKoampoBaHua. Hanpumep, ecan BbibpaTh y3en "TCP" B AeKodepe, COOTBETCTBYIOLLAA YaCTb
nakeTta byaeT Bblae/ieHa AaHHbIM LBETOM.

Jekodep

MonHocTbO pa3sBopaumBaTb BCe y3/ibl B OKHe AeKoaepa — YCTaHOBUTE 3TOT cbnar, eC/ln Bbl XOTUTE,
yTOObI npu Bbl60pe NaKEeTa BCE y3/ibl B OKHE AeKoAepa aBTOMaTU4eCKM pa3BopayvmBainco.

Pa3BopaunBatb nocnepHue ysabl — YCTAaHOBWUTE 3TOT ¢Jiar U yKaxKkUTe KONMYECTBO Y3/10B, €CAN Bbl
XOTUTe, 4Tobbl NpW BbIBOpPE HOBOrO MaKeTa M3 CMMCKA aBTOMATMYECKM PacKpbIBAaNCL NOCAeaHME Y3/bl
OKHa [AeKoAMPOBaHWA, B COOTBETCTBME C YCTAHOBJAEHHbIM BamMu 3HayeHnem. [lo yMOAYaHUIO
pacKpbiBaeTcA NepBsblii y3ea OKHa AeKkoamposaHusa. Ecnu yctaHosneH ¢nar MonHOCTbIO pa3BopayunBaThb
BCe y3/1bl B OKHe AeKoAepa, TO 3Ta ONuMA HE UMEET 3HaUYEeHUS.
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YpoBeHb pa3BepTbiBaHUA — YCTAaHOBUTE YMC/O Pa3BOPAYMBAEMBIX YPOBHEN. ITOT NapameTp yKasbiBaeT
"rnybuny" pasBepTbiBaHMA Y3/10B AepeBa.

DexkogupoBatb [0 nepBoro ypoBHA B ASCll-akcnopte — 3ToT dnar ycraHaBauBaeT ¢opmar,
MCNONb3yeMblit NpW 3KcnopTe nor-¢ana uan OTAeNbHOTO MNakeTa B BuAe TekcToBoro daina ¢
AekogupoBaHuem. Ecnuv dnar yctaHOB/IEH, SKCMOPTUPYIOTCA TOIbKO Y3/1bl BEPXHEro ypoBHSA. Hanpumep,
npu cHatom ¢nare, skcnopt TCP/IP-naketa npousonagr ¢ 3anucbio BCex y3nos "Tun cepsuca'. Mpu
YCTaHOBMIEHHOM ¢nare 3TV y3/bl HE 3KCNOPTUPYHOTCA. TakMM 06pasom, MOXKHO MNoy4aTb MeHee
AeTanbHble, HO 6bosiee KOMNaKTHble palibl.

MrHopupoBaTb HeBepHble KOHTPOJibHble CyMMbl NPU PeKOHCTpYKuum TCP-ceccuit — 3Ta onuwma
BO3JeicTBYeT Ha To, Kak CommView BocnpuHumaer nospexkaéHHble TCP/IP-nakeTbl npw
peKoHCcTpyKuun TCP-ceccun. Mo yMmoN4aHUIO 3Ta ONuUMA BKAKOYEHA, U NAKETbl CO CHOMHON KOHTPONLHOM
CYMMOM He OTOpacbiBaloTCA MPU PEKOHCTPYKUMU. Ecam onumio BbIKAOYWUTbL, MakeTbl co CHOMHOW
KOHTPONbHOM cymmoi 6yayT OTOpoleHbl M He nonmagyT B OKHO PEKOHCTPYKUMU. BHUMaHUIO
nosib3oBaTesieli ceTeBbix aganTepoB  Gigabit: Bce Baww ucxogAwme naketbl ByayT copeprKaTtb
HenpPaBWU/IbHYIO KOHTPOJIbHYIO CYMMYy, €C/IM Ha aganTtepe npucyTtcteyeT ceoiictBo "checksum offload”
(annapaTHbI  noacyéT). EcnmM  Bbl  BbIKAOYMTE 3Ty ONUMIO, Bbl YBUAMTE TOJIbKO MOJIOBUHY
pPeKoHCTpyMpoBaHHoM TCP-ceccumn. To e camoe OTHOCUTCA M K PEKOHCTPYKUMKM NoKanbHbix (loopback)
CECCUIA, TaK KaK 3TN NaKeTbl COAepKaT HYNEBYIO KOHTPO/IbHYHO CYMMY.

BknoyaTb HOMepa NakeToB Npu PeKOHCTpyKuun TCP-ceccuii — yctaHoBuTe 3TOT dnar, ecnm Tpebyetcs,
yTOObI dparmeHTam OaHHbIX B OKHE PeKOHCTpyKumu TCP-ceccuit npealwecTBoBasM HOMepa NAKETOB,
COOTBETCTBYIOLME 3TUM PparmeHTam.

McKaTb Hauano ceccum Npu PeKoHCTPyKuumn TCP-ceccuii — eciv AaHHbIN daar ycTaHOBEH, Nporpamma
nonbiTaeTcA HalTWU Hayano BoccTaHaBaMBaemon TCP-ceccum. Ecam dnar He ycTaHOB/EH, TO ceccus byaeT
BOCCO3/aHa TOJ/IbKO C BbIBPaHHOTO NaKeTa, T.e. Bce NpeALecTBytoLmMe NakeTbl 6yaAyT MPOUMTHOPUPOBaAHDI.

[ekomnpeccupoBaTtb AaHHble B popmate GZIP - yctaHoBUTe 3TOT daiar, ecan TpebyeTcs pacnakosblBaTb
GZIP-copepxummoe HTTP-TpadmKa u BbIBOAUTb €ro B Yntaemom Buae. Pacnakoska GZIP npoucxogur,
TONIbKO €C/IN B OKHE PEKOHCTPYKLMK BblbBpaH pexxkmnm npocmotpa "ASCII".

PeKoHcTpyupoBatb u3obpa)keHua — ycTaHoBuTe 3TOT dnar, ecanm Tpebyetca, ytobbl CommView
KOHBEPTMPOBaN [ABOWUYHble JaHHble HTTP-noToKoB, npeacTaBastowme u30b6paxKeHUs, B camu
nsobparkeHma B dopmartax JPG, BMP, PNG, n GIF B okHe peKOHCTpyKuMKn. KapTUHKKM oTobparkatoTcs,
TOJIbKO €C/1M B OKHE PEKOHCTPYKLUMMU BbibpaH pexmm npocmoTtpa "HTML". KapTUHKK He nokasbiBaloTcA B
PEKOHCTpyMpyembix cTpaHuuax HTML, Tak Kak OHM nepeaaroTcAa cepBepom B He3aBUCUMMbIX HTTP-
ceccusx.

Ucnonb3zosatb HoTauuio IPv4 B okoHYaHuAX IPv6-agpecoB — ecnu ¢nar He ycTaHoBAeH, To IPvb-agpeca
6yayT NoKasbiBaTbCA TONIbKO B LecTHaguatepuyHom dopmate, Hanpumep, fe80::02c0:26ff:fe2d:edbs.
Ecnn ¢nar yctaHosneH, To nocnegHue 4 6aiTta B IPv6-agpece oTOOpaxKaklTcs C UCNOJIb30BaHMEM
HoTauuu IPv4, c Toukamu: fe80::02¢0:26ff:254.45.237.181.

m PaboTa c nporpammoii | CommView



MNepecobupatb ¢parmeHTUpOBaHHble IP-nakeTbl — ycTaHoBUTE 3TOT aar, ecanm Bbl XOTUTE, YTOObI
nporpamma nepecobpana ¢parmeHTUpoBaHHble IP-nakeTbl. Mo ymonyaHuioo, ¢pparmeHTUpPOBaHHbIe |P-
nakeTbl OTOBpakaloTca B UX MUCXOAHOM BMAE, KaK OHW 6blAM MmoaydeHbl. ECAnM 3Ta onuma BK/AOYEHa,
nporpamma b6yZeT MCNoONb30BaTb BHYTPEHHUI Oydep Ans XxpaHeHWUA ¢pParmeHTOB WM MOMbITaeTcA
"ckneunTb" nx. OTobparkaTbca 6yAYT TONbKO pe3ybTaTbl yCNewHon cOopKu.

MbiTatbcA cooTHecTn BxoaAwme UDP-nakeTbl € Npoueccom — MOCKO/IbKY Npupoga oTobparkeHus
BXOAALLMX MAKETOB Ha MPOLLecc-COBCTBEHHUK HOCUT BEPOATHOCTHbLIA XapakTep, TO, MO YMOAYaHUIO,
cucTeMa oTobparkeHMa NporpaMmmbl He ByaeT nbiTaTbCA AenaTb 3TOro.

JNloruka n3o6pa*keHns No ymonuyaHuio - BbibepuTe pexkum oTobpakeHMA M3 BbINALAOWEro CrmcKa.
3TOT pexum byaeT yCcTaHOB/EH Kak "peMm no ymondaHuw" ana ¢eyHKumMm BocctaHosieHusa TCP-
ceccuit. BoamoxKHble 3HaueHusa - ASCII, HEX, HTML, EBCDIC.

VoIP

3ameyaHue: moayab aHanm3a VolP goctyneH Tonbko obnagatenam amueHsmm VolP nnm nonb3osatensam,
paboTatolwmMm c 03HAaKOMUTENbHOW BEpPCUEl € BbIBpaHHOM Npu ycTaHoBKe onuumel VolP.

OTKAOuUNTb aHanu3 VolP-gaHHbIX — OTK/IOUYMTb NepexsaT M aHanns aaHHbIX VolP. BbibepuTe 3Ty onuuio,
€C/11 Bbl He N1aHupyeTte paboTaTb ¢ VoIP 1 xoTUTe MUMHMMK3MPOBATL NOTPebeHMe pecypcos
KOMNblOTEPA.

MakcumanbHoe KOM-BO 3anuceii B CNUCKe — OrPaHNYmnTb KOJIMYECTBO OTObpaKaembix U
obpabaTbiBaemblx cobbiTiA VOIP. Koraa Konn4yecTso 3anucei NpeBbICUT YKa3aHHbIM AMMUT, 6onee
CTapble 3anucK byayT yaaneHbl U3 CnucKa.

UrHopupoBaTb NOTOKKU 6e3 ceccum — ecan ONuMA akTMBHA, TO aHanusatop VolP 6yaeT urHopupoBsaTb
nepexsayeHHble NoTokM RTP, y KoTopbix He 6yaeT "poautenbckoi” ceccuu. MNMoTtokn RTP 6e3 ceccum
06bIYHO BO3HMKAIOT B TOM C/y4yae, eC/iM NMepexBaT MaKeToB Obla BK/AKOYEH y:Ke B MpoLecce 3BOHKQ,
CUTHANU3MPYIOWMIA NPOTOKO HEM3BECTEH MpPUAOKeHMUIo (T.e. 3To He SIP n He H.323) nan nepegava
6blna Npov3BeaeHa HecTaHAAPTHbIM 06pa3om (B 3awWMdPOBAHHOM BUAE UM KaK YacTb APYroin ceccum).
Takve NOTOKM MOMKHO aHa/M3MpoBaTb, @ WMHOTAA [JaXke BOCMPOM3BOAMTL. 3a bosee nogpobHOM

nHbopmaumnen o npourpbiBaHUM 3BOHKOB VOIP obpatuTech K rnaBe BocnpousseneHve 3BoHKA. Ecaum

NOTOKM 6e3 ceccMm Bam He MHTEPECHbI, U Bbl XOTUTE COKOHOMMUTbL PECYPCbI KOMMbIOTEPA — OTKAKOUUTE 3TY
onuumio. MomHUTe, YTO ecn NOTOKM 6e3 ceccum He UrHopuUpytoTcsa, aHanusatop VolP moxeT ownboyHo
NPUHATbL AaHHble, NnepeaaHHble No npoTtokony UDP 3a notokn RTP. B uenom 3to He siBasieTca owmnbKon,
NMOCKONbKY NaKeTbl RTP He MMmeloT eANHOM CTaH4APTHOW CTPYKTYPbI, TaK YTO JI0XKHble cpabaTbiBaHMA B
DAHHOM cnyyae — HOPManbHoeE ABNEHME.

T'eosnokayus

Feonokauma — ato onpegeneHue cTpaHbl No IP-agpecy. Ecam onuuya skatodeHa, CommView nssneyer 13
BHYTpeHHei 6a3bl AaHHbIX MHGOPMALMIO O TOM, K KaKOW cTpaHe npuHaanexut IP-agpec. Pagom c
Kaxkgbim IP-agpecom Bbl MorKeTe NokasbiBaTb ISO-Koa cTpaHbl, HazBaHue ctpaHbl nav daar cTpaHbl. Bbl
TaK¥Ke MOXKeTe OTKUYUTb reosiokaumto. Ons HekoTopbix IP-agpecoB (Hanpumep, 3ape3epBUPOBaAHHbIX
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Buaa 192.168.*.* uam 10.*.*.*) unpopmauma o cTpaHe npeaocraBneHa He byaer. B aTom ciyyae ums
CTpaHbl NMOKa3aHo He ByAeT, a eciu Bbl ycTaHOBUAM onumio MoKasbiBaTb ¢aar cTpaHbl, byaeT NoKasaH
dnar co 3Hakom Bonpoca.

MoCKONbKY MecToHaxoXxaeHue |IP-agpecoB MOCTOSHHO MEHSIeTCA, BaXKHO, YTobbl y Bac Bcerga 6bina
nocneaHasa sepcns CommView. ObHoBneHMs 6a3bl AaHHbIX BKAOYAOTCA B Kaxayto cbopky CommView.
MocneaHsa Bepcun 6a3bl 4aHHbIX UMEET TOYHOCTb NopsiaKka 98%. bes o6HOBAEHMI NOKa3aTelb TOYHOCTH
nagaet npumepHo Ha 15% Kaxgbli rog,

Pa3Hoe

Y6upaTb KHONKY NporpamMmmbl C NaHeau 33434 NpU CBOPauYMBaAHUU - YCTAaHOBUTE 3TOT dAaar, eciv He
XOTWUTE BUAETb KHOMKY Nporpammbl B naHene 3agay Windows, Korga bl muHUmmM3npyete CommView.
Ecan 3TOT dnar ycTaHOBAEH, WCMO/b3yiTEe 3HAYOK MPOrpaMmbl B MaHesne yBeAOM/EHUA AOAA
BOCCTaHOBJ/IEHWA NOC/Ie MMHUMM3ALNN.

PaspelwmTb 3anyck HECKO/NIbKUX KOMWUIA Nporpammbl - YCTaHOBUTE 3TOT dAar, eCM HYXKHO 3anyckaTtb
HECKOJIbKO KOMWiA MporpaMmmsl 11 HabA4eHMA 3a HECKONbKMMM afanTepamm 0gHOBPEMEHHO.

Cl'lpaLLIVIBaTb noarsepxXgeHue npu Bbixoge M3 nporpammbl — YCTaHOBUTE 3TOT cbnar, ecanm Xoturte,
yTOObI nporpamma sanpaiwnBana noarsepxgeHne npum sbixoge.

ABTOMaTMUECKaA MPOKPYTKA OKHA AaHHbIX MaKeTa - ecau 3ToT ¢sar ycTaHOBAEH, Nporpamma
aBTOMATUYECKM MPOKPYYMBAET TEKCT B OKHE AaHHbIX MAKETOB (€C/IM TO/IbKO TEKCT He NoMeLLaeTcsa B
OKHe). JTO No/e3HO, KOorga Bbl XOTUTE BMAETb CoAepKuMmoe 60AblIOro nakera 6e3 pydyHoro
NPOKPYy4YMBaHMA OKHa.

ABTOMaTMUECKanA NPOKPYTKAa CNMUCKA NAKeTOB A0 MOCAeAHEro nakera - eciu 3TOT ¢ar YCTaHOB/EH,
nporpamMmma aBTOMaTMYECKM COPTMPYET HOBble 3anUcKU B 3akaagke IP-CTaTUCTMKA B COOTBETCTBUM C
3aZaHHbIMM MPABUIAMMN COPTUPOBKM (Hanpumep, B BO3pAcTatoWwemM nopsagre yaanéHHoix IP-agpecos).

ABTOCOPTUPOBKa 3anuceii B TeKywux IP-coeguHeHUAX - ecan 3TOT daar yCTaHOB/EH, NPOrpamma
aBTOMAaTUYECKM MPOKPYUMBAET MAKeTbl B CNMCKE 3aKNagKku MaKeTbl BHU3, A0 NOCAELHEro NPUHATOrO.

KoHTponb 3arpysku CPU — ecniv dnar ycTaHOB/EH, NpOrpaMma NbiTaeTcs CHU3UTb 3arpysKy npoleccopa
npu obpaboTke TAXKENOro Tpaduka. ITO AOCTUraeTCA MOHUMKEHMEM YAcTOTbl OBHOBNEHMI 3KpaHa
BblBeAeHMEeM Ha Hero MeHbluero o6béma nHpopmaumm.

3anyck nporpammbl npu crapte Windows - ecam 3ToT ¢aar yctaHOBAEH, NPOrpamma aBTOMATUYECKK
3anyckaeTca npu 3arpy3ke Windows. Mpwu paboTte nog cuctemamu Windows Vista u ctaplue, ycTaHOBKA
atoro ¢nara He byaeT umetb 3ddeKkta, ecnm B cucteme BrkawuveH User Account Control (UAC). 310
orpaHuyeHne Windows Vista n 6onee HoBbix Bepcuit Windows, KoTopoe npenaTcTBYET 3amnycKy
NPUNOXEHNN C MOBbIWEHHbIMKM NpaBamu npu 3arpyske OC. Ecan onuma 3anycka NPUAOXKEHUA Npu
ctapTte Windows ana Bac Ba*kHa, oTkatounte UAC.
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3anyck B CBEPHYTOM COCTOAHMM - eciM 3TOT daar YyCTaHOBAEH, Mporpamma 3anycKaercs
MWHVMMW3MPOBAHHOM, U T1aBHOE OKHO He OTObpaKkaeTcs, MOKa Bbl HE Ha)KMETe Ha 3HAYOK B NaHesne
yBeAOMIEHNA UK B NaHene 3a4au.

BK/IIOYMTb aBTOMATHUYECKYIO NPOBepPKy 06HOBAEHUI — TpebyeTcs 3a4aTb MHTEPBA MEXKAY NPOBEPKaMu
B OAHAX.

INaazuHbl

3Ta 3aKnagKa UCMONb3YeTCA CTOPOHHUMM MOAYAAMMU ANA 334aHMA KOHUrypaumu. MoapobHee...
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OTBeThbl Ha Bonpocsl (FAQ)

B 3TOWM rnaBe Bbl MOXeTe HalTWM OTBeTbl Ha HEeKoTopble M3 Hanbonee YacTo 3aJaBaemblX BOMPOCOB.
Csexunit FAQ scerga goctyneH Ha http://www.tamos.ru/products/commview/fag.php

? : Moxet aim CommView 6biTb Ucnonb3oBaH ana nepexsarta dial-up (RAS) Tpaduka?

!: Oa.

? : Yto moxert "BuaeTtb" CommView, KOTOpPaA MHCTA/VIMPOBAHA Ha KOMNbIOTEP C JIOKaZIbHOU CeTbio?

I : CommView nepeBoauT ceTeBOM aganTtep BoO "BceagHbld" (promiscuous) pexkuMm, 4YTO MnosBonsieT
nepexeaTbiBaTb BeCb TPadUK B JIOKASIbHOM CErmeHTe ceTu. LpyrMmu CnoBamMu, OH NepexBaTbiBaeT U
aHanM3MpyeT MakeTbl, aapecoBaHHble Nt060My KOMMbIOTEPY CEFMEHTa, a He TOJIbKO K KOMMNbIOTepy, Ha
KOTOpPOM 3anyuweHa nporpamma. EcTb orpaHuyeHuma npu ucnonb3oBaHum ¢ Wireless Ethernet-
apantepom (CommView 6yaeT nepexBaTbiBaTb TONbKO BXOAAWME WU UCXOAALLME NaAKeTbl C BalUero
KOMNblOTEPa, T. €. TPaH3UTHble NakeTbl oTobpaxkaTbca He 6yayT), n npu paboTte yepes switch (cm.
Bonpoc o switch HMxe B FAQ) .

? : A nogknioueH K LAN uepes switch 1, Korgaa a 3anyckato CommView, OH N0BUT TONbKO NaKeThbl,
nayuwme K/oT meHs, A He BUXKY Tpaduka gpyrux mawuH. Mouemy?

I : B ot/imume ot hub-oB, switch npenartcrtesyeT noacnywunsanuio. B Takol cutyaumm CommView (Kak u
noboit apyroi aHanmMsaTop) orpaHMyeH npnémom broadcast n multicast naketos, a Takke TpaduKa Toro
KOMMNblOTEPa, Ha KOTOpOM OH 3anyweH. OgHakKo coBpemeHHble switch umerT ¢yHKUMo “port
mirroring"”, 4TO nNO3BOAAET CKOHOUIYpMpPOBaTb WX TaK, YTOObI OHW nepeHanpasBnann TpaduKk Ha
HEKOTOPbIX MM BCEX MOPTAxX Ha CneumanbHbli MOHUTOPHBIMA MOPT. 9TO NO3BOAUT HabAoAaTb TPaduK
BCEro cermeHTa ceTu. Ha caitTe focTynHa cTaThsA, B KOTOPOM 3TOT BOMPOC PACKPbIT Nogpo6HO.

?: 1 noaKknoueH K cetn uepe3 hub, HO He BUKY uyxKoro Tpaduka, Kak ecnm 6bl 3To 6bIn switch.
MNouemy?

I: BO3MOXHbl ABe NPUUUHbI: MU 3TO AeNCTBUTeNbHO switch, mapKkupoBaHHbIA Kak hub (HekoTopble
N3roToBuTeNM, Hanpumep, Linksys MHOrga Tak MOCTynaloT), UAKM Yy BaC MHOroCKopocTHol hub, B atom
cnyyae Bbl He yBuAMTe TpaduK APYrMx CTaHUMWA, paboTalolMx HA CKOPOCTAX, OT/IMYAOLMXCA OT
CKOpOCTM Bawero agantepa (To ectb, ecan y Bac 10 Mbit-agantep, Bbl He CMOXKeTe yBUAETb TpaduK
MmaluH co 100 Mbit-apantepamm).

?. Moa gomallHAA ceTb NOAK/NIOYEeHA K UHTEpPHEeTy yepe3 LUMPOKOMNOJIOCHDbIM MapLipyTusaTtop, u A
BUXXY TONbKO CBOW CO6CTBEHHDbIN TpaduK. MoXKHO an HabawaaTtb TpadUK OCTaNnbHbIX MalIMH Moel
cetn?

I: la. CyuiectByeT HECKONbKO cnocoboB pewnTtb 3Ty 3agady. 3a 6osee nogpobHoin nHdpopmaumen n
npumepammn KoHdUrypauumn cetm obpatmuTech K Hallen cTaThe.

? : Moxet aim CommView cobupaTtb gaHHble Ha aganTepe, KOTOPbI He umeeT cBoero IP-agpeca?

I: [a. ®akTnyeckn, ceTeBoi agantep MOKeT BbiTb Aaxe He npusasaH HM K TCP/IP, HU K Kakomy anbo
Apyromy npoTokoay. lMpu oTnafke ceTM Bam MOXKET MNOHAZobMUTbCA MNOAKAUUTD KOMMbOTEP C
CommView B cBOb60AHbIN NopT xaba. B aTtom cnyvae Bam Heobs3aTenbHO 3HaTb, Kakue IP-agpeca
cB060AHbI B AAaHHOM CErMeHTe, MPOCTO CHUMUTE NPUBA3KY agdanTtepa K npotokony TCP/IP u HauHuTe
nepexsaT naketos. B Control Panel => Network Connections LWEAKHUTE NPaBON KHOMKOW Ha MKOHKe
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coeavHeHusn, BbibepuTe Properties U CHUMUTE METKM C COOTBETCTBYHOLLMX NPOTOKON0B, KOTOPbIE Bbl He
xotute "npueasbiBath” K NIC.

?. fl paboTalo B 10KaIbHOW ceTu ¢ 60nblwnm 06bemom TpaduKa, U NO3ITOMY MHE C/I0XKHO U3yyaTb
oTAesNbHble NaKeTbl, Koraa NporpaMmma NPUHUMAET COTHU U TbICAYU NAKETOB B CEKYHAY, U CTapble
nakeTbl 6bICTPO UCUE3AIOT U3 LUMPKYAAPHOro 6ydepa. MoXKHO € STUM 4YTO-HUOYAb caenatb?

1. Oa, HaxkmuTe KHOMKY OTKpbITb TeKywmit 6ydep B HOBOM OKHE B HUMKHEN MaHesn MHCTPYMEHTOB B
3aknagke Maketbl. TakMM 06pa3oM Bbl CMOXKETE CO3aBaTb KOMUKM OKHA B /06O MOMEHT BPeMEHMU, C
No6bIM MHTEPBAZIOM U U3y4aTb NaKeTbl He TOPONACh.

? : Al 3anycTua nporpammy M Haxkan "HauaTtb 3axBat", HO NakeTbl He oTob6parkatorca. Mouemy?

| : BO3MOXHbl ABe MPUUYMHbLI: Bbl BblGpPaAN HEAKTUBHOE CeTeBOe YCTPOWCTBO WAW OLMBAUCD,
yCTaHaB/MBas Npasu/ia nepexsaTa. MonpobyiiTe BbIKAOYUTL NPaBUaa U NOCMOTPUTE, YTO NponcxoguT. B
Ntobom cnyyae, faxe Korga OHW BKJIKOYEHbI, CTPOKA COCTOAHUA Nporpammbl bygeT oTobpakaTb obuiee
KO/IMYECTBO NaKeToB, TaK YTO NOCMOTPUTE CHavana Tyaa.

? : l 3amMeTuA, YTO KOHTPOJIbHbIE CYyMMbI ucxogawmx nakeros IP/TCP/UDP HeBepHble. Mouemy?

| : Gigabit-oBble ceTeBble aganTepbl MMeHT cNocobHOCTb, HasbiBaemyto TCP/UDP/IP "checksum offload",
OHa NO3BOAET afanTepy BbIYMCAATb KOHTPOJIbHYIO CYMMY annapaTHO, ocBobOOXKaasa OT 3Toi paboTbl
npoueccop. CommView nepexBaTbiBaeT MaKeTbl 4O TOro, KaK OHW NOMNafaltoT B aganTep, NOSTOMY OH
BblAAET HEBEPHYID KOHTPOJIbHYIO CyMMy. ITO HOPMajsbHOE fB/IEHME U MOXKET MOBAUATL TOJIbKO Ha
npoLecc pekoHCTpyKuun TCP-ceccnn, Npuyem TONbKO B TOM C/lydae, ecau BblKAoYeHa onuua "lgnore
incorrect checksums". (MogpobHee cmoTpuTe 34€eCh)

? : Paboraetr aim CommView Ha MHOroOnNpPOLECCOPHbIX CUCTEMAX?

!: Oa.

? : MoxoKe, HEBO3MOKHO COXPaHUTbL 6onee 5000 nakeToB U3 naketHoro 6ydepa. Ectb M cnocob
pewuTb 3Ty Nnpobnemy?

! : Ha camom Aene Takoro orpaHu4YeHuaA HeT. [lnsA coxpaHeHusa nepexsBayvyeHHbIX NaKeToB B Mporpamme
NCNosib3yeTcs KosbLeBoM (UMpKynapHbin) 6ydep. Mo ymonuaHuio B Bydepe MOXKeT coaeprkatbca A0
5000 nakeToB, HO 3TO 3HaYeHME MOXKHO NOMEHATb B OKHe YCTaHOBKU. MaKcumasnbHbii pasmep bydepa
coctaBnset 20000 nakeToB (bydep He moxKeT 6biTb BECKOHEUYHbIM MO OYEBUAHLIM NPUUMHAM — 06bem
OnepaTMBHOW NaMATM Ha Ballem KOMMbloTepe ToXKe He 6eckoHeyeH). Bbl mokeTe 3anucaTtb
cogepxunmoe bydpepa B paitn U3 3aknagkm Log-daiinbl. Tem He MeHee, JaHHOE OrpaHUYEHUe Ha pasmep
6ydepa HM KoMm 06pa3som He OrpaHMUYMBAET BallM BO3MOMKHOCTM MO COXpPaHeHMIo Nt06oro KoamnyecTsa
nakeToB. Bam Bcero nuwb cnefyer BKAKOUUTb OMLMIO aBTOCOXPAHEHUS Ha AaHHOW 3aknagke. Takum
obpasom, nporpamma byaeT HenpepblBHO 3anucbiBaTb B ¢aini(bl) BCce nepexBayeHHble MakeTbl, U Bbl
CMOKeTe YCTaHOBUTb Nt06oe orpaHnyeHne Ha 06bem NepexsBadeHHbIX AaHHbIX.

? : Al noaknloyeH K cetu uepes cable/xDSL-moaem. Byget am CommView oCywecTBAATbD MOHUTOPUHT
TpaduKa B 3TOM Ccayyae?

I : Ecam mogem nopgpep:kusaet oba mHtepdeica USB mn Ethernet, u Bbl MoXKeTe NOAKAOUYUTL €ro K
ceteBomy agantepy Ethernet, CommView cmoxkeT HabatogaTb ceTeBoit Tpaduk. Ecnm Ha moaeme ectb
ToNbKo USB-uHTEpdeic, To MOXKHO, NO KpaliHel mepe, nonpobosaThb.
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? : Bo Bpemsa ucnonb3oBaHua CommView moi ¢aiipsonn coobuiaer, uto CommView "nbiTaerca
nonyyutb p[oOCTyn B Internet". A 3HalO, 4TO HeKoTOpble CaiTbl CNOCO6HbI OTCAEXMBATb
nonb3oBareneii, cobupaa MHPopmauuio, NOCbIIAEMYIO UX NPOrpaMmmamu yYepe3 MHTepHeT. 3auem
CommView nbiTaeTca NOAY4YUTb JOCTYN B MHTEPHET?

I : Baw ¢anpsonn moryT 3acTaBuTb cpaboTatb 3 cobbiTWA. Bo-nepBblX, MOXKET MMETb MeCTO MOMbITKA
npeobpasoBaHua IP-agpecoB B umeHa xoctoB. MockonbKy CommView obpaujaetca K Bawmm DNS-
cepBepam AnAa BbinonHeHUa DNS-3anpoca, HeusbexXHO BO3HUKHET MnpeaynpeaeHue CO CTOPOHbI
danpBonna. Bol moxeTe 3To oTKAOUMTL (HacTpoiKa=>YcTaHOBKM=>OTKNIOUYUTb pacno3HaBaHue DNS),
HO B 3TOM C/ly4yae B OKHe Moc/iegHUX COeaMHEHUI He ByayT NoKasaHbl MMEHAa XOCTOB. Bo-BTOpbLIX, Bbl
MOF/IM  HAacTPOWUTb NPOrpammy TakMm o6pas3om, 4YTO OHa aBTOMATUYECKM MPOBEPAET Haauuue
06HOBIEHUI MAK HOBbIX Bepcuit. Ona storo CommView coeanHaeTca ¢ caTtom www.tamos.com. Bbl

MOXKeTe 3TO OTKAUMTb (HacTpoiKa=>YcTaHOBKU=>Pa3Hoe=>BKAIOUMTb aBTOMATUUECKYID MPOBEPKY
ob6HOBNEHMIA). B-TpeTbux, nocsie NOKYNKW nporpammel Tpebyetca ee akTMBauus. Ecam Bbl BbibepeTe
OHJlalH-aKTUBaLMIO, TO MPOrpamMmma cama NOAKAYMTCA K Www.tamos.com. ITOro MOXKHO u3bexKaTb,

Bbl6paB dKTUBaAUUIO BPYYHYIHO. OTO eANHCTBEHHbIE BUAbI COEAMHGHVIVI, KOTOpbleé MOXET YCTaHaB/NBATb
CommView. I'IporpaN\N\a He Be4EeT HUKAKOro CKpPbITOro obmeHa AaHHbIMU — Mbl HE NMPOA4aem spyware.

? : 3auyacTylo A BXOXKY KaK Nosib3oBaTeslb 6e3 agMMHUCTPATUBHDIX NpaB. CiiegyeT M MHe KaXKAabli pas
BbIXOAUTb U 3aXOAUTb BHOBb YKe KaK agMUHUCTPaTop?

I : Het. OTkpoiite nanky ¢ CommView W, yaep:uBasa Harkatoh Knasuwy Shift, wenkHute npasoi
KHOMKOM MbIWwKK Ha CV.exe u Bbibepnte B MeHI0 NYHKT "3anyctuTb Kak'. BBeante agMUHUCTPATUBHbIE
norvH/napons u Haxmute OK gns 3anycka nporpammbl. Mog onepaumoHHbiMmu cuctemammn Windows
Vista n ctapwe CommView aBTOMaTMYeCKM 3aMyCKAETCA C NOBbILEHHbIMM NPaBamMm.

?. MoxeTt am CommView pabotaTtb c ceTeBbiM agantepom, ecaim CommView 3anywieH nog Microsoft
Virtual PC?

I. a. EAMHCTBEHHbIM OrpaHUYeHMEM ABAAETCA TO, UTO A1 BUPTYabHbIX alanTepoB HeAoCTyneH
"BceaaHbIi" pexum, Tak YTo Bbl ByaeTe orpaHMYeHbl BO3MOXKHOCTbIO MepexBaTa TO/IbKO COBCTBEHHbIX
NakeToB U NaKeToB, KOTOPble apecoBaHbl BCEM.

?. Bo Bpemsa dial-up coeguHeHus s He BuxKy PPP-nakeToB. 3T0 HOpManbHO?
I. K coxkaneHuto, nakeTbl cornacoBaHuns PPP He moryT 6biTb NepexBayeHbl. 3aMeTUM, YTo Te PPP-nakeThl,
KOTOpble CAeaytoT HeNnocpeaCcTBEHHO NOC/IE NAKETOB COr/1IacoOBaHMA, NepPexBaTbIBAOTCA YCMELHO.

? : Al paboraio ¢ WireShark n 3amerun, uro nocne ycraHoBkmu CommView 6o0nblie He mory
nepexsaTbiBaTb NaKeTbl.

I : 9To m3BecTHbIi KOHOAMKT mexay WinPcap (gpariBepom, KoTopbid ucnonbsyetcs B WireShark u
MHOTUX APYrMX CXOAHbIX NPOAYKTax) M ApaliBepom, ucnosbdyembim B CommView. EcTb npocrtoe
peweHne npobnembl: HauMHaMTe nepexBaT naketoB ¢ nomowbto WireShank fo Toro, Kak HauyHete
nepexsaT ¢ nomowbto CommView. B aTom cnyyae obe nporpammol ByayT OCyLWECTBAATL 3aXBaT AaHHbIX
ofHOBpeMeHHO. Ecnm e Bbl HauyHeTe nepexsaT M3 CommView paHble, TO MO HEW3BECTHOM Ham
npnynHe WinPcap He cmoXKeT nepexBaTbiBaTb NaKeTbl.

? : Al pekoHcTpyupoBan TCP-ceccuio, coaepawyto HTML-cTpaHUUbl HA AMNOHCKOM MAM KUTACKOM
A3blKe, HO A He BUXKY TeKcTal:
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I': Ona Toro 4tobbl MMETb BO3MOXKHOCTb NMPOCMATPMBAHUSA BOCTOUYHBIX A3bIKOB, BAM HY}KHO YCTaHOBUTb
cootBeTcTBytOWME WPKUPTbl. OTKponTe MaHenb ynpasnaeHusa => fA3blK U pPernoHasbHble CTaHAAPTbI,
BblbepuTe nNyHKT "A3blKM" KW BKAOUMTE oOMNuuMilo "YCTAaHOBUTb MNOAAEPHKKY A3bIKOB C MUCbMOM
nepornndamm".

? : MHe HenoHATHbI TUNbI AnueH3nii gna CommView. He moram 6b1 Bbl 06bACHUTD pasHULYY MeXAay
HUMKU?
I : B HacToAwee Bpemsa ans CommView ecTb TpY BUAA ULLEH3UIA:

e Hawnbonee goporas VolP License gaeT npaBo Ha KOMMEPYECKOE U HEKOMMEPYECKOoe
MCNO/Ib30BaHWE NPOrPaMmbl B I1060M MecTe U aKTUBU3UPYET BCe GYHKLMM NPOrpamMmbl,
BK/It0YaA aHanmsaTtop VolP.

e MeHee goporas Enterprise License gaet npaBo Ha KOMMepPYECKOe N HEKOMMEpPYEeCKoe
MCNo/Ib30BaHWE NPOrPaMmbl B 1I06OM MecTe, HO He BK/toYaeT aHanaunsatop VolP.

e Haubonee poctynHas Home License gaet Bam NpaBo No/1b30BaTbCA NPOrPaMMOi JOMa Ha
HEKOMMEPYECKOI OCHOBE; KOIMYECTBO XOCTOB, AOCTYNHbIX AN HabNtoAeHUs B BaLLel
OOMALLHEN CeTU, OrPaHMUMNBAETCA AECATbIO. B paMKax AaHHOTO TMNA IMLLEH3UN TaKkKe Henb3A
paboTtatb c Remote Agent, a Takke paboTtaTb ¢ loopback-agantepom. Home License He
BK/IlOYaeT B cebs aHanmsartop VolP.

bonee I'IOLI,pO6HaF| MHd)OpMaLI,MFl O MUeH3npoBaHn A0CTYMNHa B IMUEH3NOHHOM COTrnalleHunm,
conposoXxgakouwem NpoaykKrT.

? : NoppepuBaet nam aHanusatop VolP skcnopt aygno-uHpopmauum 8 WAV nam MIP3?

I : Hanpamyto — HET, HO Ha PbIHKEe NPeACTaBAEHO AOCTaTOMHOE KOJIMYECTBO NPOrpamm, KOTopble MOryT
pewnTb 3Ty 3aga4y. PaKkTUUYECKN, Bam HyKeH "BUPTyasibHbIN ayamno-Kabenb", T.e. BO3SMOXKHOCTb
coxpaHeHus B paiin Bcero, YTo NPOUTPbLIBAETCA Yepes Bally ayaMo-KapTy. K npumepy, Bbl MOXKeTe
ncnonb3osaTtb nporpammy Xilisoft Sound Recorder (ucnonb3yiite pexum "What you hear").
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Ananus VolP
BBeaeHue

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepCUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

AHanusaTtop VoIP — 310 BcTpoeHHbIn B CommView moaynb, nNpegHasHayeHHbI Aas nepexsata U
aHanM3a B peXXMMe PeasibHOro BpemeHW Takux cobbitnit UHTepHeT-TenepoHun (VolP), Kak 3BOHKM,
Ceccuu, perncrpaumm, NOTOKMU AaHHbIX, OWKOKM U T. A. MNpeactaBnas AaHHble B rpaduyeckom Buae u
OLLeHMBAET KayecTBO FO0COBOM Mepenayn, 3TOT MOAY/Ab MOMOXKET Bam MOBbICUTb 3PPEKTUBHOCTb
oTnagkm VolP-ceTteir, nporpammHoro 1 annapatHoro obecnevyeHun. AHanmsatop VolP nogpeprkuBaet
cuUrHanbHble npoTtokosbl SIP 2.0 u H.323, meauiiHble NOTOKM AaHHbiXx RTP 2.0 M MHOXKecTBO
pacnpocTpaHeHHbIX KoAeKoB. [loMMMO aHanuMsa B peXuMme peasibHOro BpemeHMu, CylecTByeT
BO3MOXHOCTb MMMOPTA U UCCNEA0BAHMA YIKe MepexBavyeHHbIX AaHHbIX B pa3Hbix ¢opmaTax (Hanpumep,
Tcpdump, EtherPeek n . g.).
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Pa6ora c anaausatopom VoIP

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP nam nonbsosatenam,
paboTatolwmMm c 03HAaKOMUTENbHOW BepCUEl € BbIBpaHHOM Npu ycTaHoBKe onumel VolP.

AHanusaTtop VolP pgoctyneH w3 3aknagkm VoIP rnaBHOro oKHa nporpammbl. B 3TolM 3aknaake
NpPOM3BOAMUTCA aHaNN3 NepexBayeHHbIX NaKeTOB B PeXxume peasbHOro BpemeHu. AHanM3aTop TaKXKe
[o0cTyneH 3 okHa [pocmoTpa VolP Log-dainos, B KOTOPOM Bbl MOXETE M3y4YaTb paHee nepexBavyeHHble

JaHHble, cofeprrawmecs B log-dalinax. AHanmsaTop VolP paboTaeT napansiesibHO C NepexBaTom NaKeToB
M NOKa3bIBaeT pe3y/bTaTbl B PeasibHOM BPpeMEHM:

=10l x|
I Mafin Mowck Buwa MHCTpyMEHTEI HacTpodika Mpaeuna  Crnpaeka
@ | Inkel(R) 325660 Gigabit Mebwork Connection - Pack =
>l .| 0] s, | [oee] [a2] S5
POY-F- Qe |WRT 2E S
¢¢ TekywHe IP-coeAMHEHMA | % MNakeTel | Log-darne | @I‘Ipasmna | % MpeaynpesasHHA VoIP |
i@ Ceccwn SIP (3)
@ Cecomn H.323 () IP HCTOYH. IF HazH. Hauano KoHey AndTtens., .. | CocToaHe SIP-aapec
@ NoTokk RTF (4) = 55.140.116.2 sl 212.53,35.... ©6:52:11 PM 6:52:48 PM 0:00:36.4 SaseplweH 2326645@
@ PerveTRawHM (1) s 55.140.116.2 e 212.53.35.... ©6:52:112PM 6:53:51 PM 0:01:39.2 He sB0HOK 2326845@,
s 55.140.116.2 e 212,53.35.... ©6:5420PM 6:54:20 PM 0:00:00.1 He sE0HOK 2326845@
@ CranummM (2)
@ Owmbkn (12) | | i

@ Oruer CeccHa | MoTakw RTP (4] |
| | Bpema | BpereHH. .. | onepa... | 3anpoc/OTEET
[l BpEeMEHHbIE HapaKTEpPH... d 15:52:111. 965000 0.000000  INWITE INVITE sip =
Ha4ano g/2312006 .., 18:52:12.021000 0.056000 <= 100 Trying
KOHeL g/2312006 .., 18:52:12.021000 0.000000 4= 401 Authe
ANUTENEHOCTE 0:00:36.4 18:52:12.034000 0.013000 ACE sipiEe
E Kauecteo 18:52:12. 046000 0.012000  INYITE IMVITE sip
M5 Score 3.4 18:52:12.110000 0.064000 4= 100 Trying
R-Factaor GG 18:52:14.291000 2.181000 <]:l 1583 Sessic
= SIP 158:52:35.419000 21.128000 <}:l 200 OK
1D 3B0HKa 29002@19z.., 18:52:35.424000 0.005000 ACK sipipr
E  MH4yHaTop 3B0HKA 158:52:48.365000 12.944000 BYE d BYE sipidd
PO | | | | _'I_I
|3axBaT: Bbikn. |I'Iar<eTb|: 709 x4, [ 654 noxoa, | 0 TpaHs. AsTOCOxpP.: Boikn, |I'I|:|aBHJ1a: 1 Brn, |I'I|Jeﬂ.yn|:|.: Bk |5°.'"o Jarp, CPU | 2

NHdopmauma pacnpeaeneHa no HECKONbKMM KaTeropuam. CNMCOK KaTeropuii pacnosioxeH Ha naHenu,
roe MoXHo BblbpaTb Ntobylo U3 Kateropuid. MoapobHas cTtaTUCTMKa byaeT npeactasneHa B NpaBoi
YyacTu oKkHa. CCOK KaTeropuii UMeeT creayowmn BUa;:

Ceccum SIP — cnncok nepexsayeHHbIx ceccmin SIP 2.0.

Ceccumn H.323 — cnuncok nepexBaveHHbIx ceccuit H.323.

Motoku RTP — cnnucok nepexsavyeHHbIX NOTOKOB RTP.

Perncrpaumm — CnmMcoK KIMEHTOB, 3aperncTpMpoBaHHbIX HA CepBepe U UCTOPUA PErNCTPALLUI KMEHTOB.
CTaHUMM — CNNCOK Paboumx CTaHLMIN, yyacTBytoWwmMX B o6meHe VolP-gaHHbIMU.

OLWUBKM — CNINCOK OLIMBOK, 3aperncTpMpPoBaHHbIX Npu 0b6meHe aaHHbimKM no VolP.

Log-¢daitnbl 3BOHKOB — HACTPOMKa ONLMit coxpaHeHus log-paiinos gns nepexsayeHHOM MHPopMaLMm
VolP.
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Otyer — HaCTpOﬁKa reHepauunm oT4eTOoB, BK/OYaA aBTOMATMYECKUM pexXunm.

3a 6onee noapobHo WHPOpMauMel O TOM, Kak OpraHuM3oBaHbl AaHHble B aHanusatope VolP
obpatuTecs K rnase PaboTa co cnnckamu B aHanumsarope VolP.
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Ceccuu SIP and H.323

3ameyaHue: moaynb aHanmsa VolP goctyneH Tonbko obnagatenam namueHsum VolP nnm nonbsoBatenam,
paboTatolwmMm c 03HAaKOMUTENbHOW BEpPCUEN € BbIBpaHHOM Npu ycTaHoBKe onuuel VolP.

B HacToAWwee BpemA aHanmsatop VoIP noageprkneaeT ABa BMAA CUTHaNbHbIX NPOTKo10B — SIP 1 H.323.
Ceccun SIP 1 H.323 npeacTaBneHbl Ha NaHen C/eBa Kak ABe OTAe/bHble 3anucu. BoibpaB oaHy M3 HUX,
Bbl YBMAWUTE COOTBETCTBYIOWME CECCUM, MNepexBayeHHble MPOorpamMmMon, a TaKXe noapobHyro
MHPOpPMaLMIO MO KaxKAoM CeECCUM B OTAE/IbHOCTM:

Bl ¥oIP Log Yiewer [voip1.ncf] ;Iglil

Mafn

i Cecom SIP (5]

@ CeconnH.323 (0) IP MCTOMH, 1P HasH, Hauano KoHey AmmTens. ., | CocToaHue WA mHHumaTopa | SIP-a

Q MoTakk RTP (2 719216505 e 212534040 2:27:07 PM 2:27:07 PM 0:00:00.1  He ssoH0K andponomarey andponon

0 PervcTpausk (1) 719216505 e 212534040 212707 PM 212707 PM 00001 He ssoH0K andponomarey andpanan

TO192,1658.05 e 212534040 22757 PM 2:28:50 PM 001126 He seoHOK andponomarey andponon

@ Cranum (2) 7 192,168.05 | 212534040 2:27:40 FM 2:28:50 PM 0:01:02.7  He s50H0K andponomarey andponon

@ CwkBKK (3 7 192,168.05 e 212534040  2:27:43FM 212846 PM 0:01:02,4 3aeepweH andponomarey andponaon
| | i

Cecena | Motorn RTP (2) |

| | M2 | EBpema | BpEMEHH. . . | Cnepauma | SanpocfOTEET
F Ceresoil TpaHcnopT - 1 14:27:43,922753 0.000000 INVITE INVITE sip:+749
IP HETOYH, ?192,168.0.5 Il 2 14:127:43.936872 0.014119 43100 Trying
MopT MCTaYH. 4533 3 14:27:44.075960 0142085 (::l 401 Authenticati
IP HazH. I 212.53.40.40 4 14:27:44.182047 0.103087 ACK sipi+74957
MopT HazH, 5060 S 14:27:44.288801 0.108814 INVITE IMYITE sipi+749
MpoTokan TCP 6 14:27:44,305751 0.016570 C:l 100 Trying
[E] BpeMeHHbIE HapaKTep.. 7 14:27:45,353782 1,048051 Cﬂ 180 Ringing
Haqano 1/8[2008 2:27:43... 5 14:27:45.484421 0.130639 <:Zl 200 Ok
KioHey, L&[2008 2:28 46, 9 14:27:45.723902 0.239451 ACK sipiproc-20
ANHTENBHOCTE m:01:02.4 10 14:28:46.088895  01:00.36.., BYE BYE sipiproc-20¢
[ KauecTeo 11 14:25:46.353024 0.264129 <:Zl 200 Ok
M5 Score 4.4
R-Factor a3
= SIP
ID sB0HKE ZGIRMMYZZIEMD...
=  WHYUHaTOp 360HKa —
1AMA MHHLMATOPE andponomaresy
SIP-aapec MHHUMAa.,,  andponomareyi@, .
Ter HHHUHaTOPS ard17e33
User Agent wHkuw...  eveBeam release .. LI 4 | | _;I

E

Ha BepxHeil naHenu MnokasaH MOJIHbIM CNMCOK nepexBavyeHHbIX ceccuit SIP n H.323. Mpu BbibGope B
cnucke ceccun SIP/H.323 Ha HUKHel naHenu 6yaeT nokasaHa noapobHas uHdopmauma o AaHHOM
Ceccuu, BKAoYasa NoApobHbIN KypHan ceaHcoB, 0bLLYI0 U CTAaTUCTUYECKYIO MHbOPMaumio 1 NoToku RTP,
OTHOCALWMECA K BbIBpaHHOM ceccuu:
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El voIP Log Yiewer [voipl.ncf] i [m] 9]

dafn

@ Ceccnn SIP (5)
@ CecomH.323 () IP HCTOMH, IP HasH, Haqano KoHey, Anmtens... | CocToaHme WA mHrupaTopa | SIP-aapec
Q MNoTokk RTP (2) 719216505 e 212534040 212707 PM 212707 PM 00001 He ssoH0K andponomarey andpanan
0 PerucTpaim (1) TO192,1658.05 e 212534040 232707 PM 212707 PM 0:00:00.1  He sBoHOK andponomarey andponon
719216805 e 212534040 227537 PM 2:28:50 PM 001126 He ssoHok andponomarey andponon
0 CraHumK (2) 719216805  |mm 212.53.40.40 2:27:40 PM 2:128:50 PM 0:01:09.7  He se0H0K andponomarey andponon
DwKbKK (3 719216605 e 212.53.40.40 212745 PM 212848 PM 0:01:02.4 3SasepweH andponamares andponan
Bk (3] d d
| | i
Ceccva  MoTokk RTP (2) |
IP HCTOqH. | MopT K. | IP HasH. | MopTH... | Ha4ano | Konewy | AMHMTEND. .. | Kon-go... | Cp.n... | e
?192,168.0.5 4624 el 212.53.40.71 44098 2127145 PM 2128145 PM 0:01:00.4 3017 99,52
I F17.535.40.71 44095 7 192.165.0.5 4524 ZIZT 45 FM 2:126:46 PM 0:01:00.6 3034 §3.55
4| | 2l
WHpOpHMALMA 0 NoTOKE I,ﬂ,narpaMMbl |
| | M2 | Bpema | BpemenH. .. | SSRC | Moc, .. | RTP-Harp
= CeTepBoH TpaHCNOpT - 1 14:27:45.450293 0.000000 48521003 B636d  ITU-T G -
IP WMCTOqH. . 717,535.40.71 2 14:127:145.471499 0.021201 455210035 96365 ITU-T G.
MopT HETOqH, 44095 3 14:27:45.491977 0.020475 48521003 56366 ITU-T G,
IP HazH. 7 192.168.0.5 4 14:127:45.512476 0.020499 45521003 Se367  ITU-T G,
MopT HasH, 4624 5 14:27:45.529670 0.017194 455210035 56365 ITU-T G,
MpoTokon UCP 6 14:27:45,5526608 0,022995 4882101’3 56360 ITU-T G, T
£ BpeMeHHbIe HapakTep... LI | 4
EncnpoMzeecTH |
| 4

Ecan pna Bbl6paHHbIX ceccumn [0CTYyNHbl RTP-NOTOKM, TO NOABAAETCA BO3MOXHOCTb BOCNPOU3BEAEHUA
3BOHKa HaXXaTnem Ha KHOMKY Bocnpouasecm.

CMm. TaKxe:

PaboTta co cnuckamu B aHanmsatope VolP

BocnpounsseaeHne 3BOHKa
dannbl NVF

AHanus VolP | CommView




I[loTtoxku RTP

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

B npoTokone 06paboTkM AaHHbIX B peasibHOM BpemeHu (RTP) onpegeneH ctaHAapTHbIM popmaT nakeTa
ONA nepefaynm ayauo- M Buaeo-uHoopmaumm B cetu MHTepHeT. Ecan npoTokoabl SIP n H.323
ans
pasbeanHeHna un T. N.), To RTP cnyuT ans HafeXHoON nepefayn NAKETOB AAaHHbIX M MOAAEpP’KaHWUA

MCNONb3YHOTCA ynpaBaeHna npoueccom 3BOHKa (HaanN\ep, NnoAKNKOYEHNA, AO03BOHa,

Haanexauero Kavectsa Cepsuca (Quality of Service). Apyrumum cnosamu, B notokax RTP coaeputcs
peanbHasa ronocosasa MHGOPMaLMA, 3aKOAMPOBAHHAA C MOMOLLbIO OAHO M3 KOAEKOB. AHA/M3 AaHHbIX

RTP paet ueHHyto MHGOpPMaLMIO O KayecTBe 3BOHKa M 4N1A oTnaaku ceteit VolP.

[ns npocmoTpa nepexBayeHHbIX nporpammoiri notokos RTP Bbibepute MoTokn RTP B neBoit naHenu

OKHa aHanmsaTopa VolP:

Bl ¥oIP Log Yiewer [voipl.ncf]

=0l x|

Makn
@ Ceccwn SIP (S) # MoTokd RTP
@ CoromHaz3® | Pycrowe | foprncrows | P e | oprraw | Hesno | dmwren. | Cop I Mac [ norep..
@ Matok RTP (2) bl 152.163.0.5 62 = 0398 2735 01:00. o b 0
@ PerucTpawm (1) I 212.553.40.71 44095 ? 2745 PM 1 (0.0%:)
@ CraHumm (2)
@ OwwbkK (3)
| | |
& RTP-noTok x
MHBOpMAaLMA O NOTOKE |,ﬂ,HarpaMMb| |
| Bpera | SSRIC | MNoc... | RTP-Harpyska | JHHTTER... | IMap
E CeTesod TpaHCNOpPT 14:27:45. 419175 1254657236 6063 ITU-TG.7L1PC... 0.00 3
IP MCToqH, 7192168, ., 14:27:45,438595 1284657236 G064 ITU-T G711 PC... 0.04
MopT MCTOYH. 4624 14:27:45,448502 1284657236 G065 ITU-T G711 PC... 0.66
IP HazH. I 212,53 14:27:45.510434 1284657236 6066 ITU-TG.FL1PC... 3.24
MopT HazH, 44095 14:27:45.510745 1284657236 6067 ITU-TG.TFI1PC,.. 4,27
MpaTokon LoF 14:27145,694977 4000865655 529 ITU-TG. 711 PC... 0.00
= BpeMEHHbIE HapaKTep... 14:27:45.696305 4000365695 530 ITU-T G711 PC... 1.17
Haqano 118f2008 2:... 14:27:45.696451 4000865695 531 ITU-TG. 711 PC... 2.33
KoHey, 1182008 2:... 14:27:45.696710 4000865695 532 ITU-TG. 711 PC... 342
AnHTENEHOCTE 0:01:00.4 14:27:45,825092 4000365698 533 ITU-TGFLIPC,. 9,95
= Kauectso 14:27:45,825625 4000365693 53 ITU-TGTFLIPC.. 10,58
MOS Scare 4.4 14:27:45,826539 4000365698 B35 ITU-TGTFLIPRC,.. 11.11
R-Factar 93 14:27:145,826705 4000865655 536 ITU-T G711 PC... 11.65
= CraTtucTvka RTP 14:27:145,826864 4000865695 537 ITU-T G711 PC,., 12,16
Kon-go nakeTos RTR 3017 14:27:45,827022 4000865695 538 ITU-TG. 711 PC... 12.64
MoTepAHHEIE NakeTsl o 14:27:45.827235 4000865695 539 ITU-TG. 711 PC... 13.09
MakeTe-ayEnHEaTe 1} 14:27:45,846609 4000365698 540 ITU-TGFLIPC,.. 12,31
OuwmikK B NoCnea, a 14:27:45,937495 4000365693 541 ITU-TGFLIPC.. 15.97
= 3arpyskacetd 14:27:45,939201 4000365698 E42 ITU-TGTFLIPC,.. 16,12
E MonHel Tpadime (GaiT) 772,352 14127145, 9539350 4000865695 543 ITU-T G711 PC,.. 16,35
Tpadhk ceTesoro ... 253,428 (32... 14:27:45,939540 4000865695 544 ITU-T G711 PC... 16.57
Tpadikik RTP-3aron... 36,204 (4.6%) 14:27:45,948262 4000865695 545 ITU-T G711 PC... 16.24
Tpadwk RTP-Harp... 482,720 {6Z2... 14:27:45,968953 4000865695 546 ITU-T G711 PC... 15.27
Cp. nonoca nponycka,,, 99,82 14:27:45,987458 4000365698 547 ITU-TGFLIPC,.. 14,40
14:27:46.008750 4000365602 S48 ITU-TGTFLIPRC,.. 13.59
14:27:46,029929 4000365698 E49 ITU-TG.FL1PRC,.. 12.81
1?:2?:46.049228 4000865655 550 ITU-T G711 PC... | 12,05 'l
4 3

B BepxHelt 4acTy NoKasaH NoJiHbIi cnucok noTokoB RTP. Mpu Bbibope noToka RTP 13 cnncka Ha HUXKHeN

naHenun 6yAET NOKa3aHa I'IOLI,pO6Haﬂ Mchopmau,vm O AaHHOM MOTOKe, BK/1HO4YaA MOHbIMA CNCOK NaKeToB

RTP, obwasna u ctatuctuyeckas nHbopmaums m rpaduku:

AHanus VolP | CommView




# RTP-noTok

=
HpopMaunA o noToke  AHATPEMME] I
II{Dn-BD nakeToE j x I,H,Z!KHTTEFI j x
SD-_ ]
_ 40 Beck nakeT 2 15 OTENOHEHWA BT TERS
E 30_5 ——— QwWbkK B Nocneg. o= 1IZI: O Cp. 3Ha3Y. RRHTTERS
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[na BbIBPAHHOrO MOTOKa MOMKHO MOKa3aTb A0 4 rpaduKoB 0AHOBPEMEHHO, C MHTEpPBasoOM OT 5 4o 60

CeKyHZ. M306parkeHne MOXKHO MPOKPYTUTb HAMPABO MW HaneBO, KAWKHYB MO HeMy MpPaBoi KHOMKOM
MbILWK 1 NepeTawme. JocTynHbl cneaytowme Buabl rpadrKoBs:

Kon-Bo nakeToB — KoAn4yecTBo NakeToB RTP B ceKyHAy BKAoYas NOBTOPHbIE, NOTEPAHHbIE U
"CKayKeHHble" naKkeTbl.

Monoca nponycKkaHMA NOTOKa — CKOPOCTb NOTOKa B K6uT/cC.

Pasmepbl NakeTa — cpeaHue pa3mepbl NakeToB RTP B BUAe YeTbipex Auarpamm (Becb naket, RTP-
Harpyska, RTP-3aron0BoOK, CeTeBOW 3aro/s10BoK) .

L3KUTTEp — AXKUTTEP NOTOKA.

R-Factor, MOS Score — oL,eHKa KayecTBa NOTOKa.

Me:nakeTHble UHTEepPBasbl — BpeMeHHoe pacnpegeneHune naketos RTP B noToke.

B cnuncke notokoB RTP copepxatca Bce nepexsavyeHHble NOTOKM RTP, KoTopble NnpuHaaneXKat ceccmam

SIP 1 H.323, a TaK!Ke Te NOTOKM, /1A KOTOPbIX Ceccun He bbln onpeaeneHsbl (T. H. "NoToku 6es ceccunin”,

He NMpuHaa/iexawme HU K ogHoW "poautenbckoil" ceccuu). 3a bonee noapobHol MHPopmaumelr ob

NCcKAtodeHUn noTokoB RTP 6e3 coOOTBETCTBYHOLLMX CECCUM 0BpaTUTECD K r1aBe YCTaHOBKA OMLMIA.

CMm. TaKXKe:

PaboTta co cnuckamu B aHanmsatope VolP

BocnpounsseaeHmne 3BOHKa
dannbl NVF

m AHanus VolP | CommView



Perucrpanuu

3ameyaHue: moaynb aHanmsa VolP goctyneH Tonbko obnagatenam namueHsum VolP nnm nonbsoBatenam,
paboTatolwmMm c 03HAaKOMUTENbHOW BepCUeEl € BbIBpaHHOM Npu ycTaHoBKe onuumel VolP.

[na npocmoTpa KaneHToB VoIP, 3aperncTpMpoBaHHbIX Ha cepBepax, Bbibepute Ha NaHeNn cnesa NyHKT
Perucrpauum:

B8l ¥oIP Log Yiewer [voipl.ncf] =101 x|

dakin
@ Cecomm SIP (S)

& PervcTpamu

@ CecomH.323(0) Mocneanan axT... | IP nonesosatena | Monesosatene | fAowen | Mectopacnoncoserme | IP-agpec cepee.,, | CocTa:
4@ NMoTakk RTP (2] 212850 PM 7?0 192.168.0.5 andponomar,,,  sipnetry andponomarev@al,., mem 212.53.40,40  Permc
4 PerHcTpaumd (1)

@ Cranumm (2) 1| | ﬂ

@ Ownbien (3

#  PerWcTpauWoHHaA ceccA : andponomarev@sipnet.ru

NS | IP HETOYH, IP HazH. Epera BpemenH. .. | Sanpoc/OTEET

1 7 192.1658.0.5 | 212.53.40.40 14:27:07.541960 0.000000 REGISTER sip:sipnet.ru

Z i 212534040 7 192,1658.0.5 14:27:07.658720 0.146760 <= 200 0K

3007 192,168.0.5 e 212.55.40.40 1427137555527 29.866807 REGISTER sip:sipnet.ru

4 212.53.40.40 7 192,165.0.5 14:27:37 570353 0.014856 43 401 Authentication required
5 7 192,165.0.5 e 212.53.40.40 1427378755826 0.305443 REGISTER sip:sipnet.ru

<]
7
i

[+

I 212534040 7 192.168.0.5 14:27:37.896617 0.020791 (::l 200 Ok
?192,168.0.5 I 212,53.40,40  14:27,36.201334 0,304717 REGISTER sipisipnet.ru
I 212534040 F 192,1658.0.5 14:27:40.074717 1.873383 <:Zl 200 Ok
9 7 192.168.0.5 I 212.53.40.40 14:27:40.379577 0.304860 REGISTER sip:sipnet.ru
10 e 212.53.40.40 7 192,1653.0.5 14:27:40. 400716 0.021139 <::l 200 Ok
11 7 192,165.0.5 = 212.55.40.40  14:258:49,915981 o1:09.51... REGISTER sip:sipnet.ru
12 | 212534040 7 192,163.0.5 142850, 203793 0.287812 <::l 200 Ok
1] | i
| 4

B BepxHen YacTu NpaBoi NaHe M NPMBEAEH NOJHbIM CIUCOK BCEX PErMCTPaLMiA, BKAKOYAA TEKYLLWIA
cTaTyc peructpaunn knneHTos VolP. Mpu Bbibope 3anucu perncTpaumm byaeT nokasaH Crmncok
coobuieHunit VolP-knneHTa, oTnpaBaeHHbIX CepBEPY PerncTpaLmm uav noayyeHHbIX OT Hero.
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CraHuuu

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

Ha paHHOW naHenu nokasaH CNWMCOK CTaHUMi, ydyacTBylowmx B obmeHe VolP-gaHHbIMK, BKAKOYasA

CTaTUCTUYECKYIO MHd)OpMaLl,VIIO M CNNCOK CTBHLI,MVI, Ha KOTOopble npunxoamtca Hanbonbllee 4nUCIO
3BOHKOB.

El ¥oIP Log Yiewer [voip1.ncf] - |EI|5|
Dakin
@ Cecomsrp (5]
@ CecomH.323(0) CTaHuHH | HavBiones aKTHEHsIE CTaHUMH |
nl RTP (2
@ Morow 2 MOCNEAHAS SKT... | IP-aapec | MAC-aapec | OnHcaHme | MHMUHHD ... | Monyyed. .. | ¥CMEWHE!
@ PerncTpauan (1) 22850 PM ? 192,168.0.5  IntelCE03:42 CommuniGatePro-notify /S, 204 1 ]
@ Cranum (2) 2128:50 PM I 212534040 DigitalDat:61:68:65 CommuniGatePro/S.2cd ] 1
@ Owwbrk (3)
“| | i

CtaHywa : 192.168.0.5 - CommuniGatePro-notify,/5.2c4

Ceccnn TP (5) | Cecemn H.323 (0) |

IP HCTO4H, | IP HazH, | KoHew | AMHMTENEHOCTE | Hauano | CoCToAHHE | WiMA HHHULNATC
719216505 e 212.53.40.40  2:27:07 PM 0:00:00,1  2:27:07 PM He ss0H0K andponomare
?192,165.0.5 e 212.53.40.40 212707 PM 0:00:00,1  2:27:07 PM He ss0H0K andponomare
?192,165.05 e 212.53.40.40  2:25:50PM :01:12.6 2127137 PM He ss0H0K andponomare
?192,165.05 e 212.53.40.40  2:25:50PM 0:01:09.7 2127140 PM He ss0H0K andponomare
7 O192.166.0.5 e 212534040 212546 FM 0:01:02.4 212743 PM JaEepLweH andponomare
| | 2

Ceccka  MoTokK RTP (2) |

| | 2l
BocnpomssectH |

| 4

MoNHbIA CNUCOK Paboumnx CTaHUM NpeacTaBleH B BepxHel 4yacTu naHenu. Mpu Bbibope cTaHuuMK B

HWXKHENM YacTn naHenn byayT NoKasaHbl BXOAALME U UCXOSALLME 3BOHKM OT BbIOPaHHOro KOMMblOTEpa
WK yCTPOICTBA.
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OmuoKU

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

Ha gaHHOM naHenu nokasaH CNMCOK NOCAeAHMX OWKNBOK, 3aperncTPUpoBaHHbIX NPU 0bMmeHe AaHHbIMU
mexay knueHtamm VolP v cepsepamu:

Bl ¥oIP Log Yiewer [voipl.ncf] - |E||i|
Dafin
@ Cecom SIP (5)
@ CecomnH.323(0) Aata Epema IP-agpec * Knacc oWk OnKcaHMe ownibkH
@ NMoTorn RTR (2 1/&f2008 14:27:37. 570383 | 212.53.40.40  ABTOpPMZaUMA 401 Authentication required
@ Perncrpaumn (1) 1/&f2008 14:27:40.719144 e 212.53.40.40  AsToprzaumA 401 Authentication required
1/&f2008 14:27:44.073960 e 212,53.40.40 ABTOPMZaUMA 401 Authentication required

@ Cranum (2)
@ Owmbkm (3)

1| |

#  SIP-ceccun

u

|

CeccHa II'IDTDKM RTP (2} I

| | Epema | Sanpoc/OTEET |

= CeTeBod TpaHCnopT Y 14:27:43,922753 IMWITE sip:+ 749575557 55@sipnet . ru s
IP MCTOqH. 719216805 | 142743936872 <}:' 100 Trying —
MopT METOYH. 4533 14:27:44.078960  [= <}:l 401 Authentication required
IP HazH, I Z17,53.40.40 = 3JaronosBok
MopT HasH. 5060 SIP/2.0 401 Authentication req..
MpoTokon TCP Wia: SIPfZ.0/TCP 192.168.0.5:2221., .,

[E BpeMeHHbIe XapaKTep... From: "andponomarey” <sipiandpo...
Hauano 1/8/2008 2:27:43.., Tos "+74957555755" <sipi+ 74957,
K.oHey, 1/8/2008 2:28:46.., Call-1D: 2GIhNmY2ZI3MDdi W2k,
AnHTENEHOCTE 0:01:02.4 CSeq: 1 INVITE

[ Kauectso W W-Aukhenticate: Digest b
MOS Score 4.4 — realm="gtc.tario.ru", nonce="309E. ..
R-Fackor 93 Server: CommuniGateProS. 2ot

= SIP Conkent-Length: 0
ID sEOHEA ZGJth'\"ZZjISMD. . = [nnepmumne

= WHMUMATOP 3B0HKA (HeT) v|
MMA MHMLMaTORS andponomarey ;I Fl | | »

4

Cnucok nocneaHuUx OWNBOK MOKasaH B BerHEﬁ Yactu naHenu. lMpwum Bbl60pe 3anucK B HUXKHEN YacTu
naHenn 6yp,eT NOKa3aHa VIHd)OpMaLI,VIFl O COOTBETCTBYHOLLEM 3BOHKE.
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Log-¢aitibl 3BOHKOB

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

Mporpamma faeT BO3MOXKHOCTb aBToOMaTMyecKon 3anuncu scex VolP-naketos B log-daiinbl CommView:

=10l x|

Imaﬁn Mowck Bua MHCTpYMeHTE! HacTpofka [pagwna  Cnpaeka

E i | InkeliR) PROWireless 22008G Mebwork Conneckion - =

| 72 il - | 3 4 0 g () /2
*q. Tekvwme IP-coe AMHEHHMA | % MakeTel WoIP | Log-thakinel | @ Mpaewna | % MpeAyYNpEs AEHHA |

@ Cesam s (0

i Cecom H.323 (D)
i NaoTokk RTP {0}

_I7 AETOCOXPAHEHHE

i Permctpaun (0) MakCcHMansHBIA pasMep kaTanora, MoanT: |5EI j
@ CraHumm (0}
@ Owwbick (0) CpeaHHi pazmep log-dafna, MaafT: |5 j

i Log-hafnkel 3E0HKOE
@ OTueT CoxpaHATe log-dakinel B:

|

ID:'I,F‘ru:ugram FileshiZommYigwi W OIPLOGS

— BrniounTe B log-dhann gaHHee

¥ Ceccum SIP
V¥ Ceccum H.323

v MoToem RTP

|3axBaT: Eklkn |ﬂaKETbI: DExoA. [ 0mcxod. O TpaHs. |P.E=Tu:u:c:><p.: Eklkn, |I'I|:uaBMna: (== |I‘I|:ue.a.ynp.: Ei |6?‘°.-’o Sarp. © | v

BbibepuTe onuuio ABTOCOXPaHEHUE U YKaXKWUTE AaHHble, KOTopble TpebyeTca coxpaHATb B log-daiin. B
obnactn BkaouuTb B log-pain gaHHble yKaxKnTe BUAbI NAaKETOB, KOTOPbIE C/ieayeT COXPaHATb.
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OTuerT

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

MaHenb OTYET NpegHasHavyeHa 4NA aBTOMATUYECKOro co3aaHua otyeTos no VolP:

£ CommYiew 10| =|

Il:l:laﬁn Mouck BuA  MHCTpyMEHTBl HacTpofika Mpaswvna Cnpaeka

@ ') ‘ Intel(R) PROMWireless 220080 Mebwark Connection - =

"N ] d e | [ee| [22] 2
- - !
PICY-F-Qellp s
Qe Tekywwe IP-cogarHEHHA | 'E] MakeTsl WolP | Log-tharne | 6 Mpaskxna | % MNpeaynpexaeHHA I

@ CocamsP ©

i Cecomn H.323 (0)

@ Motokn RTP (0) IV Tenepuposate oTueTel
@ PervcTpawm (D) — BRAKYMTE B OTHET
@ Crarumn (0} [w Ceccmn SIP W Cramumm

@ Ouwmbkn (0
i Log-dafine 3B0HKOE

¥ Peructpauim

@ OTHeT [+ MoTokk RIP v Cwmbkm
— COXPaHHTE B! — DOpPMAT OTHETS
ID:'I,Prcu;ram Files\Cormmview\REFORTSIWOIP report, hm ﬂ & HrmL
MpocHoTR OYHETHTE | “ MepenHcaTe
 csy
% NoBaEHTE -
— FHTEpEaR
] = Yackl ISD 4; rikH. ID _%I CEK.
| CREAYHIWMA OTYET (dd:mmicc); 00:30:00 CO¥PaHMTE OTHET CEAYaC

OTYETEI TEHERWPYIITEA TOMEKD NPW 3aMYWEHHOM 33%EaTe. OTENOYEHHE 33%EATA OCTAHABNWEAET
TaWMep.

|3-E|>(B-ET: Beikn. [MakeTe:: 0 5xo4. [ 0vcxod, | O TRaHs. |.0.5Tncn><|:u.: Bk, |I'I|:uaBMna: Beien |Mpeaynp.: Ben |6?°.f’o Jarp. CPI| &

[na BKNOYEHUA reHepaL MM OTYETOB BbibepuTe onuuio FeHepupoBaTb oTyeTbl. B 061acTi BKAOUMTb B
OTYEeT Bbl MOXeTe yYKa3aTb, KaKMe AaHHbIe Bbl XOTUTE B HEM yBUAETb. [TOMMMO 3TOro eCcTb BO3MOXHOCTb
yKasaTb popmat oTyeTa (CSV unn HTML), a Takske 3a4aTb BPEMEHHOW NPOMENKYTOK MeXAy OTY4eTaMuU.
HoBble OT4eTbl MOTYT KaK 3ameLaTtb CTapble, TaK U AOMUCLIBATLCA K HUM.
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BocnpousBegeHue 3BOHKa

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

®yHKUMA BOCMpPOM3BEAEHMA 3BOHKA MOXET ObiTb WMCNOAb30BaHa [AJ/1A OLEHKM KavecTBa 3BYKa,
NPOXOAALLEr0 MeXA4y CTOPOHAMMU, yyacTeyowmMn B 380HKe VoIP. B 60/1blUMHCTBE C/ly4aeB aHann3aTop
VoIP pact Bam BO3MOXKHOCTb BOCMPOM3BECTM MNEepexBayeHHble 3BOHKKU (3TO 3aBUCUT OT HaAMuusA
NoAAEPKKN  ANA  onpeAeneHHbIX KOAEKOB, WCMoNb3yemblx B gaHHOM VolP-3BoHke). Ans
BOCMNPOM3BEAEHMA BblOEpPUTE 3anNnCb B OKHe aHanmnsatopa VolP, nepeiiante B 3aknaaky Moroku RTP u
Ha*XmMuTe KHonKy Bocnpoussectu.

Bl ¥oIP Log Yiewer [voipl.ncf] - |EI|1|
harn
i Cecomm SIP (5)
@ CecomH.323 (0) IP HCTOMH, IP HazH, Haqang FoHey AnmTene... | CocToaHve WA mHrupaTopa | SIP-aapec
Q MoTtokk RTP (2) 719216505 e 212534040 232707 PM 212707 PM 000001 He sgoH0K andponomarey andponon
0 PerncTpaum (1) 719216505 e 212534040 2:27:07 PM 2:27:07 PM 0:00:00.1  He ssoH0K andponomarey andponon
719216505 e 212534040 212737 PM 2128150 PM moiiz2.6  HessoHok andponomarey andpanan
@ Cranumm (2) 719216505 e 212.53.40.40  2:27:40 FM 2:258:50 PM 0:01:09.7  He s80HOK andponomarey andponon
@ Cwnbkn (3 7 192.168.05 | 212534040 22743 FM 212846 PM 0:01:02.4 SaeepweH andponomarey andponon
| | 0
Ceccka  MoTork RTP (2) |
IP HCToYH, | MopT K. | IP HasH. | MopTH... | Haqano | Honey | AMHTENS. .. | Hon-go... | Cp. ... | e
7 192.168.0.5 4624 . 217.53.40.71 44095 212745 PM 212545 PM 0:01:00.4 3017 99,52
I 212.53.40.71 44095  * 192.168.0.5 4624 2:27:45PM 212846 PM 0:01:00.6 3034 8355
| | o
WMHbopHauma o noToke Iﬂ”arpa""b' |
| | He | Bpena | BperetH. .. | SSRC | Mo, .. | RTP-Harp
[ CeTesoid TpaHCNOpT - 1 14:27:45.450298 0.000000 45521003 56364 ITU-T G, -
IP HCTOqH. I 712.53.40.71 2 14:27:45.471499 0.021201 48521003 56365 ITU-T G.
MopT HETO4H, 44093 3 14:12745.491977 0.020475 43521003 56366 ITU-T G,
IP HazH. 7 192.1658.0.5 4 14:127:45.512476 0.020499 455210035 56367 ITU-T G,
MopT HazH, 4624 5 14:27:45.52%670 0.017194 43521003 563658 ITU-T G
MpoTokon UoP 6 14:27:45,552668 0,022993 4882101’3 56369 ITU-T_GI;I
= BpeMEeHHbIE HapaKTep... LI 4] L4
EocnporsEecTH |
S

Momnmo 3TOro, Bbl MOXKeTe BblibpaTb N0byI0 3anMcb Ha NaHeNu cnpaga, rae HaxoAuTCA CNUCOK NOTOKOB
RTP (Hanpumep, Kateropus [oToku RTP), 3aTemM yKkasaTb OAMH WM HECKONbKO MOTOKOB, K/AMKHYTb MO
HUM MPaBOM KHOMKOM MbIWW U BbI6PaTb MYHKT MeH0 Bocnpoussectn BbibpaHHOe. Takum ob6pasom,
MOHO YCTaHOBMTb B3aMMOCBSI3b M BOCMPOMU3BECTU MOTOKM, A5 KOTOPbIX Ceccus Anbo OTCYTCTBYET,
N1Mbo He NnoaaepsKMBaeTCA CUrHaNbHbIM NPOTOKOA (T.e. NpoToKoA He asaaeTca SIP nan H.323).

3ameyvyaHune: o4HOBpPeMeHHOe Bocnpou3BegeHue NoToKoB RTP, npuHagne)kawux pasHbiM 3BOHKaM,
HayaTblM B pa3HOe Bpems, KaK Npasuio, He cpaboTtaeT. OCHOBHOM NPoHEMO ABNAETCA CYLLECTBEHHDbIN
CABUT MO BPeMeHW MeXAay MOTOKaMu, MpuHaaaexawmmm pasHoim VolP-3BoHKkam. Kpome Toro,
npocayLlwmBaHue ayamo-dparmeHTa, COCTOALWEro U3 HECBA3AHHbIX MeXKAy COB0M YacTel pasHbIX 3BOHKOB
He MMeeT HMKAKOro cMbicia. Bo3amoxKHOCTb BbiI6Opa Npoun3BOAbHbIX NoTokoB RTP gna nocneaytowero
BOCMPOM3BEAEHNA [AETCA NULWb ANA PYYHOrO BOCCTAHOBJ/IEHMA 3BOHKA M3 HECKO/IbKMX MOTOKOB B TEX
cnyyasx, koraa "poantenbckune” ceccmm SIP/H.323 HeaocCTynHbI.
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Mocne HaxKaTna KHoNKM BocnpouseecTn oTkpoeTcst okHo Media Stream Player:

MpoMeocTe — | [ Pasmep bydepa awuTTEpa

EBoCnpoMsEecTH

dparker (dparkeri@tamos.com)

| | 70 ms
A A
000137

iy
[ OTEMRYMTE | 0:00,0 | | 0:13,7 | &
Fayload MakeTel | 33ABNEHHEIA KOOEK YT aHOENEHHEIR KOgEE
el 439 audio/iLBCE000 iLBiZ, SkHz
G.723, 8kHz -

+ 74957555755 (+74957555755@sipnet.ru)

G5M B.10, BkHz
iLEC, BkHz

M5 RTA, 16kHz, 12kbpz
| M5 ATA, BkHz, 12kbps -
b,
[T OTrnoYnTE | 0:00,0 | |
Fayload MakeTel | 3aABENEHHBIA KODEK Y cTaHOENEHHEIR KOgEE
93 410 audio/fiLEC G000 iLEiZ, SkHz
Yto6bl NoKasaTb 6onee noapobHyo MHbopmauum 06 ayamo-noToKax M MOMYYNTb AOCTYN K pPy4yHOMY

BbIOOPY KOZEKa HaXKMUTE KHOMKY C AIBOMHOM CTpesikoi. NS Kaxaoro noToka RTP Bbl MoxKeTe:

pr'-IHy}O CUHXPOHN3NPOBATb NOTOK NO BpPeEMEHU, T. €. npmMBA3aTb BpemA Hayana

BOCMpOMU3BEAEHNA K ApYyrMmM noToKam. [na 3Toro nepemectute HebonbLIOH TPEeyronbHUK
HaneBO UK HaMpaso.

BblbpaTb NpaBW/IbHLIA KOAEK ANA KarKaoro notoka RTP. B 6onblumHcTBe cnyyaeB Media Stream
Player BbiGepeT HYKHbIN KOAEK aBTOMaTUYeCKU. HecmoTpA Ha 3To, npu paboTe ¢ notokamu RTP
6e3 ceccun SIP/H.323 u, cneposatenbHo, 6e3 BcAKON MHPOPMaLMN O HEOBXOAMMOM KoeKe
BaM MpMAETCA CaMOCTOATEe/IbHO BblbpaTb KOAeK M3 BbiNagatlowero cnucka. Ecan  Bol

3aTpyfHsAeTecb B Bblbope KogeKa, HarkKmuTe KHonky Moaobpatb, u nsieep cam nomnbiTaertcs
BbI6paTb NPaBM/bHbIN KOAEK.
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UmeliTe B BUAY, YTO MHOTAA He OyAeT BO3MOXKHOCTM BOCMNPOU3BECTU 3BYK M3 NOTOKOB RTP, NOCKONbKY
CaMM NOTOKM MOTYT ObITb 3aWNPPOBAHbI MM PaboTaTb C NPOMNPUETAPHLIMU KOAEKAMWU UMM KOLEKaMM,
KoTopble He noaaepxusatotca 8 CommView.

C nomolLbto Non3yHKa IPOMKOCTb Bbl MOXKETE COOTBETCTBYHOLMM 06pa3OM HAacTPOUTb FPOMKOCTb 3BYKa
npu BocnpoussegeHun. C nomolbto nonsyHka Pasmep 6ydepa pKutTepa MOXKHO CUMYAMPOBATbL
b6ydep axuTTEpa, KOTOPbIN Mcnonb3yeTcs VolP-ctaHuuamu npu peanbHbix VolP-pasrosopax. O6bl4HO
pasmep bydep axutrepa coctasnseT oT 30 go 50 mc. YBenuueHune pasmepa bydepa Begert 3a coboit
y/AyylleHne KayecTBa 3ByKa, HO BMECTe C TEM W YBEIMYEHUNE 3a4EPKKMN.
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IIpocmoTp VoIP log-paitnos

3ameuaHue: moaynb aHanmnsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP nam nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

Moagynb npocmoTtpa VolP log-dpalinos npepHasHauyeH ans oOTobparkeHMA W aHanus3a ¢dannoB ¢
nepexBaYeHHbIMW NakeTamu, co3gaHHbix CommView U HEKOTOpbIMW  APYTMMM  CEeTeBbIMMU
aHanusaTopamu. BoinonHaemble GYHKUUM CXOAHbI ¢ YHKLMAMM aHanusaTopa VolP, KoTopbli sBnsetca
YacTblo T1AaBHOTO OKHA nporpammbl. OTAMYME COCTOWUT B TOM, YTO MOAY/Ib MPOCMOTPA CAYXKWT AAan
M3y4YeHUn AaHHbIX MOC/ae MX nepexsaTta, T. e. AnA paboTbl ¢ ¢aitnamm, a He C NaKeTamu B peasibHOM
BpemeHu. 3a bonee nogpobHom nHPopmaLmelt obpatuTech K rnase Pabota c aHanmsaTopom VolP.

[na 3anycka ¢yHKUMKM npocmoTpa log-palinos BbibepuTe B rnaBHom meHto ®aiin => Mpocmotp VolIP log-
dainoB. Bbl MoxKeTe OTKPbITb Nt060E KONMYECTBO OKOH A1 NPOCMOTPA, NPU STOM B KaXAOM U3 OKOH
MOKHO NPOBOAMUTb aHAIN3 OAHOIO MW HECKONIbKUX GaiNoB C NepexBavyeHHoN nHbopmaLmei.

Mogaynb NpoCcMOoTpPa MOMKHO UCMO/Ib30BaTb A1 3arpy3ku daiinos nepexsata CommView B popmate NCF
n apyrnx popmatax. Kpome 3Toro B faHHbIM MOAYIb MOXKHO 3arpy3uTb VolP-daiinbl CCommView (NVF).

3arpysuTtb log-dpaitnbl CommView — OTKPbITb M 3arpy3nTb O4MH UM HECKONbKO $ainoB nepexeaTa
CommView.

Mmnopt log-¢aitnos — umnoptuposaTb Galinbl nepexsaTa, CO34aHHbIE APYIMMU CETEBLIMM
aHanmM3aTopamu.

CreHepupoBaTb OTYET — CO34aTb CBOAHbI OTYET MO AAHHbIM, 3arPy*KEHHbIM B MOAY/1b MPOCMOTPaA U
COXPAHWUTb 3TOT OTYET Ha AMCK. [pK co34aHNN OTYETA UCMOJb3YHOTCA HACTPOMKN NaHe N OTYETOB,
pacnonoXeHHOM B rMaBHOM OKHe aHanusaTtopa VolP.

OuncTuTb gaHHble VOIP — 04nCTUTb AaHHblE B TEKYLLEM OKHe

3aKpbITb OKHO — 3aKPbITb OKHO.
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Pa6ora co cnuckamu B aHasim3atope VolP

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

XoTA AaHHble B CAMCKax dHaNn3aTopa VolP npeacrtasaeHbl B Pa3HbIX d)opmax, OMUCaHHbIE HUXe
npUHUUNbI 0To6pa>Keva MHCbOpMaLI,MM ABNAKOTCA O6LLI,MMM 014 BCex CnMckos. 1o ymonyaHuio B coCTaB
3TUX CMMUCKOB BKJ/IIOYEHbI TOJIbKO Haubonee 4acrto ncnonb3dyembie nosA OaHHbIX, @ OCTa/ibHblE MOJIA
CKpbITbI. Ana nokasa Tpe6yeMb|x nonem KAUKHUTE Mo 3aros10BKy ChnnCKa npaBoﬁ KHOMKOM MbIWKN ©
BKﬂPOLIVITe/BbIK}HOLIMTe COOTBETCTBYIOWME OnuMKu. Bbl TaKXKe MoOXeTe M3MEeHWUTb LWWMPUHY M NOPALOK

pacnonoxXeHnAa HOI]Eﬁ, nepeTtauwimse nxX mbillblo.

HDHEH'_ M AETEne- I Thadue 1l HHHUMATODS
P 2:27:0 w IP McTouH, andponomarey
M Zi2hn MopT HCTOHH, andponomarey
1P HazH. andponorarey
andponomarey

MopT HazH.

==y

andponaor

MpoTokon
Ha4ano
FoHew
AMHUTENEHOCTE
COCTOAHHE

KiMA MHMUHAaTOpa
SIP-aapec HHHUKaToRa

v
v
v
w
W
W

MopT H... | Hé o | Kon-go.,. |
| 44005 g 1oF MHMUMATORA )4 3017
; 4624 21 User Agenk HHHUKWaTOPa 1.6 3034

MMa nonvy4atens
v SIP-aapec nonvy4atens
Ter nony4atend
ser &genkt nonv4atena
v M5 Score
R-Factor
ID 3B0HES

*

BOCCTAHOEHTE CTAHAAPTHEIR 3HA4EHHA

HaxaTune I'IpaBOVI KHOMKWU MbilUUN BbISOBET KOHTEKCTHOE MEHIKO CO Caie4YIOWMMN NYHKTaMNU!
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F.oHE

22T, _OXpaHETE KAk, ..

2128050 ar

seoggr COXPAHMTE 0DBeKT(El... F ar

2i204E ar
CYMCTHTE. .. "

v CDEHO AeTanHzaukH

COXpPaHUTb KaK — 3KCNOPTMPOBATb BCE MW BblOPaHHbIE 3aMMCU B TEKCTOBbLIW daiin.

CoxpaHuTb 06beKT(bl) — cOXpaHUTb BCe MK BbibpaHHble 06beKTbl B NVF-dalin. 3a 6osee nogpobHoOM
nHoopmaumen no NVF-dpainam obpatmrecs K rnase Pannbl NVF.

OYUCTUTb — OUUCTUTb BCE UM BbIBPaHHbIe 06BEKTbI IMBO CNUCKU. YaaneHne poanTebCkux 06BbeKToB
nossieyeT 3a coboli yaaneHne fgouyepHMx o6 bEKTOB; Hanpumep, yaanns 3BOHOK SIP, Bbl TaK:Ke yganute
npuHaANexalme asTomy 3BoHKY NOoToKM RTP u3 cnmucka NMotokos RTP.

OKHO AeTanusaumm — eciv Bbl paboTaeTte € rNaBHbIM CIUCKOM, T. €. K BbIBpaHHOMY 06beKTY OTHOCKTCA
HEKOTOPOE KO/IMYeCTBO A0NO0HMUTENbHOW MHPOPMaLMK, BKAOUEHME/OTKAOYEHME STO ONUUK
nosneyet 3a cob6oi oTobpaxKkeHne/cKpbiBaHNE COOTBETCTBYHOLWMX AeTanel obbekTa. Hanpumep, npu
BKAtoYeHMM OKHO getanusaumm B cnicke Ceccuii SIP nporpamma otobpasmT/ckpoeT noapobHyto
MHPopMaumio o BbibpaHHOM ceccum SIP. K geTanmsaumm oTHocATca 0bwan nHopmaums o 3BOHKe U
CBA3aHHbIX C HUM NOTOKOB RTP.
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daibl NVF

3ameuaHue: moaynb aHanmsa VolP goctyneH TonbKo obnagatenam amueHsnm VolP namn nonbsosatenam,
paboTatowmMm ¢ 03HaKOMUTENbHOM BepcUeN ¢ BbiIbpaHHOM Npu ycTaHoBKe onuumelt VolP.

AHanusaTtop VoIP gaeT Bam BO3MOMKHOCTb COXPAHWUTb OO4MH WM HECKONbKO 06BEKTOB gaHHbIX VoIP B
daiine-koHTeliHepe ¢dopmata NVF. B otanumne ot apyrmux ¢daiinos nepexsata, NVF-¢aiin He cogepkut
3axBayeHHbIx naketoB. OH NpeacTaBaseT coboit Habop 0O6BLEKTOB, XpPaHUMBbIX B eanHom daiine. NVF-
bannbl MOryT NPUrOAUTBLCSA, ECAN Bbl 3aXOTUTE COXPAHUTbL 3BOHOK VOIP cO BCEMM OTHOCALLMMUCA K HEMY
NOTOKaMW 15 NOCAeAyHOLLero aHanu13a.

Buabl 06BEKTOB, KOTOPbIE MOXHO coxpaHuUTb B NVF-dainbi:

o Ceccun SIP
e (Ceccnn H.323
e [lotoKu RTP

Ona coxpaHeHua obbekta B ¢aitn NVF, Bbibepute OAMH MAN HECKO/IbKO OOBEKTOB M3 CAMUCKOB
aHanmszatopa VolP, oTKpoiTe KOHTEKCTHOE MEHIO NPABON KHOMKOWM MbIWN U BbibepuTe NYHKT COXpPaHUTD
06bekT(bl). Ceccumn SIP/H.323 n coorsercTeytowme notokn RTP (mpu ux Hanmumm) 6yayT coxpaHeHb! B
dain. OgHaKo, ecnn Bbl pelnTe CoxpaHuUTb NOTOK RTP, To cooTBeTcTBYOWME POANTENBCKUE CECCUMU
SIP/H.323 coxpaHeHbl He ByayT.

CoxpaHeHHble ¢ainbl NVF MoxKHO 3arpy3unTb B okHe [1pocmoTp VolP log-baiinios.
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[[OHOJIHI/ITeﬂbeIe rJjiaBbl

IlepexBaT 60/IbLIMX 06'bEMOB TPpaPUKa

Mpn cbope nNakeToB Ha 6O/MLWIOM WAW CUIbHO 3arpyKeHHOM CEermMeHTe CeTu, C/iedyeT y4yecTb, 4TO
06paboTKa TbiCAY NAKETOB B CEKYHAY MOXKET CyLLeCTBEHHO 3arpy3uTb MpPOLECccop W NpuMBECTU K
"nosucaHunio” nporpammbl. [OBbICUTL e NPOU3BOAMUTENLHOCTb MPOrPamMMbl MOXKHO, WCMNO/b3yA
npasuaa gnsa GUAbTPaLMM HEHYXKHbIX Bam NakeToB. MNepecbinka ¢alina obbemom 50 M6 mexay AByms
MalnHamMM nopoxaaetr okosno 40000 NetBIOS-naketoB co cKkopocTbto nepegaydn 10 merabant B
CEKYHAY, YTO MOMKET OKa3aTbCsA TPYAHOBbLINONHMMOWN 3ajayelt ana nporpammoel. OQHAKO 4acTo He
TpebyeTcs aHanu3 Kaxgoro naketa NetBIOS. MoxHo HacTpoutb CommView TakMm 06pasom, YTo OH
6yaet npMHMMaTb TosibKO naketbl IP. B CommView ecTtb rmbKkas cuctema ¢WAbLTPOB, MO3BOAAOLLAS
NPUHUMATb TOJIbKO Te MaKeTbl, KOTOpble Bam [AeNCTBUTENbHO WHTepecHbl. Ecan Hy)KHa Auwb
CTaTUCTMYECKan WHbopMauus (rMctorpaMmbl, Tabanubl XOCTOB), MOYKHO BOCMOJ/1b30BATLCA KOMaHAOM
"BnokunpoBaTb cbop naketos" B meHt. B aTom ciyyae oTobparkeHWe MakeToB B pPeasibHOM BPeMEHMU
6yLeT NPUOCTaHOBNEHO, @ CTAaTUCTUYECKME AaHHble ByayT NPoA0AKaTb COBUPaATLCA U NOKa3biBaTbCA.

daKTOpbIl, yAyYLWalowme Npom3BoLUTEIbHOCTb MPOTrPaMMbI:
e bBbicTpbInt Npoueccop (pekomeHayetcsa Intel Core i7)

e 0O6bem onepaTMBHOM NamaATU (pekomeHayeTca 26 1 6onblue)
® lcnonb3oBaHue Npasun ana GUAbTPaLMU HEHYKHOTO TpaduKa

JononHutenbHble rnasbl | CommView



3anyCcK HeCKOJIbKMX KONUM NPOrpaMMbl

CommView MOMeT nepexBaTbiBaTb MaKeTbl C HECKOJ/IbKMX CETeBbIX afanTepoB OAHOBPEMEHHO. ITa
BO3MOKHOCTb BKAHOYAETCA METKON PaspelinTb 3anycK HECKO/IbKUX KOMUWA MNPOrpamMmmbl B MEHIO
Hactpoiika => YcTaHOBKM => PasHoe. MimeliTe B BUAY, YTO OAMH U TOT }Ke adanTep Helb3sA OTKPbITb U3
[ABYX 3aMyLLLEHHbIX 3K3eMMNIAPOB NporpaMmsbl. TaKoe e orpaHuyeHune cywectsyeT ana Terminal Server:
[Ba Nonb3oBaTena (NOKaNbHbIA U yAANEHHbIA) HE MOTYT OCYLLECTBAATb NnepexsaT TpaduKa C OA4HOro
afanTepa, 3anycTme Ase Konun CommView Ha OAHOM M TOM Ke cepBepe.
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HeBuauMBIN pexum

Ectb gBa cnocoba 3anyctnte CommView Kak HEBMAUMBIN NpoLecc:
1. 3anyctutb CommView c Katoyom "hidden":
CV.EXE hidden
2. Ecnam CommView y)Ke 3anylieH, Bbl MOXKeTe npsTaTb WAW BbI3biBaTb ero 'ropayvmun’
Knasuwamn. Ytobbl cnpatatb, HaxmuTe ALT+SHIFT+h. YT06bl OTMEHUTb HEBUAMMOCTb,

HaxXmute ALT+SHIFT+u.

NMoMHUTE, OfIHAKO, YTO MOJIHOCTbIO CKPbITb paboTy npunoxkeHun B Windows Henbss. Mpu pabote B
HeBMAMMOM pexnme npouecc CommView byaet suaeH B NaHenn 3agau.
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[lapaMeTpbl KOMAaHAHOM CTPOKHU

Mpu 3anycke NpPorpammbl AOCTYMNHbI CAeAytolme NapaMmeTpbl KOMaHAHOW CTPOKM:

e 3arpysutb U aKTMBM3MpOBaTb Habop npasun us ¢aina. Ucnonbsyinte kaou "/ruleset" mexay
CV.EXE 1 nonHbIm nyTem K daiiny npasu:

CV.EXE /ruleset "C:\Program Files\CommView\Rules\POP3Rules.rls"
Ecnn uma daiina nam nyTb BKAKOYAET CUMBOJIbI NPobesna - 3aK1oumnTe ux B Kasbluku (" ).

e BbibpaTb aganTep n HavaTb cbop nakeTos. Mcnonb3yiiTe Katod "/adapter", 3a KoTopbim cneayet
Ha3BaHMWe aganTepa, Hanpumep:

CV.EXE /adapter "Intel(R) PRO/1000 T Desktop Adapter"

HassaHue agantepa AO/MKHO HaxoguTbCA B KaBblYKax ( ) MNocKonbKy HasBaHUA 06blYHO

[0CTaTOMHO AJIMHHbIE, BOCMO/b3ynTecb KombuHaumei Ctrl-C Ctrl-V gna nepeHoca MmeHW 13
CMKUCKa OOCTYNHbIX a4anTepos.

e lcnonb3oBaTh cneuunanbHbli Katanor ans xpaHeHua log-daitnos. NicnonbayiTe katod /logdir:

CV.EXE /logdir "C:\Program Files\CommView\Logs"

Bce aTK onNumMmM MOXKHO MCNONb30BaTb O4HOBPEMEHHO.
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O6mMeH AAHHBbIMH C BalllUM NIPUAJIOKECHUEM

B CommView peann3oBaH NpPoOCTON U NOHATHbIN MHTepdeiic gocTyna K TCP/IP. OH no3sonseT sawemy
NPUIOKEHNIO B pPEXMMEe peanbHOro BpemeHW ob6pabaTtbiBaTb MaKeTbl, MPUHATbIE C MNOMOLLbIO
CommView. HaumHasa ¢ Bepcum 5.0 ecTb BO3MOXKHOCTb NepenaBaTb NAKETbl aHA/NIOMMYHO TOMY, KaK 3TO
nenaet Packet Generator (reHepaTop nakeToB).

IIpuHyun pa6omeul

Bam cnepyet 3anyctutb CommView, 3a4aB eMy B KOMaHAHOW CTPOKe cneumanbHbiit Koy MIRROR,
yKasblBaloWuii nporpamme Ha Kakol IP-agpec v B Kakolh TCP-nopT ayb6ampoBaTb 3axBaTbiBaeMble
nakeTbl.

Mpumepsbi:
CV.EXE mirror:127.0.0.1:5555 // ay6anpyet naketbl Ha loopback, 8 TCP-nopT 5555
CV.EXE mirror:192.169.0.2:10200 // aybanpyeT nakeTbl Ha 192.169.0.2, 8 TCP-nopt 10200

Korga CommView 3anyLeH € 3TUM KAOYOM, OH MbITaeTca ycTaHoBUTb TCP-coeanHeHMe ¢ yKasaHHbIm |P-
aapecom Mo yKasaHHOMY HOMepy MopTa. ITO O3HAYaeT, YTO BALUE MPUJ/IONKEHUE YXKe AO0NKHO ObiTb
3anyLWweHo M AO0MKHO ObiTb FOTOBbIM K MpMeMy MO yKasaHHoMy nopty. Ecam CommView He moxeT
YCTaHOBUTb COeAMHEHWNE, OH ByaeT AenaTb NOBTOPHbIE NOMbITKM Kaxable 15 cekyHA. To e camoe byaeT
NPOMCXOANUTb NPU PaspbiBe COeANHEHMUA: Kaxable 15 cekyHa CommView byaeT nbiTaTbCA BOCCTAHOBUTD
ero. Ecan coeguHeHne ycnewHo yctaHosneHo, CommView 6yaeT nepenasaTb 3axBaTblBaeMble MaKeTbI
no mepe X NpMxoaa, B peXume peanbHOro BpemeHu.

dopmam OaHHbBIX
[aHHble nepegatotca B dpopmate NCF. OnucaHue dopmarta cmoTpuTe B MOCAeLHEN rnaBe AaHHOro
pasgena.

Ilepedaua nakemoes

Balue NpuaoKEHNE MOMKET He TONIbKO NMPUHUMATbL NaKeTbl, HO U MOCbINATb MUX, aHA/JIOTMYHO FeHepaTopy
nakeToB. [JaHHble MoryT 6biTb NepegaHbl B CommView ¢ nomolbio Bce Toro e TCP-coegmHeHusn, yepes
KoTopoe npoucxoamn npuem. dPopmat gaHHbIX NPOCT — AByxbaliToBoe 6e33HaKOBOE Lie/1oe YNC/Io, 3aTeM
cam nakeT. Ecnm agantep He OTKPbLIT UM OH He NoAdepKMBaAeT NpUem NakeToB, NaKeT oTbpacbiBaeTcA
6e3 yBegomaeHus.

IIpumepuwl npoekmoes
Huxke npuBefeHbl [Ba NPOCTbIX MNpUMepa NPOTrPammMm, OXMAAOLWMX BXOAALMX COEAMHEHWUN,

BblAENAOWMX NAaKeTbl M3 NOTOKa M 0TOOparkatowmx "coipble” gaHHble.

e http://www.tamos.com/products/commview/samp _mirr _c5.zip. Mpoekt B Visual Studio c

MCXOOHbIM TEKCTOM Ha C++.

e http://www.tamos.com/products/commview/samp mirr d5.zip. Mpoekr Ha Delphi ¢

McXxogHMKOM Ha Pascal. [na KomnuaauuM npoekta Bam NoHagobAtca ICS-KOMMNOHEHTbl OT
Francois Piette, KoTopble gocTynHbl Ha http://www.overbyte.be
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IIponyckHas cnoco6Hocmb (Bandwidth)

Mpw nepecbinKke AaHHbIX HA YAANEHHbI KOMMbOTEP, YOEANTECH, YTO IMHUA CBA3M MEXKAY HUMWU MMeeT
[OCTAaTOUYHYIO MPOMYCKHYD CcnocobHocTb, 4TOObl NepefaTb BCe NepexBayeHHble AaHHble. Ecau
CommView cobupaeT aaHHble ¢ MHTEHCMBHOCTbIO 500 K6/ceK, a nHMA cBA3KM cnocobHa nepenaBaTth
TONbKO 50K6/ceK, HeusbeHO BO3HWMKHYT "3aTopbl", NpuMBOAALWME K Pa3HbIM  HENpPUATHOCTAM
(Hanpumep, B 3aBucumocTn ot Bepcum Windows, winsock mMoeT npekpaTuTb nepefaBaTb AaHHble
Boobuwe). Ecnn Bam Tpebyetca 6OGonee rubkoe peweHune, ucnonb3yowee 6ydbepusaumio U
AUCTaHLUMOHHOE ynpasseHue — nonpobyiite Bocnosb3oBatbea CommView Remote Agent.
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[los1b30BaTE/ILCKUII MOAYJIb AEKOJUPOBAHUS
CommView no3soiaeT NOAKAUYNTb ABa TUMNA N0/b30BaTE/IbCKUX MOAYAeN AeKoANPOBaHMA.

IIpocmoii dekodep

Echan oH wncnonb3yetca, TO pe3ynbTaTbl ero paboTbl ByayT NOKasaHbl B AOMNOJHUTENbHOW KOJIOHKE
3aKknaaku MakeTbl. Nonb3oBaTENbCKUIN geKoaep A0MKeH 6biTb 32-bit DLL ¢ umeHem daiina "Custom.dll”
M 3KCNOpTUPOBATb eANHCTBEHHYIO Npoueaypy - "Decode". HuxKe nokasaH eé npoToTun Ha s3bikax C 1
Pascal:

extern "C" {
void __stdcall Decode(unsigned char *PacketData, int PacketLen, char *Buffer, int BufferLen);

}

procedure Decode (PacketData: PChar; PacketLen: integer; Buffer: PChar; BufferLen: integer); stdcall;

JanHHas DLL gonkHa pacnonaraTbCa B TOM e anpeKktopun, yto n CommView. Mpu 3anycke CommView
nwet ¢ann ¢ umeHem "Custom.dll" u 3arpyxkaet ero B namsaTb. Eciv B HEM HageHa TouyKa Bxo4a
"Decode" - CommView ao6aBnaeT HOBYIO KONOHKY € UmeHem "Custom" B CMCKe NaKkeTos.

Mepen Tem Kak oTo6pasuTb HoBbIM nakeT, CommView Bbi3biBaeT npoueaypy "Decode" n nepepaér
coaepxumoe naketa B DLL. Mpoueaypa "Decode" aonxkHa obpaboTaTb NakeT v 3anucatb ero B bydep.
MepBblli apPryMeHT - yKasaTe b Ha COAEPKUMOE NaKeTa, BTOPOM - AJIMHA, TPETUIA apryMeHT - yKasaTesb
Ha 6ydep, B KOTOPOM XpaHUTCA pe3ynbTaT 06paboTKK, YeTBEPTLIN apryMeHT - pasmep bydepa (B 4aHHOM
Bepcum - Bcerga 1024 6ainta). bydep Bbiaenaetca u ocsoboxkaaertca camoi nporpammont CommView,
TaK 4YTO He cnegyeT ynpasasTb pachnpegeneHMem MnamaTM nog 3ToT bydep CamMoCTOSTENbHO.
Copeprkmumoe bydepa 6yaeT oTobparkeHo B BUAE CTPOKKU B KoNoHKe "Custom”.

Bawa npoueaypa A0MKHO ObITb A0CTAaTOYHO ObICTPON M 06pabaTbiBaTh ThiCAYM MAKETOB B CEKYHAY; B
NPOTUBHOM C/y4yae CHU3IUTCA NPOM3BOAMTENIbHOCTb NPorpammsl. He 3abbiBaiiTe ncnonbzosatb STDCALL
npwv Bbl3oOBeE.

[Ose DLL npeactasneHbl Kak npumep. OHM BbINOAHAIOT NpoCTeillne onepauuu: "pesynbtatom" paboTbl
dyHKLMK "Decode" aBnseTca WwWecTHagLaTepuyHbii Kog nocnegHero 6alita nakeTa. Mosb30BaTeNbCKUN

AeKoaep MOXKeT 6bITb CKO/b YroaHo CNOXXHbIM.

e http://www.tamos.com/products/commview/cust decoder c.zip. Mpoekt Visual Studio ¢

NUCXO4HMKAMK Ha C++.

e http://www.tamos.com/products/commview/cust decoder d.zip. MpoekT Delphi c

ncxoaHMKamm Ha Pascal.
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Cn0oicHbIlI dekodep

Mpu peanusaumm 3TOro TWNa AeKkodepa, pesynbraT byaeT oOTo6paxkaTbCs, Kak LOMNOSHUTE/bHbIE
3/1eMeHTbl OCHOBHOTO [JepeBa AeKoAepa B OKHe nakeToB. [oapobHoe pyKOBOACTBO MO CO34aHWUIO
TaKoro AeKoZepa MOXKHO NOAYYUTb 34eCh:

http://www.tamos.com/products/commview/complex decoder c7.zip

CNnoXHblit aeKkoaep MOXKeT bbiTb HanucaH TonbkKo Ha Microsoft Visual C++, Tak Kak OH OCHOBaH Ha
Knaccax C++.

TexHuueckast noddepiicka
TexHWYecKas noAJeprKKa Mo/b30BaTE/IbCKUX OAEKOAEPOB OcyllecTBaseTca "Mo mepe cun", HO Mbl He
BCErAa CMOYKEM OKa3aTbCA B COCTOAHMU paspeLlnTb Ntobyto Bawy npobaemy.
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dopmar Log-PpaitsioB CommView

Ona 3anucu nepexsadeHHbIx naketoB B ¢anabl .NCF CommView n CommView ana WiFi ncnonbsytot

$OpMaT [aHHbIX, ONUCAHHBLIM HUKe. ITO OTKPbITbIA GOpPMaT, KOTOPbLIA MOMKHO MCMNONbL30BaTb B

COBCTBEHHbIX NPUNOXKeEHUaX ana o0bpaboTku log-daiinos, cozaaHHbix CommView. ITOT dopmaT TaKxkKe

MOXHO HUCNoNb30BaTb AaA NpPAMOro obmeHa AaHHbIMU  MmeXay CommView M nonb3oBaTeNbCKMM

NPUNOKEHNEM. MNakeTbl

nayT nocnegoBaTesibHO.

Mepen KaxKabiMm naketom waet 24-6aiToBbIN

3aro/I0BOK, CTPYKTYpa KOTOPOro OnuMcaHa HuXe. Bce nona 3aronosKa, pasmep KOTOpbIX npesbiwaet 1

6anT, ncnonbsytoT Gopmart ¢ NPAMbIM NOPAAKOM 6aNTOB.

CymmapHaﬂ OJIMHA 3aro/JioBKa cocTtasnset 24 6anta. Ecan naketobl HaXo4ATCA B CXaToM BuAae, nosne

0O6bem AdHHbIX COAEPXKUT 0bbem pa3apxXuBMPOBaHHbIX AaHHbIX. [Mone 0O6bem UCXOAHDbIX AaHHbIX, B

CBOHO o4epenb, COAEPHKUT ob6bem NUCXOAHbIX AaHHbIX. ECAK nakeT He 6bin CXKar, oba nons OANHAKOBbLI.

OnuvHa
HaseaHue nons . OnucaHue
(6aiiTbl)
O6bem JaHHbIX |2 [nvHa Tena nakeTa, KOTOPbIN MAET CAEeA0M 33 3ar0/10BKOM
O6bem 2 NcxopHas gnvHa Tena naketa, 6e3 komnpeccuu. Ecnm Komnpeccma He
NCXOAHbIX NPUMEHANACH, TO 3TO MOJIe PaBHO Npeablayemy
OaHHbIX
Bepcus 1 Bepcua popmaTa naketa (Tekywas — 0)
Fon, 2 [Jata co3pgaHus naketa (roa)
Mecsuy, 1 [Jata co3paHus naketa (mecsau)
JeHb 1 [JaTta co3gaHua nakeTa (aeHb)
Yacbl 1 Bpemsa co3paaHuMAa naketa (Yachbl)
MuHyTbI 1 Bpemsa co3aaHua naketa (MUHYTbI)
CeKyHAbI 1 Bpemsa co3aaHuMAa nakeTa (CekyHAabl)
MwukpocekyHapl |4 Bpems co3gaHuna nakeTa (MUKPOCEKYHAbI)
dnarun 1 ButoBble dnaru:
Cpepa nepepaum |0...3|Tun nakerta (0 - Ethernet, 1 - WiFi, 2 - Token Ring)
PacwundposaH 4 MakeT 6bin pacwudpoBaH (TONbKO A1 NaKeToB
WiFi)
MNosperkaeH 5 MakeT 6blA UCKaXKeH, T. €. UMeN HEKOPPEKTHYH
KOHTPO/IbHYIO cymMmy (Tonibko gast naketoB WiFi)
Cxatune 6 MaKeT XpaHWUTCA B C}KaTOM BUAE
3apesepBupoBaHo|7 Peseps
YpoBeHb 1 YpoBeHb curHana B npoueHTax (Tonbko gns naketos WiFi)
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CUrHana

CkopocTb
nepegauu

CKopocTb nepefayn AaHHbix B M6UT/c, yMHOMeHHaa Ha 2 (Tonbko Ans
naketoB WiFi)

AnanasoH

OvanasoH nepepaun. 0x01 ana 802.11a, 0x02 gns 802.11b, 0x04 ana
802.11g, 0x08 ana 802.11a-turbo, 0x10 ana 802.11 SuperG, 0x20 ana 4.9
GHz Public Safety, 0x40 gns 5 GHz 802.11n, 0x80 ana 2.4 GHz 802.11n.
(TonbKo ana naketos WiFi)

KaHan

Homep KaHana (Tonbko gns naketos WiFi)

HanpasneHue

Ona npoBOAHbIX MaKeToB - HanpasseHwe nakeTa. 0x00 Ana TPaAH3UTHbLIX,
0x01 gna sxogawmx, 0x02 ana ucxoaswmx. Ana naketos WiFi — cTrapwwmi
6ainT ana nona CKOpoCTb Nepesaun, Ana Tex c/iydyaes, Koraa oAHobanTHoe
none CKopocTb MepefayM HeaoCTaTOMHO AN XPaHeHWA 3Ha4vyeHun
nepemeHHoM (T.e. eciv 3Ha4YeHue npesblwaeT 255).

YpoBeHb
curHana (dBm)

YpoBseHb curHana 8 dBm (ana nakeros WiFi)

YpoBeHb Wyma
(dBm)

YposeHb wyma B dBm (ana naketos WiFi)

[aHHble

Teno naketa (6e3 nameHeHui, B ucxogHom Buge). Ecam ycraHoeneH dnar
Komnpeccum, AaHHble CUMMaloTCA C NOMOLLbIO csoboaHO
pacnpocTpaHaemoit 6ubnunotekn Zlib 1.1.4. innHa 3anucbiBaeTca B none
Data Length.
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UHpopmanus

Kak kynute CommView

PaboTta gemo-Bepcuun orpaHnyeHa 30 agHAMMN.
MpoAyKT umeeT TP TUNA NULLEH3UN:

e Haubonee poporas VoIP License pgaeT npaBo Ha KOMMEpYECKOE W HEKOMMepyecKoe
MCNONIb30BaHWE MNporpaMmmbl B NtOBOM MecTe U aKTUBM3IUPYeT BCe OYHKLMU NPOrpamMmbl,
BKAtOYaA aHanusatop VolP.

e MeHee poporaa Enterprise License paeT npaBo Ha KOMMEPYECKOE UM HEKOMMepYecKoe
MCnosib30BaHMeE Nporpammsbl B 1H060M MeCTe, HO He BK/ItoYaeT aHanm3aTtop VolP.

e Haubonee poctynHaa Home License pgaeT Bam MpaBo MOAb30BaTbCA MPOrpammon Aoma Ha
HEKOMMEPYECKON OCHOBE; KOJIMYECTBO XOCTOB, [AOCTYMHbIX AAa HabaogeHua B Balwel
OOMaLLUHEN CeTW, OrpaHMUYMBaETCA AEeCATbI0. B pamKax AaHHOro TMNA ANLEH3UN TaKXKe Henb3A
pabotatb ¢ Remote Agent, a TakKe paboTtatb ¢ loopback-agantepom. Home License He
BK/IlOYaeT B cebs aHanmsartop VolP.

OfHa 3apeructpupoBaHHan Konusa CommView MOXKeT MCno/ib30BaTbCA O4HUM JIULLOM ANS YCTaHOBKM Ha
04HOM KOMNbIOTEPE U, AOMOAHUTENLHO, HA OAHOM NOPTAaTUBHOM KomMnbioTepe. bonee nogpobHan
MHPOPMaLUA O IMLEH3MPOBAHMM AOCTYMHA B IMLEH3MOHHOM COTNIaLLeHNM, CONPOBOKAAOLLEM
NPOAYKT.

Kak 3apernctpupoBaHHbI NONb30BaTeNb, Bbl NOAYyYUTE:

e T[lofHOCTbIO  QYHKUMOHA/NbHYID  HEOTrpPaHUYEHHYD BPEMEHEM  MCMOJIb30BaHMSA  KOMWIo
nporpammoi.

e becnnatHble OBGHOBNEHUS, KOTOpble OyAyT BbIMNYCKATbCA B TEYEHME OAHOTO roja Co AHA
npuobpeteHus.

e  WNHbopmaymio 06 06HOBAEHMAX M HOBbIX NPOAYKTaX.

e  becnnaTHyl TEXHUYECKYHO NOALEPHKKY.

3aKa3aTb NPorpamMmmy MOXKHO Yepes Hall Beb-calT:

http://www.tamos.ru/order/

LleHbl M AUUEH3MOHHOEe cornaweHne MoryT 6blTb M3MeHeHbl HaMW B OZHOCTOPOHHEM MOPSAKe.
Morkanyiicta, NnoceTnTe Hall CanT Aaa NoaydeHusa nocaegHeint MHpopmaLmm o NpoayKTax.
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